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Senver Name I':Eb‘v,\nmouc ocal I

Enter the server name with Fully gual@ied doman name(FQON)
Examgle: Sarvemame winmagic.locl

SacureDoc Web Fort Number 43

Change the Fort number If requred

ek pet> ) cwncel

£ SecureDoc Web #TE LK RET D &2, 4T, IEMR FQDNAICER L TS E 30,

#]) ses01.winmagic.local

AE

Server Name

SecureDoc Web Port Number

<Next>%7 U v 7 LET,

@ <Install>%7 Vv 27 LT, £ A=V ERRHBLET,

SecureDoc Enterprise Server Version 9.1 7 A v 7 A > A h—1VHA K
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ﬂ SecureDoc Enterprise Server 9.1 - InstaltSrheeld Wizard x

Ready to Install the Program

The wizard (s rebdy to begn mstallation !

Chck Inmali to begn the etadabion,

T you maet to raview of change any of your nstaiabion settngs, dick Sack. Chck Cancel to
<t the wizaed

WOBEABRF ST, ELSA A FP=ANETLELEZ, <Finish>%27 U v 7 LTZEW,

. . . -
ﬂ SecureDoc Enterprise Server 9.1 - InstaltSrheeld Wizard x

/N InstaliShield Wizard Completed

o

The hatalilvedd Waand has successtully intalied Securedec
Erfarpose Server 9.1, Click Fieseh to wet the vazard

@ HEHZEREINET, <Yes>2 7V v 7 L, BEBLTLIEE N,

ﬁ SecureDoc Enterprise Server 9.1 Installer Information

I ,  You must restart your system for the configuration

| changes made to SecureDoc Enterprise Server 9.1 to
take effect. Click Yes to restart now or No if you plan to
restart later.

No

\_/

=
N Yes
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8. SES O HIHIFRE

SA.FHEAX—T 7 ANET —ZX—XDIERK
SESIcmr /A 3570 EHEMNX—77 AN ZERLET,
® [A#— 1] > [SecureDoc Enterprise Server] > [SecureDoc Enterprise Server] % £{7 L £ 7,

® WoOEENFRENTS, <Create Key file>sRZ %227V v 7 LT,

_; L._u;, N 10 the database
Ky Fils
Ky Fide Pty || Browse
Fasswond Logm Koy Fle l

T IAuromascally comect to the dasbade inst comeced-o

Danbase hioematon

Sarver Nema

Dasbase Name

Cancel

@ KOBEPRRINET,

Create Key file

Eaary Fila oo slon

ey i G133

har e
ol P s
LiseriC

| EEy N

Cancul

<Browse> RZ v E 7 Vv L, F—T 7 A NVERGFETIEFGE, 77 ANAERELET,
WA RIZHE-> T, LEREREEZAH LTI EE N, EETFIEX, [.dbk) T,
(#) C:¥SES¥seskey.dbk
[Password] (25 72/ XA T — K& AL, [ConfirmPassword] (ZFER U/ SAT—REASLTLIZEN,
fUser ID| #iic, SESOEHEID 4 E AL T IZE W,
(1) SESAdmin
[Key Name] Milic7 — & _R—2A %W HLT 284 %2 A LET, D4 OKKES [seskey] DX H LT —4~—
ADWEGHRTHD ZEBRMDILARNCT HZ L 2HRELET,
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< A1 >

Create Xey file
Koy Fie momelen

oy File  C\seskoyseshoy dok

Browss
Faitwoi  eessssess
Curles Paswoin  sssssssss |
Lser D [SESAGME
fay name Faaa | |
AE
Key File
Password
User ID
Key name

AN TETLEDL, <OK>Z 27V v 7 LET,

@

ERRICHEE T 2 & UTOBEEARREINET, <OK>z227 U v 27 LET,

SDDB

0 Kooy Pl sucosesiuly aregled,

= Q
(
N Z

® QOHEHEIZEY £7,

ERRE DX —7 7 A VMo TSESICR A L, SQLIZT —# X—AZ{Ef L £,
SR E LI/ AT—RF&# AL, <login Key File>%Z 27V v 7 L%,

SecureDoc Enterprise Server Version 9.1 7 A v 7 A > A h—1VHA K
© 2024 WinMagic Inc. All Rights Reserved.




WinMagic
SecureDoc

: Logen 10 the database

Kewy Fils

Ky File Path ¢ uassimiasiey cb Brorwse

P e v S
Fazsmced S teonkevFie ]

—_ Creats Key fie
| Ausomatcally comnect to the dmsbae Inst comeced-a

Danbase hicematon

Sanver Nema

Dasbase Name

BTANIEIITHE, FL—=T U LTV A= a—RNERINET,

® <Create new database>%# 7V v 7 LE7, ROBHEMNPRRINET,

Create new database X l

Server and Databas? Information
*Key List AES YWhMU

* Server Name

Note Fapplicable, ensuwe hathill SOL Server name 19 antarad in
fhe format <computer_name\nstance_name>

*Databoss Nema

(@) Use Windows authantication (O Use SOL Server authentication

Enter name ol fie user %0 be granted access o thet database Hthastuseris
part ol & domain, enter # as Domainhame\UserName

“sername

“<Fielde marked with an asterisk * are required

Cancel

@ kOT—=TNEZRLT, LERFREADLET,

H H G

Key List RKay 77X UnD, T—2X— A5 LT 585N L £,
SES THET 5 DB DDA, BIF o7 TT,

Server Name SQLY— =4 % (o Ba—4—HYSQLA LV AX A4 ] EWVWIH AN TAHLET
SQL Express Tix, [z B =a—#% —4¥SQLEXPRESS) & AJJLTLZ &Y,
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Database Name | {LEDOT — 4 X—2x 4% N1 L FT,
SQL ServeriZ, ZZ CABH L~ DBABERENET,

Use Windows SQLF =¥ _X—=2~Dnu 7 A |2, Windows v 7' 1 FBEEAFIM L £ 5,
Authentication KA S Ym | DR CE RS A LE T

fUsername) (1%, [6.1.SES T+ 27 WU b THUILIZHE—DT AT |k
R L T2,

= — 77 /L Administrator #[R23 %2 TT,

Use SQL Server | SQLF — 4% R_R—2A~Du 74 2, SQLOY AT LEHEDOT H 7 v b (sa) ZHHAT
Authentication BT, 2L ERLET,
SQL Login ID & (/"2 U — R&EHFELET,

< A >

Create new databass x
Servar ond Domabasa Mormahon

Ky List AES WMJ

* Senvet Name SES\SCLEXFRESS

Note' lf sppicebia. ansure thet full SOL Sanee name io emerod n
e formet <compuer_namensiance_name>

*Demabesa Name SESDE

@‘ Usa Windows outhessicahan { - Use SOL Sanver auramontion

Enter name of fhe user o be grarted access 1o fat detebese N ihat osers
part of ® domasn. ener £ ss DamanName\sarNeme

* s ntune 'hV\).l.I-,SEZ‘Z;’-dle"

*-Fialgs markad with &n assanss * an regurad

Frush Cancel|

AE

Server Name

Database Name

Use Windows Authentication ==
Use SQL Server Authentication | SQL = 27 - ID: INAT— R

ANh &% 27256, <Finish>% 27V v 7 L%,
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© DBODOE#%, FHEOHEREZFZET AEEARRTINET,
WD A A N—/LTiE, MO TOEREREEZOT, TXTOHRE G Z2TER0 84,
TI7ANETHERESNTWDLHREDEE (TKEMK) T, <Save>%7 Vv 7 LET,

O CERT S EHEIC, SES a2 Y — /L TRl SES WHELE AAERR LIBINT 2 A & T 556 1.
[Allow user to add other SES administrators] (2 = v 7 # AL T, <Save>%7 U v 7 LE7,
INRAY =R YUY —=DHOHERZ A5 LI EBE ZERT 2560, FrEOMMOZ0E T 58 #E 2 F
Y 2HaREEBRLET, BRENTWARVWES, BTSESEHEZEMNT LI LIXTEEEA,

Admimstrator access nghts

MAIN ADMNSTRATOR
Usar 1D [SESAdmn
User's detaut key  |AES WMJ

Accmss nghes

Access To Folders

[T Frevent uoe of reeone comal

|~ Acoeez © gicbal SES setings Current Fisl Access

] Acosss 20 5D profides

Curtent Full Acoass

—
IV 1ADOaES 10 indtalistion packages Currem Full Accass

[ Atow datation of encryptian keys Cumant Alkwai 30 dakets GRenpion avs

INT, BHEOERE T —FX—ADERPET LE L, SESarv Y —ARNEHLET,

I ORBRIC, BEEHOX—T7 740 (FFfdbk) 13, BRTRERBIFICAAYy 7T v T LTLLEE N,

T THER LR —T 7 A LB THIBR, DV AT—FREK&THE, SESary—icun /4 o T& R
<7 ET,
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8.2.SESDBIZT7 /7 ERATAHT I TV FNORE

SDConnex. ADSync 7% SQL Server ([Z/ER% L 7= SES @ DB ICH# T A -0 DOREERB I RV,
[Account] TE#fiT 28546, [6.1.SES THAT AT IV b THIALEZHE -7 vy FEfHL TS,

@ SQL Server Management Studio # 2 #) L ¥ 7,

@ Windows BiEZ &V, <#Eki>27 Vv 7 LET,

2 P
o -1~ D8

SQL Server

Uit L §gl
# <1t ~SiE!

ERER Al

1) SDConnex. ADSync T [Local System| #Ff+ 584
lAccount) ZFIHTHEEIL. WEEL ITZHBI I,

O F7Y=/ b 2 ATE—F—T, [tFa VT 4] #RBHEL, [m7A12] b
[NT AUTHORITY¥SYSTEM] 2 ¥ 742 Vv s b LFAZ Y v/ A=a—T [Fus7 4] Z#ETLET,

ATS15b 19270-3 - 4 x
gau- ¥ Y G
& SES¥SCLEXPRESS (SO Server 1502000 WM Admi
; T-In-3
3 W PralTe
-~ W U7 Y
- S835 PolicyEventProcessingLogin®®
= FEMS PolicyTegiExeculicalogind
N YL o

iTH{ YSTEM

& NT Servico$ASSOLSSCLEXPRESS

& NT SERVICE¥SCLTELEMETRY$SCLEXPRESS

= NI SERVICE¥SCLUWnter

s NI SERVICE¥Winmgmt

; =4

e \WANIEAdministieion
& Y-f-0-)
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@ [V—n—u—L] %27V vs7 LET,
[Public] ®»HNEIRENTWET O T, [sysadmin] IZF = v 7 &2 AN F T,

B D740 70U5F4 - NT AUTHORITYSSYSTEM O

2009 » O 0D

== 0-AEEELT. Y- -2 002U MRE ] - -CHMLE T,
FoREaRE ) -2

#-5-0-18)

| ersaTin
gy

avin

&4

N nstrator

W BEROOQIT 08

T

® #HITT, EA b [a—F~o b T2 27 Vv I L, T—EZX=2ADO—ENLEIIER LT SES @ DB 2 F
vy 7 EANET, TZOR— LA N—%BML, <OK>%27 VU v 27 LET,

db_owner
SD_admin
SD_user

B 071 o0701F 1 - NT AUTHORITYNSYSTEM

20U « @Al

Wuls il NS S b (Lo Bl B ()
- 4 751 7 - wEnI4 7
myeter
C mdal
[ vt
@ SEsre NT AUTHORITYASYSTEM  dio
renok

"oy
SESVSOLENPRESS

SEDBN7T ~5t -2 D= X)) 1oy RE
astamainr

W ERBLNGTES | ot gstwrtar

™ dotacimin

B dmrrastarencnt

" ch dwrrcstyarinr

A chowrer

WiTtkiR ]t pmcaattymitrin
= o1 putde

L B "7 S0 wdnin

T

X SESOT—HRX—RZL, BEEEICERY T,
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2) SDConnex., ADSync T lAccount] Z#F|HT 24,

O F7VxshxrAFa—5—T, [Fa2UT (] 2BEL. [0 L] 262V v s L, [HLorsA0] %
EITLET,

ATIR 15702 v ax

gR-F¥F YOS

< W8 SESYSQLEXPRESS (SOL Server 150.2000 - WMI¥AL ~
1 F=9n-2

t¥a1l7e

& F¥NS_Podis

B &XNS_Polli »
8 BUILTINVL Power Shell DEERE(H)

& NT AUTHO L~ B 5
- NI Serwee

& NTSERvicL BEOWSECERH
& NT SERVICE¥SOLWnter

w NT SERVICE¥Winmgm:

& (5

= WMIAdministrater

® TvrsA4%4) MT, <iR>Z227 ) v27 L., SDConnex %2+ 577 Fa®IRLET,

‘ B o7y -8R

m} X
-SRI Canus « @npd
L= 4
& 9-1-0-1
& 24 =35 0o AN RME!
ol T4 A
; U; ITARREIASS Y ® Wedows K2ERW)
S0L Serner IIHS)
LERC T2 ENE)
A LI ERT)
I REMRNET X il &)
e L L AW T4
et
WM Nadkm inistr
W SR onNTona
iR Al
LUl B e
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@ TERTLIATV=I MEANLTLEZSW] OMT, 70 M2 AN L, <A4BIOHR>% 27 ) v 7 LE
T, BT o hE2RBIRTEIZL, <OK>z27 ) v 7 LET,

I-Y-9-EX P9 2012 TRh-T R

AT IR RIR(S):

I-Y- 2R ENM Y 8F2UF 4 TUUIN AT OB
BWOMEE:

TN aE L.

BRTEATIXZLETARLTERN (PIE

j{SEE Admin{SESAdmin2wmilocal)

FEBTA). @ St

@ #HIT. [P—n—m—n] &Y v s LET,
[Public] ®Z% 23 @4R S CTWET, [sysadmin] ICF = v 7 # AR ET,

| B 07ey-waes a

-SRI Canus - @npd
»

— Y- O-AS BAILT. Y /(-2 Eot U7 N2 -1 ~CINTILET.
PR T AR TS
PR ]
# - - 0-USK
:, bukadmn
L1
gt
SEEVSALEPRESS
feit

W Nadminstratos

W SR ORT

iR

EWNTET

o 1 #wtn
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® I, B [2—F=o 7] %27 Vv 7L, T—F_X—20—EMHHI/ER LT SES @ DB IZF

=y 7w AhET,
TROE =/ A N=%FRL, <OK>z227 J v 7 LET,

db_owner
SD_admin
SD_user

m]

‘ B o7y -wBeR

R-soREK e T
L=
AH-t-0O-1L
AR L 1)
: -!: TR 24 KT8~
ve
@ SESO8 WM NEES Admin
C tw ek
L1
(TS0 .
SESVSOLENPRESS
FESNRE PR SESOB HT ~AT =X 0~ 2 =ZxAR)
2 | db_techupo e ratas 7

W Nadm inistrator

| b doraemacar

W SR 20NF 08T 1 db dwmariter
| db ockadimin

J db.0e mydatareooe

| b e yatataw e

g
\VJ|

ol

X SESOTF—HFRX—241F. BENBIZELY 9,
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8.3. SDConnex #—t X DBRLE
SDConnex # Windows % —t 2 ¢ L TEEITA LI ICHTELET,

£ SQL Server A VA h—L IR TWDHH— —LIF iz, SDConnex, ADSync # A > A h— /LT 54
SQL Express O 7 7 4/ FRETIE, A VA b= SN TV H—N=LFA LY — =05 OGO HE T LE
T DT, £OFETESDConnex I+ SQLICHERET 5 Z LW TE EH A, SQL Server i~ f— ¥ ¥ —Zfli - T
7 ha/loRE, R— FOFRE. SQL Server Browser £ O % E 23N T,
LR, wa ey 7 MoV A FEISRIEED

https://docs.microsoft.com/ja-jp/sgl/relational-databases/lesson-2-connecting-from-ancther-computer ?view=sql-server-ver16

@® [#A#%— F] > [SecureDoc Enterprise Server] > [SecureDoc Services Configuration]% E1T L £ 7,

@ KA 05, [SDConnex Service] #& WY, 31V OEEA =2 —12H 5 [Register]z 2 UV v 7 LE T,
[SDConnex Service Register View| HBm2AFRINE7,

i secuseDoc Seraces Contiguanos - - [
AN mMwa T b 1) ‘
|
% 2 H \
P ——
g T w |
‘ ‘ "
Q, 2D Syne Sarvie Serace Sorvice |
Q. Anadyrics Engine Service Service Name: WinMagic Seciswlioc 50Camas e
Exmcintabin =
Startipy w
) M| Stevg ® Ascmate Slarhp -
-
Serdce Lug On B
@ feg
Neatmork Srvics
e
8 Locatyuten T, »
Accour u X
Pazywors
Oordem Paseword |
& PFgule

® [Service] T, SDConnex ®¥— b R EENCEHT HREZ LET,
R 2R B2 RY . F 0 F F [Automatic Startup] %% L, Windows &z SDConnex 23 H &) THi 44
THEIICLET., FHTHBTILEND SHA L. [Manual Setup] Z %R L £,

[Service Log On] OHTiE, = REZEHTEIT IV FERELET,

¥ Y—EREFE‘BHTHIT UL MI, BEEROBERY O —H5WIREICAOE TRIRT 2 Z R TEET,
T 7 4V hE%Elx Tlocal System| T4, [Account] TERETHH 4. [6.1.SESTHAT LT v
b THHALEE—OT AT FEFERLTLLZIN, [RASf ¥ —W—] OBXTERERE AN LE
T
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FEH . Account & E

Serwca

e

Service Neme  WinMag i SecureDoc SUConnex
Executable ¥iingwn Mugs S5O0 -NTYEDConrmfWinldss
Startug

) Manual Startup @) Avtomalic Starkp

Servca Log On

7) Network Service

) LocalSystem

WMUNSE SAdwn

& Acoout

Fassmord 900000

Codun Paisno 900000

RET, 77V r—var7—1IDIC,

Z I TRER LIZE SR

— —

¥ Web =v v —EFIHATHEHE1E, 1IS O
LRICbDEFRELET,
# Flizdh b <Register>% 27 UV v 7§25 &, Windows D —t 2 & LTHEINET,

® [SDConnex Service] WHIZ, 3 ODHFEX T NERINFET,

[General] # 7 Tlx., SESDB ~D#fm a2 EL £7,

SDConnex Servce  Configure View Genvice statun: Stoppect)

Genersl Communcaton Awmrts

Koy
Keyfie Path < ¥soskey¥seshey dbh

Logn

Keyfile Pacoword |

Daeatiosn
Server¥instance

Databaze
[[] Enatled

Muror (aptions()

® Windows Login 7) SOL Server Logn
Logn [

Fagsawerd

Servoes
[ PBCornex Autoboot Service
ol SOCarmey servers exisl encure thet only ene of them nind

Warnne' ‘Whers muk

[7] Schaduled Tasks

Logong
] Log Events

[[] Enable Detaded Trace to Fokder

Maximum Loe Sie (MB) ¥
==

DA o s AR R A R
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@  TKeyfile Path:] Tix, 8.1 1EIEHAX—T 7 AN LT —H_X—2DEK] T, fERLIEEHERXF—7 74
D77 ANLERELET, (EEIXEBTALNSNET, )
Keyfile Password:| T, ¥—7 7 A LD AT—F%AHNL, <Login>%27 VU v LE7,

ELWS2T—RB A& 5 L, [Server¥ Instance] . [Database] OE#HRAHBAIZ AT ENE T,
WIZ, SQLDBIZT 7 AT A0 EZ#HEL £9, #@HIL. Windows 383FE— KT SQL I ICH#T 5
[OWindows Login] #i®&R L £ 7,

General
BETEE T
Keyfile
Keyfile path: X—T A NEEELET,
Keyfile Password: X—T A NDNRAT— %A LFET,
Database
Server¥Instance: SQLDOA VA P =L ENTWDLY—R—F LA AX A EFELET,
Database: BT 07 — A=A % B AN LET,
© Windows Login Windows #8FEE— R T, SQLIZH:Hfk L £ 7,
O SQL Server Login SQL Server #FEE— R T, SQLIZHHE L £7,

[Communication]# 7% 27 U v 7 L¥7,

WOBEBRRSNET,
. B Secirw ‘e a Coml O
‘;:A " g _ ATH

-
Q A o
Q, 2nwytics tngire e ®
“
» «
-
L2
o -
8 Serve cortitoale smrce SES Satabene
Servwr cwtdcsis pource UG certdeale store - Aret
[Semet) CHtianini)-Bele—duode 3o2s- theTenllbbl| OT-SM00 Jedd-4TIF-1700 -6 0 & Aot
A ’
Madmam Conourant Secsaons e a
Facoese Roauest Tewot M D500 Serdd Fagones Tirecos 152 e
Chech for Actww Commands svery g ‘an Quacartrw Tirmour 'own
Buey Sigte Sersers Cour 2] H Mu Sate Sesanns Couwn |
Koyl Uptate Task Sloas bemvaladd o sec

Pt rtatedvr

] Ve wnivsercn & recured
7 Use sacawerd Doen ustr so00ed i @001 0 iriers

| Move devers nly Rececle Be n cane of rerntalltves of Secuee [
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[Service Port Number:] 1%, SDConnex 7% SecureDoc 7 74 7> h EBEICHEAT HHR— FESDORE T,
T 7 4V RREX 17300) TH, ARy RV —ZBEET, ZOR— FEEBEHTE WEEIE, hoR—
FICERELET,

Service IP Address:] TiL. SDConnex # E173 2% —"—DIP7 FL2AEZHEELET,

£ IP7 KL #id. %, [Any IPaddress] o % & THELVEEA, %0 NIC AES SN T WA A — R =
T BREEDOBEARR, UBBRBEICA X =L LT28AIE. [Any IP address] Tz, PAF T A =2 —T
FRENTIP L LEYI R DERALTIIEI N,

©® MEIZJELU T, [Remote Installation] OB EAXLEHL TEET, ROT—T A ESZHLTIEI W,
REX, WOTHLEETEET,
MOHEBZBET 74V PREOEETHEMALET,
V4TI DY R— ML RBRH oL AN, RELEFE LT HILEITHY FHA,

Communication

B

PC SecureDoc Client Communication

Service Port Number: SecureDoc 7 7 A 7 > k & SDConnex 2N EEICHEH T 5K — hE&E &

Use restricted Ports(<1024)0 | 1024 UL F O R — v E S A2 HERAT 5546

Service IP Address: SDConnex ¥ —ERAZEETHY— =D IPT KL &

Transport Layer Security (TLS)

Disable TLS (¥ 7 # /L F3&% i) HTTPS & 2 WL TLS #2854 LRI 20 B IR L £ 9,

Use HTTPS or TLS 1.3 where Supported
Force use of TLS 1.3
Force use of HTTPS

Ciphersuites 7» 5 TLSH & A A — F &A@ L F 3,

© Server certificate source SES database
O Server certificate source OS certificate store

SES 7= N—2% Y —A LT 5 Y — "—FEHELSMT, OS FEBIER M7 THRAIT LIZEW ELZRETE £

j_‘()
Maximum Concurrent wRFEREYE Y v a %
Sessions: 7 4V MM 100
Receive Request Timeout: ZIEV I T A NDEA LT T B
T 7 4L Ml : 120 sec
Send Response Timeout: ISBEEFEDOLX A LT T
77 )V ME : 120 sec
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‘ H H @i A

Check for Active Command TIOT 4T lravwry NeF oy 7T 5B
every: 77 # /L MM : 120 min

WRERESY A 57 D b

uarantine Timeout: .
Q 7 7 4V ME : 0 min

Busy State Session Count: EV—IREOE v v a UK
Idle State Session Count: TA RAVREDOE Y v a v

Keyfile Update Task Sleep

F—T A NEHRZ AT DAY — T
Interval:

Remote Installation

[J User existence is required SESDBIZFET D2 — Y —DHIZA VA N — )V EFALET,

AD Sync <> CSV CTSESZA v AR— kL7 ID &, —F L7 Windows ¥
A A EDYT T AT FDOIIZ SecureDoc DA A b —)LEFFR[T D
ZenTEET,

7 T7AT VMU A N—VFELTIREIZ, SESDB & o — ¥ —FEE L7245
B AA M= VTR A ST RIS ET,

ek, BRILARWID MER SN D EEIFET,

F—T 7 ANDA =N AT— K E LT, SESDB O —%—(Z5t 8k
ENTERRAT—=FEMERT 546, A LET, SEShba—F—%7
TAT v MIBET HBEEICHEDNLET,

A Use password from user
record for existing users

[J Move devices into Recycle | SecureDoc 237 7 A 7 b T /34 AZFA VA b= asni=%4. SES
Bin in case of reinstallation of | IZREICTHFET 5T /NA 2 % Recycle Bin I @ L 9,

SecureDoc ik, SESDBTT A ANEBETHOEHEE T,
REH., A TICHL<Apply>%2 27 Y v 27 LET,

@ SDConnex #3, SESDB & O #ktic BN Lizha%, BT A — /N TlMT 5551%, [Alerts] # 7% 27 U »
JLET, ZOREIF, BATEDLY FHA, REIFTVOTHARTY, KOBHERAEREINET,
[Enable Alerts] DF = v 7Ry 7 2 &AL, A—LOHREEZLET,
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SDConnex Service Cenfigure View (service status: Running)

|Genera| IODmmunicationl Alerts |

) Enable flerts

Email configuration | Performance Counter Alerts | Encryption Status Alerts I Mon-Communication Alerts

Settings
SMTP Server: | |

Port Mumber: |25 o1 [ Use TLS/S5L

[] Use eMail Server Authentication

Email Group:  |DefaultZone W | Add

@ SESDB~0®O7 7 AMBERARIZ, 77— ME@EHT 55413, [Performance Counter Alerts] &% 7% 7 U
v 7 L£7, [Database Connection down] IZ2F = v 7 % AN E£7,
TV T — bRy U — 7 RBIEEMEA T H8ELClX, [Failed PBConnex Login Alert] icF =~ v 7 # A1,

SDConnex Service Configure View (service status: Running)

Gieneral IOommunicat ion| Alerts

Perfarmance Counter Alerts | Emcryption Status Alerts | MHon-Communication Alerts bl ~

Gonditions
Low Awailable Licenze count below (LSS}
[] Tatal Created Devices Exceeding: ]
[] Total Created Users Exceedine: i

R4S 4]

Databaze Connection Down
(@ Failed PEConnex Login Alert
Application Event Log Full
Device Added to Quarantine
fictive Sezsionz Reaching Max

Email To: | |

Email From: | |

Email Subject. | |

Send test

&

W

Reset | |.C.f_, Apply |

i)

FA=LomEERA, A EZ AN LET, <Sendtest>%227 VU v 7 L, RET A FNARETT,

®
e

ER. ETFIChDH<Apply>227 U v 7 LET,

®
el
=

HENTET LI, AL iZHDH[Start] 227V v o7 LET,
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WD X 5z, [Status] 23, Running (272> TWA Z L 2R L TLZE W,
SDConnex O#— AR KE L7 b, 51 ® [Monitor] 227V v 27 LET,

B SecuweDoec Semices Configueanaon - O b
IHME NN A

. 7]

VT4

SDComex Seenite =
g Semovn Rame Descrgtion v | Somrelnc e, -
Q2D Syne Servicn .
Q, Analytics Engine Senvice > B WirnMagi cSeciineOncSUlonnes WANMarpe Sentitelue Comeraan witormty WAL SAtur F ¥ »
Q) WoMagicSecunDoc ADSynCServce Servie X 00t negstened BHOm
& WolsgicSeamDoc AnshyticErgine  Servics & nof regatered
% —ROX
H

® Uregatw

2]

b7

WO RN R S, SecureDoc 7 7 AT FOA A =L T4 7 > ki3 SDConnex L#@ET 25 &
Session Counters DN I 7 b T v 7ENET,

B SecureDoc Senices Conhigueanon — o %
IMAME HON AN AMVTH

e vy B

Q& Seaurwlus Senvite

Q, SDCormex Swvite

Mantze View v ice thimec Rurming

SOCannes Servan

Q1D Syne Service

G Analytics Engine Senvice ) Reset Couters

Sesenn Courtery

2ine oot orgfie

Do Regrtraton Conters

Febash Fate 4

Quwwitem Coutntnrs

o Conligume

Totst 9 Total Deveces 0 Tetal M View Eventing
Actew § Total Users 0 Active D &
Frouest Counters W Sop
Tosst 4 Sucteedad ) »
Actou 1 Fabed ) § Unegniw
M. Foguests/eec 3 © Feset Coomters
Cpew aton Counters 3
Ouerstin Tols At croeded Fabet r;':';:":_'""" i o H ~
Crvatelbar o 0 a 0 0 0
Creatriogfie L 0 Q o0 0 0
0 0 0 0 °
UpdeteCormumoationtiey 0 Q 1 0 0
GatGarmnie o o 0 o 0
- ) o 0 lo o 0
Uptets ioaflecovmrdris ¢ 0 Q o 0 0
0 0 0 0 0

SDConnex D& E L.
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8.4. Microsoft Active Directory & M #

Active Directory (LLF, AD) LEHET 2 &, OU (74 %) ICHFENL2—F—IFRE 7 NV—T% AD LA TE
ij—o

X AD LRHILARWVWEA, REEZBIRIMLEFEREHV EFHEADT, AFxF v 7L TLIEEN,
HAFIOFMET A FOBAETIEH, T LLMLETEHY THA,

X SESaVRAALLAUAR—=THY, FAfva—P—lZTuel L LTWNDLILEHBLET,
SES =2 Y — /L TOa—HF —BMLHIRZ EoEER, ADANCFE#M I EE A,

O [A#— b}] > [SecureDoc Enterprise Server] > [SecureDoc Services Configuration] % £E17 L £,

@ KA b, [ADSync Service] BV, A1 Y OEEA =2 —12H D [Register] 27V v 7 LET,
[ADSync Service Register View] B NE RSN ET,

SOConnes

T

i B secweloc Serace Configuancs - o "
| 77404 WY Eaw Tl

| |
| 4= o 9]

Q) SecureDoc Services AD Symc Servize  Angutn View L L ‘

AD Syne Secvics -

Bervee
Servens Narm  'WinNag e SecirnDec ADSyne Service
Exmcutabie
Sl
. Maeasl Stewg o Aonate Stahg
Servce Lug On

1 Network Servics

& Localivsten

o

O\ -
o@\e s =me
B 5|E

Account
Passwerd

Condem Fasamord

® Fequte

[Service] OFEEIL, #H . T DFEE [Automatic Startup] Z R L £9°,

[Service Log OnJ O %, ADSync % —E R ZEET 257 H 7 F T, SDConnex LR L LS ICHREL T,

HTIzd b <Register>%2 27 Vv 735 L, Windows O —E X & L THREINET,

¥ OV —EREFEBTLITHIVY ML, BEROGER) —HL5WEBREICHODOE TRIRTHZENTEET,
7 7 4V hi%EE [Local System| T3, [Account] THRETL%HA. [6.1.SESTHEHAT LTI UL 1)
THHLIEE D7D FeALTZSn, [FAf¥a—F—) ORNTEKHERZANLET,
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®  TADSync Service] WHEIZ, 2 DDOFREL T HERRINET,
[General] # 7 TiZ., SDConnex tRIL X IICREL T E&EW,

ADSyncService  Configure View (service status; Stopped)

General  Syno Config

Keyfle
Kevtils Path: G ySE SKey¥snciny dok

Keyfile Password || | Loen
Database
Server¥ingtance
Database
Mrror (optional) (] Enabled
(®) Windows Loen () SOL Server Logm
Logn IDx
Password

AdSync
[1 Mave delsted Users ta Recycle Bn

Logong
] Log Events
{7] Enable Detasled Trace
Trace Folder Yirug e S NN eMan-¥SH0O

Maximum Loe Se (MB} 20

[Keyfile Path:] <iX, (81 1FHIEHT—T 7 AN ET—H_X—ZADER] T, ERLEEBEEHY—7 74
NDOT 7y ANEERELET, (@EEIIEHTANINET, )
[Keyfile Password:] T, ¥—7 7 A VDA T—=RE2 AN L, <login>%7 U v 7 LE7,

ELWASRT—=RRAT &5 L, TServer ¥ Instancel . [Databasel DOIEF#HA BB ATISNET,
WIZ, SQLDB LT 7 ¥ AT 20 DRFESEEREL £5, WH 1L, Windows BFEE— FT SQLICHERT %
[@Windows Login] #&ER L £,
&%, <Apply>%2 27 U v 27 LET,

@ [SyncConfigl] #7 %27V v 27 LET,
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® #\ T, [Root of Tree View] O F = v 7Ry 7 2% 427 Y v 27 L, [Add Domain]l# 2 VY v 7 L%,

AD Sync Service  Configure View (service status: Stopped)

I Genersl  Syno Config

Ol H—-

Create Azure AD

® WwommAFRENET, <Browse Forest>R & 227 U v o7 LET,

| W Add Domain *

Server Name

| @) MS Active Desctoey Browse
Example winmagic local Host Address / IP [port] Forest
User Name 0 Authentication type

Pazsword

Root Naming Context

I

@ KOWEPRFSINET, SESIZA VAR —FL7EEWRAASL U EZEIRL, <OK>% 27V v 27 LET,

o Ay Farest Browsis: u] b
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AOBEIZEY 3,
[Server Name] ##l &. [Root Naming Context] HiA BB TAL SN E T,
[User name] #iZ KA A v 2—H—4  [Password] #IZ/RATU—REZAN L, <OK>KRZ %27V v 7 LET

= Add Domain X

Server Name
wmplocs ":'- MS Active Descloey Browse
Example wnmagic local Host Address / 1P (pert) Foeest

User Name 0 Authentication type

Password

Root Naming Context

DC=awmyDClecal

T oo

©® ®woBEPRFINTZL, YI—FREALET,

AD Sync Service  Configure View (service status: Stopped)

General Sync Config
«{ 1% Name Vaue n

suditngPolcy
creation Time 133062664303502687
dc wmyj
destingushodName DC=wmiDC=local
dSASgnature 0100000028000000000(
dSCorePropagationData 16010101000000.0Z
forcetogoff 9223372038854 775801
FSMORoleOwner CN=NTDS Settings CN=:
Punk (LDAP./ /ON={3182F34(

A4 R —1950U%EIRL, <Save Sync>%27 U v 27 LET,

AD Sync Service  Configure View (service status: Stopped)

General  Syne Config
Mame WValue Ll
oy auditing Policy
gﬁ‘gzlr:";ters creationTime 132662209390763
OL=Domain Contoll de it
ON:Fgr:?I:SeIZ:rrito ::;ci alz distinguishedMame DG J DG=loca
ON:Inf gt 4 Y P d5ASignature n1ooo0002so0000
GN:KerZS e d5CorePropagationData 16010101000000.0
MLt frdFound forceLogaff -92233720368647
ON:MDaSna ned ;L;:\tice Accounts fSMORel=Owner CHN=NTDS Setting
CNANTDS Guotas gFLink [LDAP:/ fen=l3G24
Ch=Program Data ingtance Type 5
GN=System iz iticalSystemObject TRUE
ON:T?;M Devi lockoutDuration -18000000000
GN:LI sviees lock OutObservationiindow — 18000000000
OU:'“"'S;”E lockoutThreshald 0
OU:-‘E’ :E mastered By GN=NTDS Setting
ou:**;;;s maxPwdhee -02033720368547
Sl minPwdfege 0
minPwdLength 4 v
< >
Full Sync
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X O OUZREBTLL. RTOa— W —2Ma|l@RTLHILHTEET

[Synchronization information saved.] & W9 X v —URERENFET, <OKSKRZ %27 Vv 7 LET,

AD Configuration Utility: p ¢

0 Synchronizaten information saved

F OMIEORMFCIE, 2 ORHEETIHEER”HY £7,

O A4 VOREA=a—ZhB[Start] 227V v 7 LET,

B Secweoc Services Configuration - [ X
740 MEW ARN AVIH
% 2 H
Q, Securebioe & Cafiggure Viarw (wervien shatus Stopped) W
Q SOConmex Sorvice
QL AD Syrc Servien Garars  Syne Confy AD Syec Seevicn -
Q. Anvytics Engne Service L]\[I fioet of Tree View Vatan o
woy ocal -+ [Dwwstory Server
C3s CN-Bute B Mondor
‘ CN=Computors & View Eventlog
+ L0 0UsDeman Contratiens
s e @ St
+ J CN-ForegnSecurtyPrnzgaly
‘ CNfrastruaties - f
L] CheKop [
GN-LostAndt ound ®
(] Ch-Managed Servics Accounts @ Unregister
CNNTDS Quotas
1. ChN=Pragrem Duns -
¢ L) ONeSystem A
(15 CN-TPM Dewess
1 CNeUsers L ’
ouREN B ~v
+ ouU=HWN
‘4 or-maN
Full Syre Save Syre
° - = ~ N H - =
@ Fry7EEAEICEY £, ADSync ®H%—E ZH Running iIZ > TW5 Z L 2R L ET,
B Secreoc Seracwe Configuanon - o
IPANG s W b 1)
% 4 H ‘
Q scntocsmvon W
SOCONNes Servie .
2 o, S"' et Service Nune Dascrptien Stus St gOnte  Par SecieOoc Services A
yne Servis
Q. Anwytics Engine Service Q Wirdtagic Secureloc SOCannm WinMagic SecureDoc Communscation . Rusning  Automatic  WNUVSESA. Oy & »
ytis fnge v
Q) WertagicSecureDoc AUSync Senvice ADfync Servios tacurely synohanmaes @ tomabe  WMIWSESA.  Cabr wEOmN

O Wellage SecumbDocAnalybaabngine  Sanios i not regrtmsd

b Configure
B Monsar

) View Eventiog
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B AL OBREA =2 —IZH D [Monitor] 27 U v 7§25 & k) LIRIMOEES SES ICBM S 2 —F—%
ERRRINET,

A Syrc Sarvce  Montar Vew [meace statia Raneesg

) Facet Counters Fatrech Fate lgech 3
Mroosss Couvies

Tolel Weber Thwaehs |

Tt Succershul Symetrar catuns

Talal Faded Syretronestans '

Dooan Usee Courvers
Tatal Added )

Tatal Nodres i

Tatal Dedeind '

Lonan Growp Courvms
Tatal Added )
Tatal Nod et ]

Tatal Dulutas )

@ ADSYynCiCk2BENRTETTHE, BRLAEZOU Lax—H— L —TRSESICEBMENET,
SES ZEI L., £~ OO T AV EZNBMENTNS Z L 2R LET,

%  ADSync & ERNC. BEIZ SES #iEH) L T\ 2551, <Refresh>AFZ %27V v 7 LTERIN TV A HH %
FH LT EE,

m SecureDoc Enterpnse Seryer SCOL Plus - Server name: SESSSCLEXPRESS, Dartabase name: SESDE, User name: SESAdmin - m] x

(B Xk g & A& =] ) SecureDoc
4 Die (o= - he - 1 10 Help
Thee A [e]ae

SES Ademunestratons M

{4 vow | PR Gougs Foadr Enyptn Pricies | M Dioves 4/ o |
Sl L ! - L . s

B i y ] [ 3¢ > il hirj 3 a0 ¢ 00 )
wirgloca 1 Manba weej Manshadamjiozal n3 HP honj tanskaBwinmagic co
& Doman Cantjoles 2 o b bavy weey shutayweh@wrr; e E= i stoj lubapwhidv remuge o &

A =n=

& BEME

o BEE

i Al Folders

i Purged Desnces
B Evempted Dewees

e

Recyclo Bin Man  Device  / beufoctom Sersd Mo lnd Uniam 10 Omated Eno  Owokowed S|
Profiles
2 Installation packages
B Mochirelnfo fikes v
L > < >
F;I SecureDoc Enterpnse Server SOL Plus - Servey name: SESISCLEXPRESS, Databiase name: SESDE, User namer SESAdmn n] X
Ootabese Mew folders ey Uiy Tooh Help 0 SQCUI'B-:.\'D"
+ ; F . ?
* S Pyl ‘.‘ .x} o s
: Katredh t nece oy biie bt ' 421

Foldens

SES Agmmgratons
& wylocal
& Uoman Cortrotens
& ums
o EnE
N EEE

Wi NI Folcers
B pugoa Dvacn
! Lesmptedt Devices
% Recyde &in
Peaties
Ty Imtadlaton packages

2 Uimy 4 Do

Pl I

& [

g Macheeindo files 1 abotwpaxty wrrl st e i am oo

Logs

[Recondic) weinde: |, mallzbie: | Total usenic) 9. Totsd computeni: 0 Tocal keylg: 3
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X EEFMNE, ADSync OY —EARBFICE I 2D EY, TORIT, EEOHZ FHTHESFEIN 1 RHEC
BIhbhEd,
SES = v Y — VIZT ISR WA, HDEWTIETEZ T CIC SES IT KB 7= W4 1%, [Sync Config]
275 ®O, <Full Sync>AZ %27V v 27 LET,

B SecureDoc Senvces Configaraton

IMAEE MW BN VT

% = B
Q Securmlo: Seniom AD Synwe Servies  Cuesfigurn View (veryiin status Rannng)

0‘ SOCon i Servie

2KA - . AD Syne Sarven -
L e oot !
Q 2oatitis Engue Service i N o Piwr e - .
JR wrpiocd - [Drwchory Sovm B Moo

View Eventticg

Unrogiiner

* 5 0@ s eE

e

FRHHCTRWVWRNAL L OHLBEEEZZITHLE V) TRROT 7— MRRREINTZHE. <TVW>227 Vv 7 LET,

Full Forests Synchronization

Only domains not in process of being synchronized will be
! affected.
Do you want to continue?

[ |

INETHESINTWARWVWOU ZHZICERRT2581E. RAAM L OF=v IRy I A% 270 v 7 LET,
RAAL VA~DOBEGRENERINSIDT, RATU—=FKZ AL, <OK>%2 271U v 7 LET,

1
oy Connect Domasn: wimylocal x|

User Name | 52 SAdmar|

Passmord | |

REMINDER Format 15 NetBIOSname¥user NetBIOS name 15 usually same as dosain

name prefic (og. # Doman name=Doman | name Jocal then NetBICG name=Domain 1)

I NatBIOS name i diffsrent Use ADSync Contgurstion $ool. a) Right=click on domeau

b) Open Parameser Sattras, ¢) Set the' adeyrc service domannethios name” parameter to |

Doman Controller Nams

(o 3§ Cancel

SecureDoc Enterprise Server Version 9.1 7 A v 7 A > A h—1VHA K

© 2024 WinMagic Inc. All Rights Reserved.




WinMagic
SecureDoc

[Sync Config] # 7 &, FML7ZWOUDTF =y IRy 7 A% 412 L, <Save Sync >% 7 U v 71k,
<Full Sync>% 7 U v 7 L ¥,

AD Sync Service Configure View (service status: Stopped)

General Sync Config

GM=Builtin

CM=Computers

OlU=Domain Controllers
GM=ForeignSecurity Principals
Gi=Ihfrastructure

ChH=Keys

GM=LoztAndFound
GHN=Managed Service Accounts
GN=NTDS Cluotas
GM=Program Data
GhH=Syztem

GN=TPM Devices

GM=Users

OU=EZEF

OU=$E7t7ER

OU=E3RER

Hame

auditing Policy
creationTime

dc:

distinguishedMame
d5ASignature
d5CorePropagationData
forcelogoff
fSMORoleOwner

ePLink

instanceType
izCriticalSystemObject
lockout Duration
lockOutObszeryationiindow
lockoutThreshald
masteredBy
maxPwdfige
minPwdfige
minPwdLength

£

Walue

132662209390763
Wb
DC=W J, DC=loca
010000002800000
160101010000000
0223372036854 7
GHN=NTDS Setting
[LDAP: fen={aC24
b
TRUE
—18000000000
—18000000000
]
GHN=NTDS Setting
0223372036854 7
]
4 w
>
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8.5. Analytics Engine D& E
SES Web = > Y — Vv &M 5 %A . Analytics Engine &R E% L £,
Analytics Engine Service (%, SESv8.5 TiBIN SN 7-HAET. SESWeb @ System IZEF T 5 G HTED 72 DI
<7,
O [A#— k] > [SecureDoc Enteprise Server] > [SecureDoc Services Configuration]% 317 L £ 1,

©® 4 XY, < Analytics Engine Service >% &R L £,
[Analytics Engine Service Register View] HE 23 # xS E 7,

bt fomien [

SecureDoc Servioes
SOG + Servee
- ! 5 Servce

Exmcintabin
Startipy W
-
Servce Lug On -
W Regrie
Natrork Srvics
k-4
8 LocaGysten AT ’
Aocou b e

Oordem Password

® [Service] m&EIL, W% . O FF [Automatic Startup] %3&IR L £,

LET,
i Ficdh b <Register>%7 V) v 7325 L, Windows DY —E 2 & L TRESNET,
P—EREEHHT LT AT ME, BEKORLER) Vv —bWEREICODOE CERT LI ENTEET,
7 7 AV bEEIF Tlocal System] T34, [Account] THET LA, [6.1.SES THHITLZT7H Y ) T
MALIEHE -7 v bEALTSESY, [FAS ¥ —F— ORNTERERZADLET,

@  TAnalytics Engine Service] @ [General] # 7 CiZ. SDConnex ¢RI L L IIZHEEL TS ZEWN
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Analytics Engine Service  Configure View (veryice status: Stopped)
Gonera
Keytio
Keyide Path C¥SESKey¥sokey dbk
Keytile Passmoed || Logn
Dmabme
Server¥instance
Databace
Miror (optional) [7] Erabled
(®) Windows Login _) 50| Server Logn
Logn ID
Paseword
Logang
4 Log Events
[[] Enable Detailed Trace to Folder
Maximum Log Sce (ME)
re' W malte [ t 1 t Aera Erg

®  TKeyfile Path:)] Tix, 8.1 1EIEHAX—T7 7 AN LT —HX—2DEK] T, fERLIEEHERAXF—7 74
NDZ77ANGHERELET, (EEIXEBTALDSNET, )
[Keyfile Password:] T, ¥—7 7 A VDA TU—FK% AN L, <login> 227V v 27 LET,

ELWSRZ2T— KRB ASB &b L, [Server¥ Instance] . [Database] OF#HMAHEMIC AT SHET,
WIT. SQLDBIZT 7 B AT 27 DR F kLR EL £3, @BH L. Windows F8FEE— N T SQLICHHET 2
[©OWindows Login] #i®&iR L 7,

%I, <Apply> 227 U v 7 LET,

® LA COBEfEA==2—ICHD([Start] 27V v 27 LET,

@  [Status] #1723 TRunning) IC7&->7-2 & %R L ET,
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9. A DI

P SO GRERELET
TNA ADT 4 AY DI EKF{L L SES TEHT LA TH, @HE O HDD/SSD dft, TCG Opal B K5k K7
4 7%, BEIC BitLocker THEHALIET NA 2D X 2V 7 4 38(LE, REICL > TT A A ZAORBEITERR Y 9,

AT 4 TSR T 7 A VRS OMEE, REFIEOZEMI->WTIL,  SecureDoc Enterprise Server Version 9.1 V
Ty LV UA w=aT )] B, TEHRITEIN,

> EEAGIEERELET

Trevam ) v EFESTERAGIET, FORY—VEFERTLINERELET,
TubEYa = = EEDRWER S EICOWTIX,  [SecureDoc Enterprise Server Version 9.1 U 7 7 L > A
~v=a TV B TSR EN,

P SES O&FERE

TR—=NVETay (RRAT—RL—b, 2—=F—HROFE, 71 AD0KE, 2~ AR ORE
TANEDOIER, SAERORE. BEEID Z{FRLET,
ADSync % i T, Active Directory 7»5 OU A4 > AHR—+TH &, OUB T AN F L LTEEINDLDT, 74/L
ZaAE T 2 0EITHY T A,

(“‘ SecureDac Enterpnse Server SOL Phus - Server mame: SESKSOLEXPRESS, Database rame: SESDE, User rame: SESAGTIn - () x
Qatabase few  Fokders Keys Lser Joois jHelp % ™ .
; e ’ ™ £ SecureD
™ P
¢ % } 1 - 2 LW
- ? A . » = ‘ .
Addet Redresh [ Fiter g
Foldes B Usen M Devicer |\ Keg ™ Groups | Fokder Encryphon Pobcses | M Orvves I t of Usesy i
$ES Admneseratons Mum User 107 Doman Name UbN 7T Fastrame | Lastname | email Desorw
Test
‘ werg.local
by JOrma ity
N XeE
N E
N ERE
All Folders *
L]

|

¥ ADSynczffioTOUZA UR—FFT 2L, HEDODTFNVET A 3 TERRINET,
SESEHENFE TR L7 AV FBEEADT A NV ET A 3120 £,

¥ T FINVHHANT, TANVFNOT AL AZRALT a7 7 A VEBRTH I L0, AT 4 TSRO LG H#HSCE
HEID #—FICHMT o2 nTEET, (HIBRL )
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P TaT A NVOER

SecureDoc 7 7 A 7~ s OBENEICBIT DREARE L ET, 7 4 A7 OB AL, @IE MR, HEE 0 T
UMY A A FIE NAT = FRIGEFABE R ELE T, Tu T s A VITEBERTE £,

fa] SecureDoc Emerpnse Server SOL Pus - Server mame: SESYSOULEXPRESS, Database name: SESDB, User name: SESAomn - 0 >
Databaze Yew Folden Keys Lser Jooks Help 0 SGCUFEDOC

J b X & B AT 2

Num Profile rame Comments / Type

Srvarpe ien by Wiidowes

SES Adranvsamtons

secyre Do
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H B o #
Password Contains at least NRAT — RITERT 25/ CTFHE XFORBEEEE L ET,
X character(s) RNAT— ROREXTHRERELET,
774NV BT 8] BERESNATHET,
X upper case letter(s) NRAT = RIZEDDIRILFORBELTFHEREL ET,
X lower case letter(s) NAT — RIZE D H/NCTFORIKRSCTHRAEBE LET,
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TWORLDMAP| [Zfli i T& £ A, Zhik, 3 2Oy
( TWORJ ) WHEWRRAT—RLEHLWARRT — R THELTWEZD
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Change initial password 2 —H—3 SecureDoc IZi IR 7 A Liz & ZICHI A T — R4
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Password must be retained for X
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LRI — ROANEFEIZRDLNET,
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help password recovery answers BB D% 7 DA 3 TR R ME A RS L5
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Other options oot T arERELET,
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LET, HRZM5LTWTH, 707740 TU LA—=RTNAT 4 TOREALST 7 A MR BALORRE 2 L2 T,
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TANEE, Ta—Y— [ TSR] TS OBBELE VD ET TR, ZANAVFBLT DT /3 A~ 1
o Gbag) A0 ID BIAIXEHEWHRD ID) 2H0 M THZENTEET, <L 1207 4V FEERK
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EENEBEMENFET,
oM, ZHEAVFRTICHDT AL AR LT, ZHAAVFEMTRIL e 77 AV E2E OB THZEHLTEET,

@O kAL, [Folders]7 A a2 28R LIZIRRET, V— A R_—D[Add]E 27V v 735, A7V v 72k DA
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L, <OK>ARZ > %227 U v s L, 7HVEZEERLET,

Add New Folcer

enersd
Geresal
| ' Paront Foldar
) Folde tiame
Member of
groups Desonpbion
Faryd aisgnad o ha oldu
Ky Narres Cn-Oemn Add
Remove
Egn

SecureDoc Enterprise Server Version 9.1 7 A v 7 A > A h—1VHA K
© 2024 WinMagic Inc. All Rights Reserved.




9 WinMagic
| SecureDoc

@ b 7 AT EER LIV S . AFIEZBRVELTCTZ A VX 2ER LET, £-21 »O[Folders]il FIZ/ERL L
7 HANVERFERENTNDZ E 2R LET,

rﬂ SecureDoc Enterprise Server SOL Plus - Sarver name: SESYSOLEXPRESS, Database name: SESDB, User name: SESAdmin — (]} X
Patabase \iew [olders Keys Lser Jools Help E § Secure{ )oK
r & i "
s ’ ~ ~} ;3 4 ?
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. JLAEE o SecureDoc L —HF—TiE, P —ALL AT =X DOZIFE LA ARETT, HAHE SES TIER L
T, 2= P —DBRBEFEIN TN 7+ NV IRHRT DN —TICH DY TLHZENTEET,

O EXAE0, EHEEEAER LW T A VERE 7V v 7 LET, RICHESXA LD, [Keys]Z# 7% 27 U v o L,
V=N —=D[Add]E 7 Vv 7T H0, A DOETHEZ Y v L, B A=a—05[Add New key]%x 7 U >
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@ MICHET—FOZTELPVLERIIN—TRH L5613, AFIEZHEV KL CIAERZERLET,

[Keys]# 7L TIZ, MR L7 FARPF RSN TWDL I L2 MR LET,

12.7. EHEEHER ID OERR

W, T Ra—H—0 IDIZF/ AT — FEEHER L M5 S TnERA, £FEIZS T T, SecureDoc 7 7 A4 7
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O LAk, BHEMHR—Y—Z2ER LW T 3 L EZ2RINLE T, RICHEA L0, [Users]# 7% 7 U v
7L, V=AR—=D[Add1E 7 ) v 7 FTEN AL DETEZ Y v/ L, FRrA=a—,5[Add User]& 27 U

v 7 LET,
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7 F IV H ORERE
HIENTEET, 74HLEITEFNLRR

TV RTAL ARSI, ARP - —DF—T 7 AT

EBEIDEI IATV RT AL ATRET D LR, 2= —DF—T 7 AT

HHHEAEBIMNT
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3 Recyde Bin

Member of groups

& Delete Folder

SecureDoc Enterprise Server Version 9.1
© 2024 WinMagic Inc. All Rights Reserved.

5] secureDoc Enterprise Sarver SQL Plus - Server name: SESYSQLEXPRESS, Database name: SESDB, User name: SESAdmin O X
Database View [olders Keys AUser Tools Help
= ~—
& ‘ § ?
- T ~ o = Y 2
A Rr‘rﬂh | Key Fie tall Fiites th
Folders I 8 User M Dovices | Keyr | 99 Guops Fubden ©rassphon Ockoes | q Divas
SES Administrator | B Lear iD 3 y \
& wmjloczl 1 Maraka wmj ktarska@wmilcsl RE] 5 ke nj tanaka@winmagic oo p
% Domain Contr saobavashi  wm) sha tayeshiBwm o ce .2 GR2) &0 j ko bayas dwinmags of
B muE o Add Folder Insen
>
EREWM  AdaGroup .

brisd | Modified Crestad

JA A A N—=TA K



% WinMagic
) SecureDoc
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TNRA AP —F—FHIBRSNE T,

@ [@#EIC. TKeys Assigned to the folder] T, <Add>%7 VU v 27 LT, —EicHF@ELEML 7,

X IT7ATV MDA VA N—AENL, BEINTWEEAE, 7747V MM UAN—LDOXF—T 7 A LERKEIZ
BEiTHEMSh £,

® I7IATU DA AP—=NBICRELIZEA. SESIE. 2074 VA IIREEN TV DL a—F—2TITEFNFh
HEHREZBMLIEX—7 7 A NVEEERL, 727472 MIEBZ2BEET, TILLWF—T7 7 AV EZITERY F
7,

X F—T7ANVOFERICE ST, 2= —DRRU—-RNIEEINETHA,

© <Remove>#%7 U v 7 LCHEAEH#EE EOLHIRTDE, 7ANTRTOZ—F—DF%—7 7 A )L b HHEZH|
RLEZX—T7 7 A NEZNENEERL, 77472 MIESMNZREET, riLnd—"77 A4 L EZITERY £,
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13. Windows A7 v 7 7 £ )L DVERR

SecureDoc Enterprise for Windows| 7 At A&7 2% Windows 7 747 NHAOT a7 7 A L EERL

ji ﬁ—o
O© LA rO[Profiles]7 A 2 ERIRL, <Add>KRZ 527 Vw7350, AXA DO ETEZ U v 7 L, KR A
=—a—M»5[Add profile]2 7 UV v 7 L ¥,
rﬂ SecureDoc Enterprise Server SQL Plus - Server name: SESYSCLEXPRESS, Database name: SESDB, User name: SESAdmin = a X
Database \iew folders Keys User Jools Help @ SecurelDoc
¢y x ?
. Refresh i, Help
). Folders o "
SES Adrmurestrators Tz
- wmy local
(i All Folders
A Purged Devices
a Exempted Dewices
" Racyrle Bin
Y Installation packages
g Machineinfo files
Logs
Recordis) visble: 0, available: O Total user(s): 10, Total computenis): 0. Total keps): 4,
©@ [Please select the profile type]V + & FURKR R INET O T, [Endpoint]d 7NV F T o A=a—LY
[SecureDoc Enterprise for Windows| ##®R L, <OK>AKZ > %27 U v o7 LET,
Please select the profile type X
vl (O Cloudvm
ISecureDoc Enterprise for Windows VI
Cancel
@ [Profile namelfilic 7 v 7 7 A V4 %, LEIZS U T[CommentsIfilic= A hE AN LET,

SecureDoc profile x,

Proble name ||

Commants
Type Secualio: Emerprise for'windaws
Fralile data

Genemnl ophkans Bt hesd ancd color Boot configuradan

Authanticedion quesions Fart Caniral Disk eccess convol

Edit manualky Canced
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13.1. General options DR E

O ZFu7rAMER Ny 7HEEN S, <General options>HK % %27V v 7 LET,
@ kXA ichbd[General TA A NBNRENET, TITEREET A AZHERLOREEBZRVET,

SecureDoc options X
General
Windows A > o 4 &
Custom anoe messags N
i a—H#—ID & L,
](jlemcc- will not raboot after boot logon has bean nsalied VAR A =2 7‘ /I/ﬂ/l/%
| geswit o TA YA N—T 58
Communication ] Acomaticaty co FUpIEd encryption B Fox oy I NWA
4 )Svnchraniza SecuraDoc password with Windows password (Si-ditectional)
« ()Swnch 8 0 h Vind P df ]
|Usars can Enceypt Fas using Windows Explorer comax mam
Bitlocker :
Management T JUsars can crasa SelExtractor archvies using ‘Windows Explorer contest many
| < j Seaxe Wipe parmits users % Wipe a fle fe lollomng rumber of émes
u _}P'm:rv davice agonst repeated falad-password atteck at Windows lagon
Credemal Provides -
| - .
o Nuraibar of Key Files in Seoseloc space 0 (=
Media Encryption
Chant User Interface Languegs System
| )
| b SecureDac Encypaon
SecureDoc File — ~
Encryption [ Oy encrypt Removeble Media (RMO) - No hard disks will be encryptad
Y ¢
- JEnceypt ali digks [Tl Encrypt parttion anly ‘
Advanced Options @) Encryptboot disk anly [“] Use hardwars encryption it avallable [
‘ J Encrypt oot disk and ol dxed diska
Initva) comversion wil encrypt Evary sector [_INarecovary tastar) f
Hardware |
Authentication Exclude partiions from encryption
At
-P_h, ‘
Trusted Devices
o Corcal

F Windows A A L4 EA—F—DID LT H7 0TV a=r = NEfoTA A N—1LTDH5H,
[Synchronize SecureDoc password with Windows password(bi-directional)]®F = v 7 N B T,

[SecureDoc Encryption] D% EH H T, W5t gz IR £7,

iF  BitLocker THE S L DT /A RIZA A b= 556, BitLocker O SALBREZ T 258, 2 b
OREFWEEINET, ZOFEIX, SecureDoc D= Vv THEBLT2HAICHERAINET,

O Encryption all disks ... £ TOF 4 27 ZiEE{L L £7,

© Encryption boot disk only ... 77— r T 4 A7 OHKESL L E T, (WHFERE)

O Encryption boot disk and all fixed disks ... HET 4+ A7 £ TxKES{LET,

OO0 Encryption partition only ... X—7 4 v a3 v &KEE5{bLL £,

A Use hardware encryption if available ...

LU A ML=y a Ry r—UR, A= Ry =7 LV ORS{bikfe 4695 TCGOpal K5 A 7 % f%n L7- 5
G, Y7 MU =TIC XA bIIB I eb?. N74 7% Opal ©— NIZEEL, Opal ®— FiclELEEND T
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V7 — R 7 u 7 7 5% A4 VA=V LET, B LICET AN AED D, EEEE T, £ A F—An

ETLETF, FxoZ 2L TOEEAIE. TCGOpal K547 Th-Th Opal £— NIZEEEF, V7 k=

7 THAIL L ET,
¥ RIS UEFI/ BIOS %2 € T, HDD X2 U — R L<IZ Block SID OB EEERNIC L THBL MLELH Y £

4, UEFI OH#IFR T Block SID % fi#BrCTE 2T 34 ZDH4E, TCGOpal KI9A4 7 THoTHLY 7 hU =
T TSI TAMLENRNLY, 04T aDF v 7284 LT EEN,
¥ TCGOpal "—FoUxzT7DHEET, A VA M—NLAETH, Yy N U URMKLETT,

[Initial conversion will encrypt:]
O Every sector ... £ Chtv 7 ¥ —%E 5t LE7,
© Data only(faster) ...
A A M= T A7 OERFEERO A2 5L L E T, SecureDoc DA Y A h—ASETH, TS NEE
RAEND L, 207X —FHBTHESLSNET, Bz —VF—2NE#RTLIZLE3HY EEA,
EOBICaA— Y —MEA L TV DTN, RIS VA M= AT DG, ZoF T v a vidERshEEA,
LT AL 25T 256 AL TIESN,
No recovery(faster) ...
VANY T =2 FRETIC B b2 FITT 22 & T, by eeAnmEbEnEd, 2047 v a Vid,
LW IA 72T BRI T OILER DL HEITKLLET,
T OBCa—F=EH LTV ST A ZATIRHEA L 2N TSN,
EOIoFTvarERRT LGS, BEbh, ERAUL RV TIEE N,
oA T a v EBRIRL TORWESR, B b TLT NS 22y y MY UARETT, EREZ AL L
Wb x HEVCTHEAL 7,

@ wiZ, EA vizdh b [Communication]7 A =2 %27 Y v 7 LET,
SDConnex & OEHGIZHE/R IP T KL A, K— &S, BEHR., LEIOLC CESEMTHMERELET,

>

non

l | 5 g
LOMmuncanon Setting

‘ Senuin | 1p7 |1 %/FQDN |

< Lke SDConnex to communicate with SeCurele© dent machine: o, . |
| ILS ancrynticy
‘ Server List | Add fisabie TLS
‘ ) F Y Y

Rl ocket Marsgemest

Coenm ate with random SDConnex sarver withn pooniy on
q Aalui g Wit rancom ouLC OX XY 1 R B
N— b E
Credentisl Provides
COTIMUNCASE with sarvlr dvery D: el

o~ — -
Meaks Ercrptice If No Communcation with server for mote thar EAE F kR

E D: dayis) — dsable users' access to -

secureDoc File WS T I

Enerption cenm, Cycke move denice to Bempted Deveas folder to prevent Pty

[Server List] <, SDConnex A > A =N L7EV—"_"—DIPT KLARY R MNMZHDZ EE2MRALET,
IP7 FLUARERRDGE, <Add>%2 27V v 7 LT, Z4UDIPT7T FLAZEMLET, A— FFEEIEL, 7300 35

7 )V RERETT,
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WIEMEIL, SecureDoc 7 7 A 7 v 4 SDConnex LiBET 2MRTYT, 774 7 v Mk, & L <I1EgE
BUEKFIZ SDConnex L5925 &, ZT0%IZZ 2 CREINZHE T SDConnex & DlfE#H A E T,
MEEM T IR O EIX. [If no communication with Server for more than]®IE H T,

[x days(s) — disable user’s access to computer]# &% E 32 &, 32E HHANIZ SDConnex &i@fEN - /-85
BT ITAT T A ADXR =T 7 A veny 7 LET, nyr3ide, =0 Fa—F—n7Y 7— FFBEET
ELWHRIEEREANL TR A o TERL R ET, MRT5121%, SES OFRFITHKEL, Ty LYV
AR EDY AN —BIENLETT,

@ BitLocker T B LFEDT /A AZA A h—/LF 5855, BitLocker O f 5L EERE % it 5 %5513, [BitLocker
management]” A 2> %27 Y v 7 LET,
i¥  SecureDoc DEERE TR ST 28B4, TCGOpal ¥ 4 A7 ~DA VA F—/LTlX, ZOREITFRETT,

[BitLocker Encryption:] O 7V F v A =a—T, 77— FNBIEHFIEEZEIRL 1,

SecureDoc options

Btlocker Management

General BitLocke: Encryphion Do ot use Betocker encrption
Brlockar Authanticahon and Access Monitorng
i
Communication

Authentcaton method TPM only (sum-hoof;

BntLocker
Management

H H

BitLocker Encryption: - Do not use BitLocker encryption
F T 4 NERIE
BitLocker |Z XL 255 i L £ A,

- Enable SecureDoc Pre-boot for BitLocker
SecureDoc ® 7' 7' — hBFEEEA L £,
SecureDoc 7'V 7' — FRGEIZ Lo T, MW RA T — RL— L TOTEH
X, =Py VR, T L V&LV AR RAEOHREAMEHTE E
T
Fio, VT —bxry U= RGELFIH A BETT

- Enable Microsoft BitLocker Pre-boot
BitLocker " F4E L CWARFEEZ T D EFEFMHEH L £97,
[Authentication method]®» 7' V&7 A = = — ¢, BitLocker ® &3k
FiErwBRRLET,

Z ZTClix. SecureDoc D7V 7 — FRGEESE D HiEAZBAL 3,
* 9, BitLocker ;5L T T U XA ZEIR L F9,
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BitLocker Conwersion Options

BitLocker Cipher Type: AES-CBC 25E-bit  w

) Used Space Only

(1 05 and Data drives

Enforce Drive Encrpption Type:

Dirives To Encrypt:
Drives To Be Excluded: | |

WIT, WAL KR O S R D N T A 72 @R L 7,

BitLocker Corverzion Options

BitLocker Cipher Type: AES-CBC 286-bit

Enforce cipher configured in profile during installation if BitLocker already active
Enfarce Drive Encryption Type: (®) Full Encryption (T Used Space Only
Drives To Encrypt: (®) 05 Drive Onily ()05 and D ata drives

Drves To Be Excluded:

Advanced Optiohg

Ingtall SecureDoc encryption on devices that do not support BitLocker

Uze hardware encryption if available.

I

BitLocker Conversion Options

BitLocker Cipher type TNE G A =a—T, BEb7 v XAERRLET,
Enforce cipher configurated in BitLocker 3" CIZT 7 7 4 7 BETH, A VA M=K T B 7
profile. FANTRELEES2EM L £,

Enforce Drive Encryption Type: W5 b & AT T DM A IR L T,

Drives to encrypt: BEbEFEITT DR IA 7 HRRLET,

Drives To Be Excluded: WELORRE LW RTIA TE2EELET,

Advanced options

Install SecureDoc encryption on .... | BitLocker Z ¥/ — k L T\ 734 204 SecureDoc (12 &
HY 7 MU THEEETLET,

Use hardware encryption if TCG Opal %o H =1k N7 4 7 & ki L7=354 . BitLocker (T &
available Y7 hU =7 THES RS, BOK 5 R A 7 O 5igae 4 68
MALET,

[BitLocker Tamper Protection] Ci. Bitlocker D% =2 U T 4 2 EmHA I ENTE £,

BitLocker T amper Protection
[] Prevent unmanaged decryption
[ Prevent valume protection suspension

[] Dizable BitLocker management application [manage-bde. exe]
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BitLocker Tamper Protection

Prevent unmanaged decryption | = —¥%—|Z X % BitLocker O}l & 251 L £ 9,

Prevent volume protection TNA ADRY 22— L L~LT Bitlocker #4920 R T2 <720 F
suspension D

Disable BitLocker management | =—¥ —|%, manage-bde.exe F/TF[{E~7 © /' Z 4 (BitLocker % %)
application (manage-bde.exe) IZEH T % % Microsoft Y — /L) ZfiHTCx 2L 20 7,

® Wiz, E~A i2d 5H[Credential Provider] 7 A 2> %27 U v 7 LET,
VTN A U F U EREDNCT A5E1X. [Automatically log in to Windows with Credentials entered at
Boot Logon] & [Use SecureDoc credentials to log into Windows]iZzF = v 7 &% AIvE 9,

| SecureDoc options X l

redentiel Frovwde:

[

enery
Defing whather credentials ergerad ot Boot Logon automate uer's 1oaon nt
3 P ; .
= O~\xn—.-n-mg aly 10g In 10 Windows with Cradentials entered at Boot Logor
Comrmaatation
@

Bitlocker Maragemers

Defire how SecureDoc credantials & used 10 authentcate at Windows Lt 3
o~ O* 2 SecureDoc cradentias to 1og nto Windows
Mecke Encryption Addtiond conors for token-based Authentication

s
Secu=Doc File - 4
iy users havwng Secureloc Lradentials may i0g in & Windows Logon and

other confoured sermvee

Encryphion

’ Advanced Dptsans

’ Mut-Factor Autherticaton

Hardware Authess 3100 Erdoree Two-Factor Authentcaton for Windows Logon
| 3 - 1 t A ¢ - %
| e ororcs IwO-Hacir Authentcabon for Xemote Deston devcas

Tusind Deaces

l Add SecureDoc Logn enhancament 10 Remote Desktop Cler

Password Manager Options
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® wiZ. EYA vi2dh D [Advanced Options]7 A 2% 27 V) v 7 LET,
[Installer will auto-adapt to device specific/technologies|icF = v 7 # AnE$, AL X T DOFRET,
" Successful compatibility test will proceed to installation and encryption”% &R L £ 3,
Rl RENBERGE, A VA P—F—REZNEHRM L CHB CLBERRELL I RVET,
[If a device is determined to be incompatible, SecureDoc will: ] @& & T, “Mark the device as
incompatible and uninstall” %3&R L 7,
T—. A VA=A TERWEES, SecueDoc 27 > A Y A b—/ LT, ZOfE#M%AE SESICEY £7,

R

SecureDoc options

w ROV

Cotura - - " :
A Enatie sendng OF Usar's password and Saif -Hel password recovery anseers to StB

N Joer (Ut nfo from token cartificatas wil acoear in g |_;',’:: 5 10 ad igertihcats
Comrmaatation

acuraloc con wil not appear N the system tray and notfications wil D8 suppressed

“ Suppress SecuraDoc rotfication messade
Bitlocke: Maragemers 1Show usars” authentcation answers et In SES Consoda, as 3d to Adminssty stor
fl Inlock Seff-Encrypting Drves (2,.0.0PAL, TCG Enterpnse) when system resumes from Seep mode

redertiat Frowder

o~
Medka Encryptior < Peemit Windows administraties to dractly modéy SecureDoc configuration fles on clent devca
| % Wrdows Accournt
SecueDoc Hie
Encryptic New u=ers wil be protactad with randor Z33WN
4 i
oot Kay e
reate Boot Key Hes for Dca users detected on dewe
reate Boot Key Fies for AD users detected on dewes
Haroware Authesmcation eata Peraonal Kay Has for Windows users detectad on device
=
NE
Tusied Deaces
eate accounts for AD users only
Dipiay Boot and Persona Key Fie pop-up messages
Bchde the folowng accourtis):
|
‘ ecureDoc Boot Logon Auto—-Adapt
‘ O taler Wil 3to-~adapt 1o device wecificechncinges
|Succassil compatbifty test wil proceed to staliation and encryotion |
Alow 3 ¥ss-featured boot-lcader (FEUINVA) to be used if FELIU) Is not compatible

| {5 15 determined 0 be incomgatbie, Secureloc wil

| Mark tre devica as ncampatble and unnsta |

@D TEIZHDH<OK>RF %27 U v L, <General Options>DRE & HTF LT,
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13.2. Boot Text and color ®&E

O a7y ANERKNy FHEiEID. <Boot Text and color>A &% > %27V v 27 LET,

| SecureDoc profile

Frotie e 72400 30J7P1 N0
Commants 281 F 22 0h J0774 M
Type SecursDoc Exepnss o \Windows

Protle dats
Ganasl cpnan FonCamcl

Boct contguraton Dk actass control

S manuslly Seve Cencol

@ KOBENPRRINET,

Boot Text and Color

Frecasw
Huades

ey Fle Frompn
Fassword Prompt

Lock Prompt

Challenge Fesponse
Promat

Ede Boot Masseqgos

Background Thame

:j:' Updada bootscreen backgroond images when updsing Boot-Logon Moderr

|
* Customaed backgrounds and %5 colors ondy apoly o

comautsrs that suppon highsssciuban a1 oot e

Tecd Color

Impart Custamized v

Cancel

Ok

BEEMLE LT SHIEE L, <Key File Prompt>, <Password Prompt>., <Lock Prompt> @ 3 i T,
IEDLLRNWEIICHRELET,

[

@ =Ju
FEOIIAT IO T R T A NVEEELTH, RSN DNEN KL

<Key File Prompt> &, = —#—ID Z AN T HHEAICERT L L FERELET,
W E User ID (Enter for default...) :

72 7E 2—%—ID :
<Password Prompt> X, XATU— RZANTL2HBICRTRTOIXFERELET,
WIHERME  Password :

REH AT — R
=

E BT TID 723N R T = FOBRANDR D -T2 HBEICE T T HIXFERELET,

<Lock Prompt>
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WL E
You have incorrectly logged into the computer. If you know your
User ID and password, please press Ctrl+Alt+Del and try again.
If you don't know your User ID or Password, please contact your
Help Desk for assistance.
& & 5l
BiES7ZIDH LI AYU—=FRANENFE LT,
Ctrl + Alt + Del Z##1L T, BES L, AN LELTIEIN,
HL, RRAT—=REaENTLELTSE, HNONLVT T A7 ITHEKLIZS W,
EOKREE, REEICELFELZREIND L O REROGCEITMHE L ETA, SHLE

@ WRENTTLESL, <OK>%227 Vv 7 LET,
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13.3. Boot configuration DR E

O Wi, <Boot configuration>® % %27 U v 7 LE7,

SecureDoc profile %

Frotie rama 7 2400 I0TPA N0
Commants (7271 F J9.0h J0774 04

Type SecusDoc Exerpnes o Windows

Protle dats
Ganaial cpnan SO0t 2 anid color Fon Canol
D=k acoess control
Edi manuslty Seve Cancol

@ [General]Tix. [Maximumnumber of permitted failed logins at Boot Logon] T, /"~ AU — FafTEI%% D E
BEERELET, BlzIX, 535 L, HHELTORIANRRATY—RE/MEZDZ Ly 7 B30 F9,
T 7 v FREIL 15 TY,

Boot configuration settings x

General

Q)
i

L_IMask keydle input (=)

orcs user o input Usar 1D o lagon
= [1Pmes usee credantisbs 1o waur integeatad sgn-an OLL
= hange POMCLA O eddress i zeco [

1

Keyboard layout SmanCarg « password authenscanon User 1018 damsad *om Smart Card used in Windows

& /1 Enadle SUSAM [_]Enabiz SUSAM for LEF

N3 [JAraw User 1o Ceypio-srasa davice of Pra-Soot using keystrake sequance " Satlihy
| | Advanced Options [TTProtect Auto-Baot wih TPM f TPM sultable/ovedabia ‘
| B [ Disabile Auto-Baol preventng bypass ol Pre-Boot Auterficaton

[l

= | Enable sfant Auto-Boot (bypess Boot Logan suberdcatan) Sp
| > = (oyp 9 AATE %K
' Network Access [CIFares peemanent Auno-Soot (never diplay boot Iogon)

Control [

| Meamurn number of peemitied f=iled logins ot Bool Lagon 1513
' Unatterded devices lot at Pre-boat will suto power-down after {max 80 minules) 0 :
| [] Enabla touch support
| Smancard resder bype Auto
Memory megpingbese  1dB000000 [
MER access mods 0
Virual MBR Yes
Specal BIOS mode No
Spocal ¥ Moda (Hex) 00
Legacy Boot Londar UEF Boot Lasdar
() Use VS BoalLoader onty @) PELL Native UEF] pro-boot enaranmernt
(@ Dafoult to V5 Bootioader. wih opson ta use V4 (_PBLL Linux pre-boat for VEF] devices
() Use V4 Boatl.oader only -
() Defaukt to V4 Bootioader. wih opdon 1o use Y5 *
Concsl
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UEFI O F A ZR\ITFIZ, U ~Ty 737 7 — MRiE7 v 75 & (UEFIBoot Loader) % 2 Sfgfli L T\ &
T BH., CORTEELELETIHILEIHY £HA,
© PBU: Native UEFI pre-boot environment (#1H#i% )
O PBLU: Linux pre-boot for UEFI devices
F VT — bRy FY—ZFEET, Wi-Fi #2256, PBLU 2R L T<7Z 3 v, PBLU IE PBU &
W< DONICEZHAR—bFLTHET,
7V 77— NRFAET, Bluetooth #Efi D A~ — s 7 4+ v Z2H AT 5561F, PBLU @R L T 72 X0,
¥ TAAREOARBMEICHER S DA, PBLUICER T2 2 & THRIRTE 2548 £7,
YT = FRBRETH vy F Ry FREMEL R WA R &,

® iz, [Keyboard layout]7 A 2% 27 U v 27 LE7,
[Default Keyboard Layout]® 7V &7 A== —n 5 [lapanese) #BINLET, YUV 7 — BT a7 7 A
T, EHTHF—A—FL AT T FOHERETT,
FOERBF A MPHRESHRTOLOT, BFPEELTILEEY, BTHFEOLVAT Y FRRRDOT, A
AV =R T TG B%E, n 74 TERIRDIGENDHY £7,

Boot contiguration settings >

&

General

Kevboard layout

I your keshoard fayoul difers from the Enghsh (US) OWERTY layout far enterng Lotn characters, £ 18
possible % get baot logan 1o remep your keys. This optan exists prenssily for some VWestern European

- kayboards and Dvarak keyboards thet change the lacaton of Latn characters Mast intemational Keybosrds
@ kaap the CWERTY layoutin acdibon 10 the fayout for thee own Isnguage. <0 Fes 0paon mey not be required
Default Keyboard Layout .

Jepanese
e

[ClAutomatcally detect keytioard layaut whisn mesaling Boot Logon

Agvanced Opnions Note: SecursDoc wil Griy dessct keyvboard layouls induded in he abave selaction )

) 7] Support Foreign keyvboards

s
| Network Access {jv.».._..c an OnrScreen Keyboerd applies. (| wil begin minmizad & Fre-Bool
| Control

@ <OK>H&r%#7V v LET,
® Kz, <Save>HhF &2 7Y w7 LT, e r7AVEREFELET,

SecureDoc profile X

Frotle cama 7 240F I0JPA N0
Commants (78511 F 22 b J0074 04

Type SecursDoc Edarpnss 1o Windows SDD8

| Proble dats

Please confirme the followng settings bedore saving the profile
Ganaial cpfanm Boot R and color FonCanyol '
Genera! aphons
Boot condigurmicn
Boot test and color
Pot Conarol

Dt Access Control

Boct confgumion D=k acoass control

S re—
£ manuslly 1” Cancol oK |

S

REINTWRWEINIZOWTOT 77— MR EEHHEO L) ICERINETDT, <OK>%2 27Uy 7 L, EREN
7R EHE T, <OK>F/-13<CLOSE>%2 7 U v 7 LT, Yu7r7 A VEREFELET,
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@D SES Eic7u 7y ADMERENTZZ & 2mkRLET,

m SecureDoc Enterprios Sarver SQL Plus - Sarver name: SESYSCLEXPRESS, Database name: SESDB, User name: SESAdmin = O X
DRatabase \iew folders Keys Lser Jools Help 0 SecureD oc
- : 3 -
Y 2 ?( -'?\ H N ?
Add Refresh Del : 1 vy b s et
). Folders
SES Admwnestrators
b wmplocal
Wy A Folders

& Purged Devices
A Exempted Devices
\_‘ Recycle Bin
.
14 Installation packages
u Machineinfo files
Logs

Record(s) visible: 1, svailable: 1. Total user(s): 10, Totsl computen(s): 0. Totad kewlsk: 4,
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Enal:-le a provizioning state 2o a3 to allow access to device until its avwner has been identified
D evicelz] will auto-boot b Windows logon

() Users can access device[s) at Pre-Boot using this Temporary user account

== ot selected == Browse

Owiner |dentification Rules

Automaticall_l,l identify cwer without having to prompt user
[] Allow offline identification

() Users will be prompted to confirm device ownership; First to confirm will be device owner

A Enable a provisioning state so as to allow to device until......
© Device(s) will auto-boot to Windows logon

© Automatically identify owner without having to prompt user
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Device Provizsioning Rules
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ro‘l SecureDoc Enterprise Sarver SQL Plus - Server name: SESYSCLEXPRESS, Database name: SESDB, User name: SESAdmin = O X
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o) SecureDoc App... EEEE.. w40 = 0
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© MHile#i#%, SecureDoc 7 7Y r—va T — RN "BEAEAR" Lo TNDH I L EHERLET,

WIZ, SESWeb 23 SES 77— XN—R I L TEDL I ICHBIESN DO EERLET,

@ 77 9H¥T, Thttps://localhost] #Bi& £4, SESWeb RETFTENTWAY—N—TT T U F 2 EHERL LT
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SQL CONNECTION INFORMATION
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1@ ] Server
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SERVER oo
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Keyfile

SES oA v % h — LHRICHERL L 72 Keyfile DT 2468 E L £ 77,

Password

Keyfile fERRFICERE LTe N AT — RE AN LET,

SQL CONNECTION INFORMATION

Connection

“SQL Connection Information” @ £z L £,

Server Name

SQL Server #F47 LT\ Hh—"—% % A )L ET,
5] :  SESO1¥SQLEXPRESS

Database Name

SEST— 2 _X—24 & AN LET,

Authentication

Kue w72y, SQLFRRE ('sa' 7 A v b)) AT 50, Windows
OEEREEHT HE2RIRLET,

Windows O & k&G R A2 T 53581, 77V r—a v F—UIRE LT
THRAEDILET,

SQLBREZ AT 2841, 2 — WV —4 L AT —-FE AN LET,

LOGGING OPTION

Enable

VEIS U Ca JMEEE A LET,

@ ®WEH. <Configure>% 7V v 7 LET, ELSREIND &, KOBEHAELRINET,
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17. Appendix

17.1. 7V 7 — pBFEOF A FEIZONT (FiR)

SecureDoc ® 7' U 7' — +RGEEE 21X, [ID (Key File) | & [XATU—=F] OART7 44—V FRHY 9,
REIZED, A—F—ID OBBRBELEINTNDLT NA R L HHD ID BRBELEINTWDLT S, ZATIE, LBFEOEWVWDRH
nEI,

H— Y )VORLEIZ DOV T

TN AZa—PF =11 A (IDR12) ORBEINTNWDT NS ATIE, 77— MRIEEE COl— Y VAL E I
[RRAT—=R| Z4—=NLRZHY, 2—F =2 ALLEBRFEINTWEEE, 1—Y LOMEX TID (KeyFile) | © 7
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(KeyFile) | o7 4 — v KiZh v 7,

ID D AHIZHONT
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F—XTabF—T, ID 74—V FPONRATU=RT7 4 =)L RIZBEIL, "RATU—=FANRETF T TEET,
¥ IDOANENEELETHRED ARETT,

NAY — FRATEIE O EREIZ ST

7' 7y A VEED[Maximum number of permitted failed logins at Boot Logon] T, /"X U — REA{TREIE D E
FR O PIHIEIE 15 FISRRE SN TWEY, RE LEEREEUCERR . 3R A VKT 5L, ROA vy = URFER
INFET, (BRINDIAvE—URRRIGERHY £, )
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17.2. SDConnex & /& - HiE—&

General

Keyfile

Keyfile path: F—T s ANVERELET,

Keyfile Password: F—T A ILDNRAT— FE AN LET,

Database

Server¥Instance: SQLD A v A R =L ENTNEF—NR—L L A 2 Z L AEEELET,
Database: BT 07— "—2A% AN LET,

FeBAR—=2ADI T —,

E:~A7n Y7 MuUCLD e, ZOMBEX. Microsoft SQL Server @
Mirror(optional): kD NN—2 g U THIBREND TETT,
https://docs.microsoft.com/ja-jp/sql/database-engine/database-
mirroring/database-mirroring-sqgl-server?view=sql-server-verl6

© Windows Login Windows F8iEE— T, SQLIZ#H#H L £,

O SQL Server Login SQL Server @#FEE— N T, SQLIZHHE L £7,

Service

[J PBConnex Autoboot 7Y T = Fxy NT—IFBIET, A— b7 — FEFATHHA, STl
Service EJ

— s A LLERTO SDConnex /X7 4 —~ o AMEHEMEZHIBRT 24 A 7 %

[0 Schedule Task ;
chedule Tasks 2T a— T LR A I LET,

Logging

O Log Events ARy M ZICReEk L ET,

e 72 BGTo%E. AU LET,
W AT LORETHY FE A, PR— ERLEEMR 7 OBERR H -
THAICAHLET,

0 Enable Detailed Trace to
Folder
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PC SecureDoc Client Communication

Service Port Number:

SecureDoc 7 A4 7~ + & SDConnex Nl EICHi T 2R — F &5

Use restricted Ports (1024)

1023 U FOR— FESEMEMTLHE, A2 LET,

Service IP Address:

SDConnex OH —vE A& EEHT LY —"—DIP T KL A

Maximum Concurrent Session

HREEY Yy a3 F7 40 FiRElE 100 T
@y, RELETIXLEEIHD THA, )
20,000 G EDZ T4 T 2 b FAL ZADBEE.
L ET,

/50, ek 100 & HE

Receive Request Timeout:

ZRVIZANDHEA LT TR

(B, RELTTLHIXLEETHY EHA, )

AALTTNLTEYyYa 28T 5a1IC, SDConnex 237 A4 7
M TNRAANLDOEREZETHE CHETLIREEEZATLET,

Send Response Timeout:

EELVARLVADHEA LT T L

(@HE, RELETLHLEEIHY EHA, )

A LT RLTEYy Y a 28T 51, SDConnex 237 A4 7
N TRARIEEHRET D E T AW Z AT LET,

Checked for Active Commands
every

SDConnex W7 7754 Zlha<r K (HlziE, $—7 7 A LVDOEH 72
E) AF oy 7T HHEZANLET, HBEINMB T, SDConnex
I, 2=y FRETENTZZ 94T v 531 2 D SecureDoc = —3
= MR T v LET,

Quarantine Timeout

SED LWT A ANREEEY A 2T 7 MR BRI E AL ET,

B LWT A A LE, F—F 7T A AFRBT — X _R— AW
L 57, SDConnex ~DO i H# (E LA DT NA ADZ LT
T, WBEER ., TDOFNA A0 D OFERRITZ M| L £,

Busy State Sessions Count:

EY—REDOE v g
GEa% ., RELAETLHIMLEEIHD FHA, )

Idle State Sessions Count:

TA RWVIREED Y v v a U
(BH., REALFITA2LEETHY A, )

Keyfile Update Task Sleep
Interval

F—TFANEHL AT DAY — TG
GEHE, RELETHLEEIHY EHA, )

Remote Installation

User existence is required

SESDBICHFET 2=V —DIHIZA VA M=V EFHFALET,

AD Sync <> CSV TSESZ4/ »AR—hL7ID &, —F L7z Windows ¥
A A HBDT TAT L FDIZ SecureDoc DA A b — L EFFA[T D
ZEMTEET,

7T AT A A N—/LFETIZ, SESDB | —H = FEE LRV
G AVA M= EFFR ST HRIESET,

Zhickv, BRILZRWID MEREND D EF5IT £,
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‘ H B % B
Use password from user X =T 7 ANDA =YY LRAT— RKE LT, SESDB & = —H—|ZFd %
record for existing users SN RAT— REFERAT A, At LET, SEShHa—F—%7

TAT Y NI ETOIEEICEDLNE T,

Move devices into Recycle Bin SecureDoc NI TAT b T RIfA A M= Eanzga. SES

in case of reinstallation of 1’%?“?“ F 34 A % Recycle Bin [cB @ L £,
SecureDoc H%L z . SESDB CT A ANEHTHDOEEET,
Alerts
‘ H H o
[J Enable Alerts TI—hrEefAMMILET,
Email configuration
SMTP Sever: SMTP Hh— =% % AT LET,
Port Number: R— hEFEEIRLE T,
[0 Use TLS/SSL TLS/SSL &% ET %G, Ty I/ Ry 7 A% F L ET,
[0 Use eMail Server A= P — RN T 256, 22—V —4 &2V — 2 AL E
Authentication T,
Email Group BIE, ZHAWEEZTEEA,

Performance Counter Alerts

[J Low Available License

HEHATRER 7 A4 B 2% X Y%K CTHELET.
count bellow [x] %

[0 Total Created Devices

. TERR ST T A ZAOEFRN B LI 5GE
Exceeding

T | . =
otal Created Users IR S fe a0 B THE M A L= B

Exceeding
[J Database Connection Down | SQLIZ/ER L7z SES 7 — % N— R [Z#Hfit TE W6
[J Faild PBConnex Login Alert | 7' U 7' — b % v hU— 27 @BEET, a7/ A VRIKLTZGE
[J Application Event Log Full TV = arAXy ha B —HRIZE oA
[0 Device Added to TNA APRE BN S NG E

Quarantine

(] Active Sessions Reaching TIT ATy v a N RIEIZE LTSS

Max
Email To: A—)VDERERT FLAZ AN LET,
Email From: A= LDEETT FL2H2 A LET,
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Email Subject: A= OHLE NS LET,

Send test VoI T BEA=NLVDEETAMNEBIRZET,

Encryption Status Alerts

[J Device entered Encrypting | 7 /3N A A3 S{LIRFBIZ 72 o 72
State

O Device entered Encrypted TNA AR FAb SN2 77— FESRREEIC R o 72,
Reboot Required State

[0 Device entered TS AR FAGSER 5 W AR RIS 72 5 T2,
Encrypted/Partially
Encrypted State

[J Device entered Decrypting | 7 /3N A A3 SALMEER ORI 72 o 72,
State

[0 Device entered FNA ZAINBESACREER) T L — T & A MIRIEICBAIT LT,
Decrypted/Plain Text State

Email To: A= DEEXT FL A2 AT LET,

Email From: A= DEEFELT FLAEZ AN LET,

Email Subject: A =IO E NS LET,

Send test IV I FTHEA—NDRETAMNERBIRZAET,

Non-Communication Alerts

0 Enable Non- FWET 7 EREDINCTHHEG, FICLET,
Communication Alerts

Email To: A=V DERERT RLAE2 AN LET,

Email From: A—JVDERFEILT RLAEZADLET,

Email Subject: A =IO/ ENT)LET,

Send test IV I FTHEA—NDEETAMNEBIRAET,

¥ Non-Communication Alerts %7 234, SES CTTFRLOREDNLETT,
[SES] -> [Tools] -> [Options] -> [Other] -> Alert system
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17.3. ADSync RE - #E—%&

General

Keyfile

Keyfile path:

F—T AN ERELET,

Keyfile Password:

=T A NDNRNAT—RE AT LET,

Database
Server¥Instance: SQLD A VA R —LENTNBF—N—L LA L AZ L AEFE L ET,
Database: Vi T o7 — 4 _X—AL AN LET,

© Windows Login

O SQL Server Login

Windows F8FEE— KT, SQLIZ#ki L E 5,
L%

SQL Server #iEE — R T, SQLITHE

ADSync

[J Move deleted Users to
Recycle Bin

HIBR LTca—Y— % ZH/HICBEH L E7,

Logging

[J Log Events

AR baErZICRELET,

0 Enable Detailed Trace to
Folder

e 7 EBGTo%e. A LET,
W AT ORETHY FE A, VR— FRLEEMR 7 OEKRN H
STHGEICHALET,
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