SecureDoc Enterprise Server

Version 9.1

UDJ7UL2ARA NZ=Z27)

979 WinMagic
v SecureDoc

202442 A



¥ WinMagic
) SecureDoc

I C®HIZ

SecureDoc (&, 74 AW LY 7 b U =T ODAFTT,
SecureDoc Enterprise Server (UL N, T[SES| &9, ) X, Windows X°> mac 7 /31 A~ SecureDoc %A > A k—
NFT DI DA VAR L=y a Xy =V OERSS, B LREOER, X2V 7 4 RY v—0—mEFH, "AU—FK
KEFRFORF R EOEZAH L TVET,
i, v =Py 7 OB b VU2 T OS MEEE L TV HIES{bIERE (BitLocker X Uf FileVault2) %
fii 5 = & ¢ ATRE T, BitLocker & O FileVault2 i SecureDoc 232+ 2 £ < offe#BMTE £ 7,
BIE, < OBETIE, Hx 2T A ANEFE LE T, BEIC Microsoft BitLocker TH; BALIE DT A AL HBR L K F
A7 (TCG Opal) #%##iL7= Windows 7/34 A7 &, WG LOBANITENLEZ—LEFBRTEL YV a—va VRN HE
T4, SESIE, Vv ~TY v/ OBF{b=r Y THE{L L7 SecureDoc 7 74 7 M2 T72 <, BEIZ BitLocker T
WS AL E DT A ZRH B 51k 9 4 7 (TCG Opal) ## PC X mac # AFFMICEHR TE £7,

AKATA RO BB
AT NEPE D SES &~ T, Windows 731 2~ SecueDoc %A A F—/)L LiEMT 5 T, NERERLE
T Bz LE2HBELET, HHAEDEKWVERICOVWTIIEELTBYVETOT, PTOHOITELI I,

- SES TRE M RER KM VW T ETHHL £,

* SecureDoc RO 1 5TH L7V 7 —hxry U =7 RBAEOREFTIEIC OO THH L ET,
I FAERDREFES, 2=V —F K — MIBEL IR DIBREICO VTR L ET,
CEARA=Ta 0T vy 7= RFRIEIZOWTHALET,

SES DA v A F— VR OEEAR 3 E &, Windows PC i L3270 A VA hb—va Xy r— U OIERR T IE

IZ2WTix, [SecureDoc Enterprise Server Version 9.1 7 4 v 7 f > A M=V A K] #TBHI 0,

SecureDoc Enterprise Server Version 9.1 V 77 L > XA ~v==27 )L
© 2024 WinMagic Inc. All Rights Reserved.

LY
WinMagic Inc. (% F & A&4t)

200 Matheson Blvd West, Suite 201

Mississauga, Ontario, L5R 3L7

Z7U—XA%/) : 1-888-879-5879 AL : (905) 502-7000 Fax: (905) 502-7001
77 = )VHY R — |k : support@winmagic.com

T105-0022 HAl#HEXEAR 1-2-3 WEEH= LT o 7 21

E&h : 03-5403-6950 Fax : 03-5403-6953

3 . sales.jp@winmagic.com

T 7 =J V¥ FR— b : support.jp@winmagic.com

URL : https://www.winmagic.co.jp/
https://winmagic.com/ja/home-jp/ (7 v —/31)

SecureDoc Enterprise Server Version 9.1 V77 L > A~v=a7 )b
© 2024 WinMagic Inc. All Rights Reserved.



mailto:support@winmagic.com
https://www.winmagic.co.jp/
https://winmagic.com/ja/home-jp/

9 WinMagic
| SecureDoc

BT I R

2024 £ 1 A HIHR

2024 F 2 A %2 - UEFI T BlockSID % NI CTE 2 WT NA AZBIT DY 7 by =TI
BALRR E DB

AV R A NCE DTV T = FRBAEORESENER S NE L

% REMEOBRNT, HA—Y a0 GUI DA TN A EBERH Y £,

=
N )

ABAA RICEBEN TV HERIT, FIEHEICE > TR#ES N TOET,
AHA RO—E £ 721328 %, WinMagic Inc.OERTOFFA e < imd, 51T 280 %1,
KAA ROWNE, AFA FICiBEN TW5 SecureDoc, SES DREREIT TH RS AR ENLBAENH Y £,

KFOFHRIC OV TIE, WinMagic iIZBMWEbEniz7Z< 2, WinMagic DR — A=V % TEL 2 &0,
F7o. AKX A KTIiL, SES 85 & L T Microsoft Windows Server % X OF Microsoft SQL Server Express #ffifi L C
BYETH, BEEDPEMT I-E A= a VL RRIGE, HEA A —PVOBEFIER R R 2581350 £FOT, PO
TTERLITZSN,

WinMagic, SecureDoc. SecureDoc Enterprise Server, Compartmental SecureDoc. SecureDoc PDA,
SecureDoc Personal Edition, SecureDoc RME, SecureDoc Removable Media Encryption, SecureDoc Media
Viewer, SecureDoc Express, SecureDoc for Mac, MySecureDoc, MySecureDoc Personal Edition Plus,
MySecureDoc Media, PBConnex 1 L0 SecureDoc Central Database 3. XEB LI OZOMOETERE SN TV D
WinMagic Inc. @RI L OBERPGE TT, CHIZHRE I TV D 200t s TORLA L, 2T ARICRE
LE7,

SecureDoc Enterprise Server Version 9.1 V77 L > A~v=a7 )b
© 2024 WinMagic Inc. All Rights Reserved.




(1’)%] WinMagic
W SecureDoc

= G 1
ARNTT A R D E B waannnnnsanasasasnsssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasasasnsnnnns 1
i A = S Y | 25 o = I 6
[T =T = 1 PP 6
[SEIrVAITS RSO A KOYS | uiitiitiitiit it ittt ittt et ettt e e e s s s e e e e s e s e s e s e e e e e aananeeanenes 9
[ZAXS 1o aT< akulet= | fTe) g e [BL=Es] uTo] o =] [P PP 9
GV L1 L) 1w o =3 PP 10
116 = ol [P 12
LT g TY= T [ PP 13
[Device AUThentiCation COMS] ittt st e et a et e eaea 13

2. SecureDoc Enterprise for WindoWs 7’2 7 7 £ /luiiiciiresmssesssssmsansmssssssssssssassnassnsanss 15
D B €= T g T=1= 1 o) o] i o) I3 S 17
1K= =] =1 P 17
100 2.2 9T 10Tt u o] o 1 20
=L Tol =Tl (= Ta = Te 1= 0 g =T | o PP 24
OLg=Ta L= g La =TI o e 1V e 1= o P 27

[0 L=Ta 1= 1 = g Tl V7 X o o N PP 29
ISYSIeB =10 o Tl ol | =3 = g Tel Y/ o1 w o] o 1 P 30
[I7AXa V2= Tt <o I @ o) u o 1= PP 31
[Hardware Authentication ] . ...cioiiii i s e r e s e s e s raaeaeas 34
IS FS =T B =V o= PP 36
A > To Yol al =11 =11 s I 6o (o] P 38
2GR = To ol olo g 1 i« [ | = o Lo o AP 40
T =] = 1 P PP 40
GG oo = e I = 1Yo 10 | o PR 43
[7AYe AVZ= aTol=Te Ie oY o] o} PP 44
[NEtWOrk ACCESS CONEIOl] 1ttt e st sttt st e e et aaeaean 46

D B o T Al 6o o 1 1 g o) P 48
2.5, DiSK ACCESS CONEIOL. ... .uesse sttt et ettt ettt ettt e e e e et es s aaeasasnaraaearanes 51
3. SecureDoc Enterprise for WindoWs /X2 77— iiimimammassssmssmsmmsssssassnssassassnsnssnssanss 53
11T =] =1 54
1G0T 56

SecureDoc Enterprise Server Version 9.1 V) 77 L > A~v==27 /)b
© 2024 WinMagic Inc. All Rights Reserved.




*] WinMagic

A
7o
*
4

SecureDoc
[Authentication QUESTION ] .. .iiii i ettt et e e e e aaaeaeaee 58
IO LT3 PR PP PRPR 58
[PrOVISIONING RUIES ] ittt s e e e et et e et et e et e e st et et e et aeraannns 59
4,  SES T/ ) R s o iiussssssnnsnannnn e R EEE AR EEEEa 62
O B R A Y 62
Q. TN R T B X o et 64
4.3, TN RIS L T B N D X 2 et 66
B. P —T HI3F £ D F A T IT DUV T rurerersnrararasasassssasasasasasassssssasasasassssssssasasasssssassnsasnsnns 67
6. TFUT—FRY FTU—Z85F (PBCONNEX) evururursesesasasasasassssnsasasasassssssasssasasasassssnsasnsnsnns 68
(Y = G 2 o= S 69
R Y =3 - A 70
N R N e A e - 72
R R AN A G = 5 73
ATt = A S T ks = 74
N = /< 76
7. L HBDERIEEIZE (SES) reveerrarsassassassassassassasssssssssssssssssssssssssssssssssssssassassassassassassnnss 77
A = iy 77
B o2— P —DORRAT — RENAORLTTE (Fr LoD L AR ABEAE) i iaerneinninnenes 77
B XAT—FROBEANZRDIRL, B2 7 ST L E U E L7 i eaaas 80
B UEFI/BIOS OFFZITIAIEIR T, B 7 I T L FEUVE L 80
7.2, SECUIEDOC 7 T4 T2 N TN R DB ettt ettt e e e ettt et ee et s e eaenens 81
B TS RZHEAZIVTOND T T 7 A IR L7l ittt ir it eees 81
B TS RAZHEHALTWD T BT 7 A NVEEE LT (THVFHALD e, 82
B TS RAZHEHAL TS T BT 7 A VEEE LT (T3 ZAHAL) i, 83
B TS RZHEHAL TS 7B 7 7 AV EHBITHEH LT (BT 73 A) i 84
B SESTUIAT Y T NAARTEB IR TEBEDRE R ZRETR LIV o 86
B SES|ZEEFEINTNAZ—P—H LLIET /A AZ TR LT20 0 e 87
B AT FT A, A E IR — = Z B L7200 e 88
1 N L SR P AV A A Al A = I el V0 N 90
I S Y ST i e 1k au iy L O e W 91
| i i Dy el A VTR 92
B SESEHA IDZBIMLIZV (il : 2NAT—=RU DN OBOEFE) v 93
| NG 0 e O N o 3 s DDy st VR 99

SecureDoc Enterprise Server Version 9.1 UV 77 L > A~
© 2024 WinMagic Inc. All Rights Reserved.




P9 WinMagic
L& SecureDoc

B VATV MOFRRER Y TN A DR TBIT LTEU it e eees 100

B TPMIZE ST, T8 AD T 2 U T £ 70U ittt enee s 101

B TPM4PIN (2L oT, T/ ADEF 2 U T 4 Z DT i 103

| r—72 ‘/%@Eﬁﬁ LT, #g»—\‘\‘nunﬂi&j‘é&ﬁg L= (701377/(/]/«60)%&7];) ------------------ 106

| r—72 ‘/%@Eﬁﬁ LT, #g»—\‘\‘nunﬂi&j‘é&ﬁg L= (3?“—77/(/]/"60)%7];) ------------------ 108

[ ) B Al N QA T T (el N N [ LV VYR 111

7.3. SecureDoc 2 Z 4 T P DA R P LGRIE ¢ GBI Ol T ittt 115
SecureDoc 7 A T DAL A =/ « BRI ZREIZ U720 it ae e 115
FRAEID 2 Windows A > A > T 07 2 AL TEEIE L7220 it 115

8. B R—=T g B SES T 7 7 L Rutttrrasassssssassssssrassssssssssssasassssssssssssssasassssssnsnsnssns 124
9.  SES A AT S | BT T D ceeurnranraranrarasrasassassssasassssassasassassssnsassasassasassnsnssnsnnnnns 128
10. SecueDOC T AT UR « FUA L AP LT/ H torrernnrsassassassassassassnssansanssnssssssssnssnssnssnsss 131

SecureDoc Enterprise Server Version 9.1 V77 L > A~v=a7 )b
© 2024 WinMagic Inc. All Rights Reserved.




WinMagic
SecureDoc

1. 7o — "NV F ST a VRE

Ta—rULE T a VOREIL, TA B AOE WKL SES KBRTOI T4 7 ML RCEE LET,
SES D A== —/"—/b, [Tools] -> [Options] %7 UV v 7 L%,

r01 SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User na... ~— (W] P4

Database View Folders Xeys Llscr Help BSGCUI’GDG’.’
e x N o P ?

2 4 £
Add Refresh Del Gererate Key File tnstall Filter Help
[General]
Options X

General

7 1VWhen moving uses or dewce 1o & diferent folder, alo move all relaled ysers. denices and keys

‘;' L_IWhen mowving user 1o recycle bin remave user kay fie trom all devices
Servers RSA keys i_" Detate drvs infomation when comguer s deiated fram $s Reoyds Bin
= [[JHide Macknelnlo Sies ster axracton

[[JReneme old key during axiraction from maching info file

Authentication |__JEnabla *Copio-erese davica* remate commend
questions i:‘r’-u'uvr-:llcal‘,' updats device’s profile satlings when probles ae modaed
) Snowtop 1500 records In tabla views
&)

-
’ Password racovery langth 10 = (the length can be fram 3% 32 bytes: Longer valuss are
Key file options ’ v more sacue)
Command Expry 30 : dewis)
N7 -

Dalete commands #om histony 10 dey(s) after expiraton dete

Other
?, [“]Use SDCannex to communicate wih SecureDoc client machines
-~
- El;‘-llc* duglicate Usear Names - Duplicalisd user names will nol be sutomsticaly resobed
Licenses r— Users may also lagin using SAM. UserlD@domain com (UPN). UsedD{@domain. DomaniUsedD. Doman\serdD
—farmals
- [T 1Usetoken protecion as defeult protection type
Dewce
Authentication Dataulttoken typefor newussrs  Kay 2032
Certs

Paszsword nides

[ Disabie AD toiders stucture Cipwae!

[ Do not import groups KeyUsaga 0 Canfigure Key Usage

Cencel ‘

SecureDoc Enterprise Server Version 9.1 V77 L > &
© 2024 WinMagic Inc. All Rights Reserved.




. WinMagic
SecureDoc

\ _

[0 When moving user or device to
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[0 Always include a personal key in
Key Files
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Azure AD TenantiD - requred for AAD users passwiond change supparn
Azure AD ApplD - required for Azure authentication
Authantication Source
L Authenticate AD users aganst Azure AD - ApplD regured
LAuthentcats usars aganst Okta Universal Directory
7 Authenticate AD users aganst AD
If mutple cptions enabled, the ones on top take precedencs.
' (8} Lancal
el e =
‘ R’ E S
Disable Password Recovery feature FNCTHE, TARTOZ—F—O/NAT — REENEDIC/ D F

T FERIZRBE VIR Y [ AR LN TSN,

User/Date info from token certificates b= VREHEO =Y —/BHEEN LA T e 7)) A MR RS
will appear in dialogs/lists to aid . RANERERGIZLET,
identification

Skip check of Key Usage attribute in FEEN L —Y— La— Ko—f s LT/ AR —rShb L, SES
imported certificates IXZDOFEHENEBLICHH SN N ED AR L, £ 9 TR0
S LEEA, EREELEMNT 20T, 2oF7Fva et
IZLET

Automatically flush the Recycle Bin on SES =1 ¥V — /L DO#& TIHFIZ [Recycle Bin] OWNAE % HEHCHIBR L £
exit R
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Alert System
Warning if devices do not communicate TV RARA L NT vf 275 SDConnex & OI@AfE B 72 W56 SES
for X min(s). BHE IESET 0O RBEND D E R SNDEE () &iE
E Lijﬁo

FOZoAFTvasE, ATM R ETlEDLND TN A& EL T

EJc e

Error if devices do not communicate for | 34 23 X SE@EELZ2WEAIE, =5 —L LET.

X min(s)

Show alert notice in console after login FHHEMNSES avy—icarsAfr3nrL, KRy TT7v7 ] Ay
t—UIcLBE 77— (BELLL 117 ) NERRINET,

Debug Logs

Enable Log to Windows Event Log SES Audit Log iz, Windows A X hu ZiZa 7V &R {F L E
j_‘o

Enable Log to file on disk SES Audit Log BIAMZ, fEE L72aTic e 72 RFLE T,

[Licenses]

'SecureDoc Enterprise Server version 9.1 7 4 v 7 A > A b=V H A K] # T TZ X0,

HNTA B ZBEBALT, 725472 FF/34 22 SecureDoc A v A b —LTHZ EIFTEEH A,

[Device Authentication certs]

802.1X # MM %% v hU— VBT, /10— LGN —ADT A AR A LEE T HHE, =0 AR
AL CAEHEE A VK — F T 5 BERH Y T,
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’ Options

Desice Authentication Certs

General
SecursDoc Erarpnse Server can (optonallyd secure 802 1X-protectad Network communications
s using & PECS#12 Centficale To make availahle such Camiicetes lor use in
| . Davice Prodle sefings. smport ane or more PXCS212 les containing catitcates tor 802 1X usags You
’ Server's RSA keys may also delete pxpired cenficales using this panes
’ i ; Cenfdcate Name #Prodl. Expiry impon
Authentication
questions Deless

)
.

Key file options

O.!;)er
ta

Licenses

‘-'

Dewce
Authentication
Certs
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2. SecureDoc Enterprise for Windows v 7 7 A /L

© LA D [Profiles] 74 2 &KL, <Add> %27V v 7350, AXADOLETHEZ Yy 7L, 2 TF AL
A==—» 05 [Add profile] #2 U v 27 L&,

I?l SecureDoc Enterprise Server SOL Plus - Server name: SESYSCLEXPRESS, Database name: SESDB, User name: SESAdmin —~ O X

3 SecureDox

Rawmbase \iew folders Keys LUser Jools Help

- +y X A JE & 2
Add Refresh E 1 Ke w1 E )

Folders l 8 Usea M Devioes 1\ foat I G | fo

SES Adrwmestrators | 'Num User [D Doren UPN

TR 7
: .'i"Sf;
w wmplocal
iu All Folders
:_a‘ Purged Devices

ﬂ Exempted Dewnces o N
% Recycle Bin /r -

14 Installation packages
5 Machineinfo files
logs

@ [Please select the profile type] ¥ 4 v RUNBREKREINET O T, [O Endpoint] OFNVEF DT A =a—L1
[SecureDoc Enterprise for Windows| ###R L, <OK> #7 VU v 7 LET,

Please select the profile type X
(@) Endpoint (@) () cloudvm
ISecureDoc Enterprise for Windows VI

Cancel

Secuneloc protle

@ [Profile name] flic 7' v 7 7y A V£ %, HLEZIE T T [Comments] filica A hE AT LET,

Fofie name I T+ L 70 7) I

Commerts AR =111 =
Type [Secaraloc Enterprise for Windows
ofie sk
Gensard options Boot 158 and coloe Boct configuration

fort Controd D% access control

Ecit marualy Save | Concei

@ HxORENET LIb, KkklZ<Save> #7 Vv o7 LTHRFLET,
SES EiZ7 v 7y A ADBMER S22 L 2B L ET,
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ro1 SecureDoc Enterprios Servers SQU Plus - Sarver name: SESYSQLEXPRESS, Database name: SESDB, User name: SESAdmin = m] X

Jools Help G SecureDo«
4 pat A JE 4 4 ?

Ratabase \iew folders Keys LUser

& B -
Add Refresh Del Firt Help
) Folders J: ;________..;.‘.... 1_' . _“l —
\ = » 5 / e
GES AdmIVStrators [y S — -

2007400 | HIAET ISR |Secumlos Enterprice for Windows

W wmplocal
un Al Folders
g Purged Devices
B Exempted Dewices
& Recycle Bin

Profiles

'

Installation packages

Machineinfo files

-

Logs

Recordls) visible: 1, available: 1. Total user(4): 10, Total computen(s): 0, Totad kepwsk 4,

¥ HHEOTu T ANVEERTLIHEE, EREOT a7 y ANV ERET D L THIBICERTE £,
ERFEDT 077 AN EE7 Y v 27 LT, 25 %A hA=a—inb [Copy Profile] %347 L £,
[Profile name] IZH LW a7 vy A NVAE AL, LEREHEZRE L TRAFELTSEI N,
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2.1. General options

[General]

1
SecureDoc opbons

CUSEOIM SO e Sage;

?
o

Communication

Bitlocker Maragemere

1|

] Automatically continue interrupted encrypton

(’l & Synchrongze SecureDoc password with Windows password (e-drecional)
Credental Providar Users can Encrypt Fies wsing Windows Bxplorer contest menu
1 Usars can create Salfbdracior archives using Windows Bglorar contest manu
Meawa Encryption 1 Sacura Wipe permits users 10 Woe a fie the folowng number of times
A frotect device aganst repeated falled -passward attack at OS lagon.
.
SeareDoc File
Encrypton
Number of Key Files in SecureDoc space 0 =
Advanced Optiors . . =
‘ Chent User Intertace Languads Systam
Hardware Authentication SacuraDoc B ohoen
< _1Only encrypt Removatie Media (RMO) — No hard disks wil be encrypted

nsted Dewces
Encryot il ek Encrynt partition only
® Encrypt hoot disk only & Use hardware encryotion § avaslabie

EnCrypt boot disk and &l med gisks L11f BlockSID enatiad force software encryptic

Initial conversian wil encrypt Every sector L No racovery (faster)

Extiude partiions from encrypbol

| oK

Custom error message: SecureDoc THHEINTWAT 74/ DT —RA vE—VhEH AKX~
A X TEET,
Bl) ~TF A7 (NEEE 1234) F TEHWADELIZE N,

0 Device will not reboot after boot SecureDoc 7 — a7 H4 A A M=%, OS OFEIZ I 27
logon has been installed WwWkholcL g,
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Users of RMO Package will be
automatically logged-in to the boot
Key Files

i A

ULA—NTNAT 4 T EOLZFHEHT D RMO /Ny r — 0o —H% —
X, T EX—T A MCHBNICe VA v LET, LD E T,
[Only encrypt Removable Media (RME)] Z &R L 728410, 7V 7
— FNRREZRLE L LBRWRETT,

[Boot Configuration] %7 C. [Force permanent Auto-Boot] 4 7
TarNENNI Lo TV DHLENRD D F4,

Automatically continue interrupted
encryption

il 5 D TR AL SN2 HE T, ks BBIICHRHE S &
£,

Synchronize SecureDoc password
with Windows password (bi-
directional)

FrvIEANDE, 2—H—D Windows /XA U — K3, SecureDoc
DX —T 7 A NIRRT — R EHBMICRP SN E T, Windows /S 2T —
K28 5L HBIC SecureDoc (23 H <41, SecureDoc /XA U — KD
2 % Windows (25l &1,
Trveva=r =N EEHTLGAIE. Ty 2 EANDLERDH D
T, Fov 72 ANTHRWESE, Sy 7 —UFERRHCT 7 — &R R
Sh, 777 A NVEERT LI ORI ET,

Users can Encrypt File using
Windows Explorer context menu

a—H—i%, Windows =7 A7 a0 —7—Da T F A b A=a—%f
HLT7 7 AV ERKEF{ETEET,

Users can create SelfExtractor
archives using Windows Explorer
context menu

—H—F, Windows =7 A0 —5—Da T XA M A=a—%1ff
ALT HEMBET —h A 7 2ERTEET,

Secure Wipe permits users to Wipe
a file the following number of
times:

IOFTvarEERTLHE, /AT T —DOF I VT ar T XA
MA =a—ZA7 v arBBmEi, AchHs Kay 7 U A NTHRES
NEBEETT A RIS T 7 A0 E EEX L CHETEET,

Protect device against repeated
failed-password attack Windows
logon

BHE X, SAU— FORITHEEN T A SNAEEZ S DIERT H 2 &
MNTEFET,

Windows & 7' A ik L CRR L 72E18%8, & 2 T & L= |l s
5 &, HEEL, 7Y 7 — FEEE (F 7213 BitLocker UV 730) (28] v
H2ET,

Number of Key File in SecureDoc

space:

BT X =T 7 A NVORREEFELET, BUEM : 40
EEFTHEAIE 16~200 O CTHEZ A LET,

Client User Interface Language:

SecureDoc 21—V —A VX —T7 = —ATHERATHSELBIRL 7,
[System| %, Windows OS I[ZRXE STV D S EICFE D X,
SecureDoc D EFEARTE LET, SBLHET H L. 0S LI1FBRAR <,

SecureDoc D EFENHE S ANLE T,

SecureDoc Encryption

Only encrypt Removable Media
(RME) - No hard disks will be
encrypted

VLA=RNTNAT 4 T OB e T 25810 £,
HDD R°SSD o u— /)T 4 A7 &b LEH A,

Encryption all disks

BETDOT 4 A7 RS LET,

O Encryption boot disk only

T bTF AR ORMERLLET. (MR

O Encryption boot disk and all fixed
disks

T = T A AT EEET 4 A7 2 CaEE S LT,
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[0 Encryption partition only

i A

N—=TF 4 varOhzeiisibtLET,

[0 Use hardware encryption if
available ---

A A ML—yarFakwxdfz, TCGOpal KT A 7% LI=54 .
V7 U =TIZLD ﬁ%‘ﬂ:i%:iﬁ:bﬁ“ Opal E— R%7T7 7T 4 7IC
L. 7V 7= BRI T T %A A=V LET,

F v EHNTE TCGOpal KT7A4 7 TH-THY 7 by =T TH 51k
LET,

3 FRIIZ UEFI/BIOS ©T. HDD /27U — K¢ L< L Block SID D% &
AL TEBWVWTLSEEN,
TCG Opal "= R 7 =T OHET, A A M= ABTHE, V¥ v b Y
U NME T,

[0 If BlockSID enabled force
software encryption

UEFI O % & T BlockSID BNENI > TWAEA, VY7 hv =7 TH &
L %4, UEFI Ok E T BlockSID #ME&HZ TE ZR2WT N A A AT D%
ETT,

Initial conversion will encrypt:

Every sector :
BTOEI X =% L LET, BT 4 AV ICHE T — X DRAFS
NTWABBIZIOF T g U EBBIRLE1,

Data only(faster) :
A VA MU, ERABEEO LA SL L ET, EO%, T—FnE
TiAEND L, TOR X —ZAHTHSLEINET, KEbEs = —F
—NEMTL2IEEHETA, (WIHIRE)

OB a—Y—MEHLTWD, BERT—ZNH DT AOEE,
ZoOFTva RIS NEY A,

[J No recovery (faster)

W5 bk, F—OREAIHA TY AU T — 2 ZAER LI %ﬂ:biﬂ“
75§\ COFT v a v EBERTH LY AN F—H EERE T IR &
TLET, FIATORE Sz R BT ESELVWLEEICELLET,

F ORI a—TF—2MEHL WD, BERT—ZNH DT A ADLA,
ZOFTva R ENEYA, BIRLEEAS, SRR TT5
FT. BREa—FEEHKEL, OSOY vy MY URBRAYIS 220
oL TLEEW,

Exclude partitions from encryption

[Encryption partition only] Z8R L7=8512, Bsfba M2 e Lgn
NR—=TF 4 varERELET, AT 4=V RIZF—T 4 a>rDTN
NEANDLET,
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[Communication]

SDConnex & OEEICEE T 5

R

iE

SecureDoc options

TNLRCAD0N

LOonmmmunication Sattings

Bitlocker Managemers

Credentiat Prowder

E-Mal Machirelnfo Cobon
Advanced Dpbons

MagicEncpont Enterprse

| List

e SDConnex to communicate with SacureDoc client machine: 1S eneryption
Sarvar List At Disabie LS
Port 7300 Prosy Settings

ﬂ Communicate with rancom SDConnex sarver within prionty oroup

Communicate with server avery |

= moutets
o~
Mede Encryption If NO Commurcation with server for mors than
& .
= o 02y(5) - 0S8 users access to
SecureDoc Fle
Encrgption - oL, Cwies

- move dewce o Bemptad Devces folder o pravent FECOonne

‘ end SecureDoc Machinginfo files 10 the sarver through e-mall If communication k= not avalatie
Haroware Authesmcation £~
-t
e PBConney
Tused Deaces R
Enable maching to communicate with SDConnex &t preboot
oay

Lse State P Confiouration from Chent at preboot

I MacEndocent can assst/strenathen Authentication

il Valdate P certifcats

Vartty host name In certificaty

O Carsel

Communication Settings

T
N

[J Use SDConnex to communicate
with SecureDoc client machines

74T v NTFRA AL, SDConnex L OWEEZ B Z kT,
BRI N R WRY . ZOREITMBELRNTLZEN,

Server List

SDConnex 23 A Y A b=/ S 7cth— =D IP 7 KL A £ 721 FQDN 4

# A7) L E£7, SDCoonex IE, Kk 16 A ETE £,

7 74T ME, 2 THRESNT SDConnex LilfEE B Z /v E T,

# %o SDConnex W% ST\ D6, Bkt SDConnex D& JE)IH
(Priority) Z#% @& T&E£d, 7 74 7 bix, Priorityl ® SDConnex
LBt T o 723E . Priority2 ¢ SDConnex & O & ik £97,
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—
| SDConnex Address List

Erter SOConnex Server Adcnsssies) m ony ol Py 1PV or DINS-Name ormats
NOTE The §5t can comssn mesamum 16 addressos

| l Add

Cuniom pon numbee (it oor dadaull
Server Addessas Diasionn Post Friorey Farow
19266110 1
Sot Detatt
Mowve Uip
Move Down
]
|
ox
Cancel

Port number

7 747 o SDConnex EEETABOR—MEEEZREELET,
HaEfix 17100 T,

Proxy Settings

74T MR ax o —R—%4H LT SDConnex & W59 554
IR E L7,

op

Proyy Settings X

Jze Jterme Freperiics

Mol Configees prisy ST gy

e

[0 Communicate with random
SDConnex Server within priority
group

#i4 > SDConnex T Priority O &4 11I2L, ZOF 7 v a v E AR
THE, VT4 7 M Priority @& E2 2 @ SDConnex ~DO 7 7 & A
Z i AR, Priority OFREN 1 0 SDConnex ~7 v Z LT 7 & A
kA ET,

Communicate with server every X
minute(s)

7747 M, OS #E (h— v AB4AKRE) (2 SDConnex & DiAID
WIEERAET, TO®E, 22 TRESNR T SDConnex & i@
FaERAEd, HEMEIT T60) /5 TT,

TLS encryption

- Disable TLS
- Force use of TLS 1,3
- Force use of HTTPS

HTTPS & 2 WX TLS # i H T 254,
[0 Validate server certificate
(1 Verify host name in certificate

B b AA — M &R L £,
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If no communication with server for more than

X day(s) - disable user’ s access to

computer

B L8Ny 547 k3 SDConnex LBELA - T-84. H
I ETOI—F—DF—T 7 ()L (FHEXF—T7 7 A NVERLS) &0
o7 SHFET, gy ZERIZIET v LY UKL ARY AKEEE A E N FE T,

X comm cycles - move device to
Exempted Devices folder to prevent
PBConnex authentication

SDConnex i HL CT A A&7V T —h 3y hT—=ZFIEL TV 5
I TGA T RTFRL AT, BEYA 7 VT E S R%., SDConnex
LIBIE Liro A, 731 A% [Exempted Devices] 7 #+ v #12
B ET,
ZOFTvarOEME, EEET AN, A A — T — R aedFa Lign s
N—TIBIITAZLICkY ., EBAOEREREOT FRA LV FTF 34 R
(I0T 734 A, BHEWFTL OB/ BERIEH, 427 731 25) O
t¥ 2 VT 4 &5bd 52 L TY, SDConnex & ilfE TE R WIGA, T
PN RPN EZTCND D, ERITERICEL SN TW D AMREMER H D
£9 GE@EHMT) . [Exempted Devices] 7 + L X IZBE Shi-F
NA ANNIA— N T = hF—T 7 A LB EE SN2, A— T — |k
EET SN TR A,

E-Mail Machine info Option

E-mail SDConnex & ilfE TX WA, T35 AEW & BT 5 DI LB el
WaE A=V TEETDIHEEADLET,
TutYa =7 —/LTix, SDConnex & OEENMLE R 6, W
A LEEA,

PBConnex

J Enable machine to communicate
with SDConnex at preboot

7V 7 —hkxy hU—2735E (PBConnex) A %hic LE T,

[J Enable will locally cache
PBConnex autoboot key file for X

day(s)

TV T = %y NI BFECTA— b T — b= R EHAT 5854,
WA — b7 — FAX—7 7 A VIV — S — THEE R S L, 7
TAT Y MIRrYy NU—F ECEREHEHATHECHEIR A 2 % A
ELTWET, #EERESNAA— T = NAXF—T 7 AT TA T
MZIZBRAFEENEE A,

ZOF T a ik, YA~ lOAR T 2 BRI, 7747
VMIFR—T AN TRy v S, HE, =T 7 A NVEER LW
FIHOCLET, ¥ v a2 SEIAEERELET,

[J Use Static IP Configuration from
Client at preboot

TV T =3y P BAETHEHE IPEFHETEL LT LET.
TV T =Ry NU—ZFRECHEMNT S IP 7 RLAOREIX, Windows
DIPT RLAREZZMHMLET, Windows D IP 7 K L A& &2 DHCP
IITATYNOYE, TV T — Ry NI BEEERB IS T — b s
A 7u /T AFIDHCP 7 747 M LTEIEL £,
ZOFTvarEANITH E, Windows DFEEN DHCP CTid/s < [ &
IPZEHLTWDEHE, Windows TRESN TWAHHEEIPT FL A%
TV T — b 3Ry NU—JBIETHRAT A IPT RLAIZEREL £9,

MagicEndpoint Enterprise

[0 MagicEndpoint can
assist/strengthen authentication

MagicEndpoint % SecueDoc & LIEH T 254, F=v 7 %2 AvE
7
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IdP MagicEndpoint Identity Provider % 7543, URL (K A h44 1K
— &) EADNLET,

MagicEndpoint aedential Key is synchronized with SES and SES can share it to user's other device (5 7 # /L b &% &)
(MagicEndpoint FRFFE#M ¥ —1L SES ICRX v 7 7 v 7 ENRT, loOF A R EEETEERA, )
MagicEndpoint aredential Key will not be badked up to SES and cannot be shared to other device

(MagicEndpoint FZFEE# % —1% SES LR &S, SES iExhz2—V—DfhOT N4 AL FTEET, )

Users will be prompted to perform FaceID-based authentication.
(—#—iX, FacelD XR—ADRFEZFETTH LIk ohEzET, )

Silently perform FacelID authnetication for MagicEndpoint Clients whenever possible. (7 7 %/ k% E)
(ATHEZ2 [V . MagicEndpoint 7 7 A 7 > k@ FacelD @il % E{TL £, )

Users will be authentically logged in to MagicEndpoint using SecueDoc Credentials
(SecureDoc kM@ & R =T A5 A6TH, = — W —ILHIZ MagicEndpoint ~>r 71 v &R LILET, )
Users will always be prompted to log in to MagicEndpoint,even where sysnc'ed with SD Credentials
(77 + v &R E)

(= —#—i% SecueDoc FRFENE# % i H L T MagicEndpoint (ZFRGEMIZ 2 714 v LET,
[J Validate IdP certificate IdP FEMIE A MGEL £,
[0 Verify host name in certificate AEAFHDORA ML AR L ET,

Automatically log out MagicEndpoint key after N minutes (Note: 0 ,means never)
712 MagicEndpoint ¥ —#% HEIflcn 77 v F LET,

FOO0EFEe ST RLARAVWI EEERL T,
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[BitLocker Management]

BitLocker & H(Z M E R F EEH T9,

SecureDoc options X

Bitl ocker Management

5 BiLocker Encrypton Do notuse Bil.ocker encryption
General <
Bitb.ocksr Authertcation and Access Monnonng
%
=3

Commumnication

BitLocker
Management

Authenticanan method TFM anly (suinooot

Bitbockar Corvarsion Ophons

BilLocker Ciphas Type AESCEC 266-bI
Credential Prowder
ndarcx ut nhgured i pr Jumy
o Enforce Drive Encrypton Type Full Encaoic (izad Sonce |
Media Encryption Diives To Encrypt Cirtve Gt
9 Dives To Be Excluded
i
SecureDoc File Advanced Options
Encryption 8] SscureDne areryptian ¢ {rwrs B it 401 Supntit B
¢ hardware ancrypton i sualishle
Advanced Options SilLocker Tamper Frotection
e agad da
L.

Trusted Devices

‘ H H o A

BitLocker Encryption - Do not use BitLocker encryption
BitLocker Z i J] L £ A,

- Enable Microsoft BitLocker Pre-boot
BitLocker ##t > 7' 7' — MEFE A H L £ 9,
[Authentication method] @ /v 4 7> X = =2 —C, BitLocker ™2
RESEE SN L ET,

- Enable SecureDoc Pre-boot for BitLocker (#3%)
SecureDoc O 7' U 7 — hgRAE7 w0 77 A EHEH L E7,
SecureDoc 7'V 7' — FEBFEIC L - T, MWW RA Y — RJL— )L T Ol
ALy I ntbA o4y (SSO) | =—F—m v Vi, Fr LU &
VARV AHEDOHREEHEHA XS,
/o, VT — Ry U= IREELFIHATEE T,

BitLocker Authentication and Access Monitoring

O Synchronize BitLocker BitLocker PIN/ X A2 U — K% SecureDoc 7 /N A A& 2 —HF — DR
PIN/Password with SecureDoc AT—REREALET,
device owner user’ s password

Authentication method BitLocker ¥ D 7 ) 7' — FRRAE A BIN L 1256 BBAE/IEZERL *
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+ TPM only (auto-boot)

+ TPM+PIN

+ TPM+USB Startup Key

+ TPM+PIN+USB Startup Key
(incompatible with BitLocker password sync)
BitLocker /X2 U — R & MR H Y £ A,

+ USB Startup Key only

- Password (no TPM)

[0 additionally, allow independent
USB Startup Key

SHIT, ML/ USB 24— 7 v F—2FHFA LET,

[0 Allow Password as a failback if no
compatible TPM available

MO H D TPM Bl na, NAT— REFA L ET,

BitLocker Conversion Options

BitLocker Cipher Type:

B EAE T LS R AERIRLET,
- AES-CBC 128-bit
- AES-CBC 256-bit
- XTS-AES 128-bit
- XTS-AES 256-bit

[0 Enable cipher configured in profile
during installation if BitLocker
already active

BEIC BitLocker A NCHESNTWAEE, A VA h—/LHIc T a7
7 AN THER SN2 BT LT X AEZHDHTLET,

Enforce Drive Encryption Type:

BV X —EWE LT Ao, AR O AR SLT L EIRL £5,
BEIZT 4 A7 RICEE 2T — 2035 541X, [Full Encryption]Z 8 L
=7,

Drives To Encrypt:

OSDA VA N—NENTZRTATDIH, HDHNNIZNLSND FT A4 T ¢
B b9 200N L E9,

Drives To Be Excluded:

WAL AR LI RS A T E A LET,

Advanced Options

[0 Install SecureDoc encryption on
devices that do not support
BitLocker

BitLocker % # AR — F L2734 2D 4. SecureDoc 2 k%Y 7 |k
7T b ER I R VnET,

[0 Use hardware encryption if
available.

N—= R =T LLDE 5t KZ A4 7 (TCG Opal 72 &) #®mam L =%
4. BitLocker OgEEALT L TY AL E B Y T N7 =T TORELITE
b3, "= Ry =T v ol bR AR L £,

BitLocker Tamper Protection

[0 Prevent unmanaged decryption

o —HF—(Z X % BitLocker @l & A1k L £ 9,

SecureDoc Enterprise Server Version 9.1 V77 L > A~v=a7 )b
© 2024 WinMagic Inc. All Rights Reserved.




WinMagic
SecureDoc

\ x

[0 Prevent volume protection
suspension

i A

FRA ZADRY 22— 5 L~L T Bitlocker # 2 2 REHEH A,

[0 Disable BitLocker management
application (manage-bde.exe)

= —+#—|%, manage-bde.exe EITr[RE 7 = 7 7 A (BitLocker % M%)
IZ L= W EHE LY T& % Microsoft V— 1) ZATER< £,
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[Credential Provider]

Windows %1 > A IZBT 5 E T, Windows E#? Credential Provider (Z LS o ¥y v 7 aXf X —) »nb
SecureDoc Credential Provider I2ZEFE L F4, > 7P A 4 (SSO) ICHRELEF 4 5121 SecureDoc Credential
Provider A LT,

SecureDoc optons X

Credential Provider

S Define whether credentiale entered at Boot Logon automate wser's logon into
Nelim A ni.
,.‘{‘ [ Automatically log in to Windows with Credentials entered at Boot Logor
Communication ! g Can &g mn=on with Smart

a

Ndcres scfesritial B " | f =it [ {e=
[ [ ) ! \ Ty [ 1 U p l

BitLocker Management

!ﬂ' Defne how SecweDoc credentias are used to authenticate at Windows Lc
Crediential Provider CUse SecureDoc credentials to log into Windoy ‘
- Addtional options for token~based Authentication

Media Encryption

(1 Ondy users having SecureDoc Credantials may log in at Windows Logon \

A
b and ather confiqured services |
SecureDoc Rl } \ \ . F ¢ al [
Encryption Aael b LAl SIS W1 N i WINSHSTWORA | ke SRLVE » = }

Muti-Factor Authentication ‘

A e ClEnforce Two-Factor Authenfication for Windows Logen \
’ [CIEntorce Two—-Factor Authenfication for Remote Desklop devices
Hardware

Authentication
-~ (] Add SecureDoc Logn enhancement to Remote Desktop Ch
o :
u = ) ’ 18 | Lr““, r
Trusted Devices - '

Password Manager Options

cnabls
|

oK Cancel

EI!

\ r

Define whether credentials entered at Boot Logon automate user’ s logon into Windows

O Automatically log in to Windows with 7 T — FNERECOERE R A M LT Windows (2 H B AJIC o
Credentials entered at Boot Logon A4 LET,

[0 Users can single sign-on Smart Card | A~— I —RERF =27 V2T LT, oIy ag 4
or Token vEFMBETEET,
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[0 Automatic login to Windows will time
out after X minutes

glﬁl(l

7|

Windows ~O BHEN VA A iE X BRI H A LT U MLET,

[0 Configure Windows Credential
Provider as last logged on user’ s
provider

B A A L= =% 7 LT vy LT a o B —DRER
WAL £,

Define how SecureDoc credentials are used

to authenticate ad Windows Logon

[ Use SecureDoc Credentials to log into
Windows

SecureDoc Credential Provider %z {#i 1 L T Windows (241 >4
v LET, Windows A > A v ~Dtx=UF 4 2L LET,

[0 Lock computer when token is
removed

USB h—7 v %< &, Windows #a v 7 LE7,

[0 Only uses having SecureDoc
Credentials may log in Windows Logon
and other configured services

SecureDoc Credential Provider T» 7, Windows 3 X OV D1
DEEEFHF —E AT A A TEET,

SecureDoc D = —W—THHMLENRH Y, Windows HEH#ED 7 L7
vuxTa g X =1 3fHTE EEA,

[J Switch to native Windows logon in
home network (SES server is
reachable)

SDConnex @G H[AEZe kv N U — 7 BREETIX, Windows fE#E D
JULT vy AT anN, X =80 ELET,

Multi-factor authentication

[0 Enforce Multi-factor authentication for | Windows %1 > 1 I HERGE2m A L £,
SecureDoc Windows logon (SecureDoc Credential provider)
[0 Enforce Multi-factor authentication for | Windows %1 > A IZ L EHERAF 4w L7,

native Windows logon

(Windows Credential provider)

[0 Enforce multi-factor for Remote
Desktop connections to SecureDoc-
protected devices

SecureDoc THR#ESINTZT A A~D I E—K T AT kv T Hf
%gﬁuuuﬂ:%ﬁ F:!?FH Lij_

0 Add SecureDoc Login emhancement
Remote Desktop Client

UE—FNF 22 727547 M SecureDoc = 7' A > DYEIE

BERE A BN L £ 9,

0 Authenticate to Remote Desktop
using MagicEndpoint-requires no user
action

MagicEndpoint ZfifH L=V E— |k 7 A7 b v 7 ~DFRiL,
=P —DEAEITRETT,

Password Manager Options

[J Enable Windows password auto-fill to
third-party applications
(with a hotOkey combination)

H— R =T BT 7Y r— g ~D Windows /S 2T — KHE)
ANEHENZLET,
(FAy hF—oflAsGbEdrs@EHALES, )

[J Enable Windows password rotation
upon auto-fill

H & A 2 Windows /X2 U — Koo —F— g VA2 HNIT 5

[0 Automatically rotate Windowd
password upon auto-fill

H &) A JJiIZ Windows /2 U — R&ZH#Ice—F—y 3 v LE

T
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[Media Encryption]

UVA—=NRTNRAT 4 T Wb T 5RE

SecureDoc options X

Media Encryotion

@ Remoavable Media Encryption (RME) Satfings
General Automatic or Menusl Encryphon
4 | Automatically encrypt removeble medis when itis connectad

U8 | Aliow manual remavable media encryption (fom coriest meanu)

Communication Encryption Method

2

BitLocker
Management

Credential Prowider

=

Media Encryption

Sromp

Pratarred Key for Media Encryption
Ll: Browss

SecureDoc File
Encryption [T Allow user to change the dafault media encrypton sattings

[—f Encrypted media can be accessed wh o password

LY

[_' Prevant using the davice key for madia ancryption

Advanced Options [TJLog RME ections/changes 1o AME auditiog

Al bhuncate Se namnes in logs
d"“..
Trusted Devices
[C1Enabile Comaner COOVD encrypton

\ o

Automatic od Manual Encryption

O Automatically removable media when it | U A— 70 2F 0 73k X5 & AEICHEB(L A BtE L $ 9,
is connected
O Allow manual removable media AVTHXFARNAZa—EERLTAT 4 T2 FLLET,
encryption (from context menu)
Encryption Method

O Full media v A VLDVTAT 4 T R L L £,

FE a2—P—RTAT A T 2RAT 5. KOXMERDHY T,

AT 4 TIEHEFER TR SIS TS, HDHWVIFNAT — R TR
EIXh Wbz b,

F XA AZ1E SecureDoc XA VA R—ILENTWS Z &

O Container-based (RMCE) AT R=ADK BB IR NET,

F A=V —RTAT A T 2hET 56, ROXMERH Y 7,
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AT 4 T EERTHELENTND, HDHOELAAT — FTH
I TWDHZ Ll

O Free space to use

2T WL O A R E L E T

O Encrypt entire space and move files
into container

BEE T OFEBE LTS LET,
BEBALRENC T — & iR L, WER{btk, T — X 2 bz A7 «
TIZELET,

[ Securely format removable drive

AT IR ARG T SIS AT 0 T AL L £,

Custom Prompt

WL E BT DRI, A v — VR RRTEET,

Preferred Key for Media Encryption

AT 4 THESIHER T 2@ E2HBELET,

(1 Allow use to change the default media
encryption settings

AT A TS ORENEOEEZHTLET,

[J Encrypted media can be accessed with
a password

Wb AT A 7ICNRAY = RTT 7 EATELXIICLET,

¥ Full media THBAL LIZAT A TIZT 7 B ATEH5M4L LT,
SecureDoCc XA >V A F— L XN TWVWIMLERD Y T3,

[0 Prevent using the device key for media
encryption

D= WP N RAT ¢ TSI T 28%, 7 4 27 ORESALICEH L
LIS S ET,

[0 Log RME actions/change to RME
auditlog

AT 47O T EEZELET,

[J Obfuscate file names in logs

o JHNO 7 7 A VEE L LE T,

[J Enable Container CD/DVD encryption

27 FHES T, CD/DVD 2 H{bTx 5 X9 LET,

[SecureDoc File Encryption]

T A T ANF ST G EORE

SecureDoc options

Generat

fzs
Communication

!

Securebac File Encryption

BitLocker
Management

[T TUsers may encrypt specific Files and Folders
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[0 Users may encrypt specific Files and BEDTZ7 7 ANE T HF N T EREF L TEET
Folders
O Active “persistent encryption” Persistent encryption Ckfchy7ekE51b) =B L ET,
0 Uses may manage list of Applications Persistent encryption CHR#EI NI E(L7 7 A VD, = —H
that at access encrypted files —IE. VALV RIZERALRRER T SV A — g D) A N EE
HTxET,
[J Allow users to decrypt and encrypt files | Windows =27 A b A=a—%2HLTT7 7 A VL EHESLB X
using Windows contest menu MBI TEDL LI LET,

[Advanced Options]

ecureDoc options
5 D t X
Advanced Options
General /| Enable sending of user's paseword and Self-Halp password recovery answers o SES
" UseyDate info from token cerifcotes will appear in dinlogs/lists to aid identification
31‘ jSecmeC‘»:«: icon will not appear in e system Yay and notifications will be suppressed

| Suppress SecureDoc nosficaton messages
[ | Show users’ aufieniceton answars text n SES Console. o3 aid to Administratar

Communication

&. | Unlock SalbEncrypting Drives (e.g OPAL TCG Entergrise) when system resumes fom Sieep made
BitLocker Unlock SeifhEncrypling Dehes whs lam resumes from Hybnd Slee
Management Dec . 20 wi to! ® Ererpnee Digital Fen anabled
ﬂ 7] Pemmt'Windows acdministrators to dirsctly modidy SecuwreDoc copfiguration files on chent devices

< ‘Windows Accounts
Credential Prowvder
Naw users wil be protected with random password
6/— Boot Key Files Optons
[_| Crasts Boot Key Files tor locel users detected on device

Media Encryption
,——} Create Boot Key Files for AD usars detectad on devics

1 =
HE { ]Cmdm Personal Key Files for' Windows users detectad on device
SecureDoc File Logn F ol Ko Fies atompcs
Encryption | 0 F Flioa v vrelloc pessword

|| Create accounts tor AD users only

X [ | Display Boot and Persanal Key File popup messages
Advanced Options L IDusple : s -

Exclude the lollowing sccour(s)

SacureDoc Bool Logon Ausc-Adapt

Hardware .
Authentication | Instalerwill ausc-adapt to desvics specifictechnologies
St Susteasiul commpshbl |y fe af will pecesed 0O Jnstnlistan ] encrypthon
it | S A = Oy P s
Trusted Devices ¥ a device is detarmined 1o b2 incompatible. SecureDoc will
Mak #1g acs a4 ncameatble ant unnsiall

corcn
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Enable sending of user’ s password
and Self-Help password recovery
answers to SES

glﬁl(l

7|

=P —DNRAT— RN T~ LT DA% % SDConnex #4 LT
SESDBIZ%EY F 9,
BT AT Y SR

—IAAFERE TIE IR W Z T EE A,

User/Date info from token certificates
will appear in dialog/lists to aid
identification

b= VREEO =Y —/HHERN XA T r 7Y X R
oy A NHERR LET.

ICRRE
BRI

SecureDoc icon will not appear in the
system tray and notifications will be
suppressed

VAT A ML AIZ SecureDoc DT A 2 ERRIEERE A,
BALMIELERIEEEA,

Suppress SecureDoc notification
messages

WAy E—Va M LERIEEE A,

Show user’ s authentication answers
text in SES Console, as aid to
Administrator

BEHE OMBE LT, SES oy Y —LiZ
&% For S ET,
HAFERE CIXZRAWEZT EE A,

Z—HF—DE)N T~ T D

Unlock Self-Encrypting
Drives(e.g.OPAL, TCG Enterprise) when
system resumes from Sleep mode

HOl St R74~7 (TCGOpal) T, AV —7E— R &FfiT& %
oL Ed,

O OAV—TE—FOfHIIHEIALETA,

Unlock Self-Encrypting Drives when
system resumes from Hybrid Sleep

Hom 5t R7 47 (TCGOpal) T, "M 7V y FAY—=FE—F

R TEL LD LET,

Devices may Sleep when Intel
Enterprise Digital Fence is enabled

Intel Enterprise Digital Fence %4 — K~ L 79,
Intel Enterprise Digital Fence Tl&, 7 /34 AR EHE T %
TUA T w758, AV—PRHEESAET, LoL, RER

HOHENREEETES LAN BRWEA. KR TE ﬁﬁﬁ nE
7,
Permit Windows administrators to Windows EHH N7 F 4T > b T34 A2 LD SecureDoc %€ 7 7
directly modify SecureDoc configuration | £ V& BHEAE 52 L 2Ff LET,

files on client devices

Windows Accounts

Boot Key Files Options

[0 Create Boot Key Files for local users
detected on device

FNRAL A TRl SRz —h L a—Y—mific, 7 —
WEAERR L E T,

F—77A

[0 Create Boot Key Files for AD users
detected on device

FNA A TR &N AD 2—Y—mitiz
ERE L £,

T—= b X—T 7 ANE

[0 Create Personal Key Files for Windows
users detected on device

F A A TR EN T Windows - —H—[\if iz,
77 ANEERLET,

IN—= VT F—

E OV bRBEEFAT - —TIIERA L EE A,
F1Z Only encrypt Removable Media (RME) | [f]i} T,

O Login Personal Key Files
automatically

BAF—T77A0icEBI TR A LET,
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F VT FREEFMT 22— —TIEMEALEE A,
T2 TOnly encrypt Removable Media (RME) | [/} T3,

O Login to Personal Key Files with
SecureDoc password

SecureDoc D XAU— R CHAHF—7 7 A 1ice 74 LET,

A OV T FRHEEFHT S 2 —F—TIIEH L ET A,
+(Z TOnly encrypt Removable Media (RME) J [A]l T3,

[J Create accounts for AD users only

SecueDoc DT 17 v MERKZ AD = — Y —IZ[RE L £9,

[J Display Boot and Personal Key File pop-
up messages

EEBIOSR—=YFALX—T 7 A VDR FT v T Ay —%FoR
SR ET,

F OV RAEEFAT S = —TIHEA L EE A,
{2 TOnly encrypt Removable Media (RME) | 1) T,

Excludes the following account(s):

CZTHRELET T P EKR L £ AL

SecueDoc Boot Logon Auto-Adapt

[ Install will auto-adapt to device
specific/technologies

Successful compatibility test will
proceed to installation and encryption

Stop after Pre-Boot compatibility test
and report results only

T NA ANZEF OB EN LI E, BEITERZ#EIG L TA A b
— L LET,
HEMET 2 MCkzhd b &, 4 v A h—L LS bicEA F
T

TN T — NEEMET A MRIZA A ML EEIE L, RO A
ZLR—hKMLET,

[0 Allow a less-featured boot-
loader(PBU/V4) to be used if PBL(U)
is not compatible

UEFI 5 A R[N O T —bua 747 a5 5@ PBLWU) & HHHR
RWHES, A7 —trasF a5 5 PBUVE 2 TE 555
I LET,

If a device is determined to in compatible,

Switch to SecuerDoc BitLocler
Management (SDBM)

Mark the device as incompatible
and uninstall

SecureDoc will:

T—hrualFrTFa 550 PBLWUU) & HER WA,
BitLocker Management |Z8) 0 B x £ 7,
#HHTic. BitLocker Management % iE 2N 4B T,

HEHMEONT N4 AL LCiRgkL, 7oA A =L LE
ﬁ—o
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[Hardware Authentication]

NRAT = RUHNDFHET, =T 7 A NVERET HHRETT,

SecureDoc opbons x

8’ " H Fowars Authentication

Geneaal
g PM Protection for Key Fies (for devicas with TPM avalable)
=3 - .
Communication Create key fies protected by TPM and PIN instéad of a password
i IPM support 15 ensbied. If TPM Chip 5 disatied or renitiaized, user Key fes with TPM

protection wil be Iocked. For more nformation, pease refer to the user manual recardrg M
fitlocker Maragemers

q FIN compiessty rnies 7 Alow alpha characters in PIN Minimum PIN length; (©
Credental Provoes
o~

Meadia Encryption

i Ask users to encoll QTP protection on their phore
SecureDoc File Requires enabiing MagicEndpaint in Cammunication ophons
Encryptan

Tnsted Dewces

Passwird hased Key fle Wil be crasted n ramote nstalation, wWhen user 10gs in first
time, nalde wil be asked t0 insert token and change protechon method of the Key

Token typa

Protection
\ x 8 | s
TPM Protection for Key Files (for devices with TPM available)
Do not use TPM - TPM ZfEH L £H A,
Automatically TPM-protect Password- - NRAU—RTCRESNTZXF—T 7 A L% HET TPM {R#ICE) 0 B
protected Key Files ZFET,
Create Key files protected by TPM and « N2 —=FKOMRHYIZTPM & PIN TRESINZF— 77 AL
PIN instead of a password ZAERR L E 9,
PIN complexity rules:
O Allow alpha characters in PIN PIN (952 3Frl L7,
Minimum PIN length: X PIN & (/)
O Allow Mobile Devices-based Fw hU—=7 B LB AR NNT AN, AR—ZADFFEEFFA L&
Authentication using Network 7,
O Allow Mobile Device-based Av—hF T7Hx N2 L D b—7 2 (Bluetooth) i L7z 41
Authentication using Phone Token TN AR—=ADRILE AT D
(Bluetooth)

O Ask users to enroll OTP protection on Z— W |ZHERERE O OTP (REEZ GRS 5 L O KET 5 WEA4 7
their phone Requires enabling .... a > T MagicEndpoint Z# & 2 BN H D £,
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[0 Default to use “Key File on Token- T 7NV NTIE, b= v R_R—=ADRHE/HIET [XF— T 7 A1) &
based protect/authentication fERHLET,

[J Key File supports both Password and F=T AL NAY = RE b= 2 R—= R OREFEFED W 5 %

token-based protection/authentication YR—hrLET,

[ Once token is used to authenticate, =T 7 ANVDOWEE b= U EMFHTHZEE L, NAT—RNITK
Key File no longer supports Password | 2#aE&hic LES, F=v 72 AN L, 7V 7 — MNEGERFZT
4 A7 TERL, b= EBRBLET,

O If “Key file is on the Token” , 7Y T — FRRE T — = RREERAE AT L & 7Y T — NEGE
remember key file to be used nexttime | 7R/ I LIFXF—T 7 A N EV—F LET, F—T 7 A NVBT 4 A
WTERS b= Il 256. TR EBIEET,

0 Ask user to switch from password to INAY— RCRRESNTEXF—T 7 ANV E h—0 VCRETLHX—T 7
token protection ANTEBRT D ENTEET,
ZOF T a v EHERATALAX, W h—r v F A TERIRL T
Token type BLYMERDH Y £,

Protection method
[Token type] TlE, FNAE DU A=a—0bMHHT S h—2 &%
RLUEF,
[Protection method] IZ F— 7 Y lOZEIZH O F T,
- Use token RSA Keys
- Token contains PIN
- Use Certificate on token - +— 27 »iEH &
- Use Certificate from windows store
- Windows A k7 7/ & D FER &
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[Trusted Device]
IHV H - B S{LEERERT USB A £ Y 72 ¥ %, SecureDoc @ [Media Encryption] TEfBbENT=F 1 % LREEEIC, F

HENTT A ZELTHI KOTHRELET,

| SecureDoc options

-
General

s

Communication
BitLocker
Management

€

Credential Prowvider

Trusted Devices

Vandor Name VendorlD  Product Name ProductiD  HWE Type

o

Media Encryption
edia Encrypti Add Remove Clear Impon Load Default List

i
SecureDoc File
Encryption

b

Advanced Options

Hardware
Authentication

Trusted Devices

" H o H
<Add> K% v <Add> 7V v 7325 &, BREFikz@BRTIET,

Add trusted device wizard

Select to authonze an inserted device, or manually enter the details:

O Authorize a distinct device (e.g. Kingston DataTraveler 2.0 with serial number 1234)

(O Authorize a device by entering PID and VID mamuslly
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O Authorize a distinct
device (e.g.Kingston
Data Traveler 2.0
with serial number
1234)

o A

TNA A% SES A Y —MZHEHRE L, RRSNIET A ZIE HOT S A& gk L%

V(j—o

Adc trusted devics wizard

Select a Dovice to Authorize

Vendor Name Vendor 1D Procucy Name Product IT

[_] Sham préssousty connected cevoes Mardware Encryption: Private

< 2 %7 ok
O Authorize a device FEIAS T, T34 ARG LET,
by entering PID and .
VID manually SUELIVHEE Gevie sy
Please smer the \eodor Name 1D, Product Name and 1D
Yerchol
Vendar 1ID:
Product
Froduct 1D
HWE Type Prraate
mzm | =7 || s

<Load Default List>

WEEICERICTE 5 SED U X h&FIH T 5121%,. <Load Default List>
F9,

z7 Uy L
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2.2. Boot Test and Color

7Y T — MRAEE TERNTDEHA AN A YA ATEET,

Boot Text and Color X

Preview

| ol 1 2

s
:.
:
;
a

Header

Key File Prompt

Fassword Prampt

Lock Prompt

Challenge/Response
Frormpt

Edit Boot Messages

Feset Boot Messages

Background Theme:

Update boot-screen background image when updating Boot-Logon Modam o

Irnport Customized Text Caolor « | “Customized hackgrounds and text colars anly apply to
Background —— computers that suppart high-resolution at boottime

o

BETEE

Header WM E  SecureDoc Boot LogOn

Key File Prompt 2—H—IDEANTHEAICR AT HXTEHRELET,
WL E  User ID (Enter for default---) :
% 1 Bl 2 —%—1ID

Password Prompt NRAY—=REANTHEHBICERTDHDUTEHRELET
VIR E  Password :
7% NRAT— ]

Lock Prompt B CID £ 723X AT = ROBRANIBH > B AICERT I T 2R ELET,

WIERE

You have incorrectly logged into the computer. If you know your

User ID and password, please press Ctrl+Alt+Del and try again.

If you don't know your User ID or Password, please contact your Help Desk
for assistance.

w2 e Pl
MiE-7~IDH LS I RNAT— W AHSNE L,
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Ctrl + Alt + Del ##f LT, I L, AJLELTLEI0,
HL, NRAT—=REENTLESEE, HLRNO~L T T 27 (ZHE L7Z &0,
M, MSEICRLEZRFEIND L) RBEHRORIITHERE L A, 8%
Challenge/Response Fr LUV VL ARV AR RS ELUTFERETEET,
Prompt
Edit Boot Message T— A=V EREETE ET,

Rl 7p BEER 2N IENR Y | @ E I L EE A,

J Update boor-screen T— a7 A OB, B e TR L ET,
background image
when updating Boot-

Logon
Background Theme: Classic :[HZ A 7O 7" ) 7 — b 38 FE M ifi
Modern : @ EEICKE L7728 LW U 77— 38 AEH i
Import Customized BTROBEBEEETETET,
Background Ty ANERIT, 24y O bmp 7+ —~ > |
Text Color Lt EERTEET,

SecureDoc Enterprise Server Version 9.1 V77 L > A~v=a7 )b
© 2024 WinMagic Inc. All Rights Reserved.




A WinMagic
SecureDoc

2.3. Boot configuration

[General]

T—hustrrus s hAO#EERE

Boot configuration settings X

General

[ IMask keyhle input (=)
[ |Force userto input User 10 et legon

=1 ;] Pess usar credentiols to your integroded sign-on DLL
2o [ ] Changs PCMOIA 10O addrass # zero
Keyboard layout [ |SmatCard + password suthercotion; User D is darved from Smert Card used in Windows
- [Z]Enable SUSAM [T Enable SUSAM for UEF)
+

[ Alow Userto Crypie-arase device st Pre-Bool uting keystroke sequence Caemwrew Sanr
Advanced Options V] Protact Auto-Boot with TPM it TPM suntsble/svsiable
—l Dizable Aso-Boot preventing bypass of Pre-Boot Authestication

i
= 7| Enabla silert Auts-Boot (bypass Boot Logon suthenscation)
Netwaork Access [ |Farce permanent Auta-Soot (never digplay boot lagan)
Control [ o

Aflow user 1o ko 1o Sacursios Contral Canter without

nahes IBDOO! maching atet ramole commana a« sien lorced par nt i\ t
Maximum number of permittad telled iogns of Boot Logon 15 :
Unatiended devices left at Pre-baat wil auto powear-down after (max 60 minutes) 0 : |
[¥] Enabile touch suppon
Smancard reader ype Ass
Memory mappingbase | dB000A00
MBR accass mode 0
Virtual MBS Yas ~
Special BIOS mode No v
Special ¥ Mode (Hex) 0o
Legacy Boot Loader LUEF] Baot Loadler
() Use V5 BoatLoader anly @) PEL): Notve UEF] pra-boot emaronmeant
Detault to V5 Bootoadsr, with opton 10 use V4 ) PBLU: Linux pre-boot for UEF] devices
Ls= V4 BoatLoadsr only -
() Defaiit to V4 Bootoade: with opson 1o usa V5 >

O Mask keyfile input (*****x) =D AN LEXTRT ALY A7 ICEEHBZONET,
(NRAT—=RIET 74NV FTHEICZOFETREINET, )

0 Force user to input UserID at login T—btu A= —ID DA NNBLTHEL TS,
BIRL TWRWGS, 7740 FOa—F—IDIIA N Z0EE LE
A,

[0 Pass use credential to your integrated | # &1 v 4> DLLICERZ L7 v vy v EELET,

sign-on DLL SecureDoc /6 D/XT A —F —%FHRT DH L D ICEE Iz DLL 23
Ho, ZFODLLZFEHL = s FrTCAhShZa2—)—4
LAY = RERGT 258, 2047y a il F=y 72 AVE
T, BEIIEALEREA,
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[J Change PCMCIA I/O address if zero

o B
jﬁbuﬁﬁyﬁ ﬁ%PcwmmaA)ﬁﬁﬁ%EMT%@w%
A, 7 FLURIEEICHENR D FEMERN BV £, iﬁ_ LElicko
<l SecureDoc'CTl\l/xé’*ILUrﬁm'C% iz, J—h

PC ®» PCMCIAI/O 7 KV A&FT 7 5V 7T ]<‘1/7\ 0)
DO000000) IZAEETHZMERH Y 7,

[0 SmartCard+psssword authentication;
Use ID is derived from Smart Card
used in Windows

SmartCard+pssword #EiE DA, =—¥—ID % Windows Cfti H
ENTW5 Smart Card 705 I L £,

[0 Enable SUSAM

N= R =T RNT Y7 — MNEREICY R — F ST A0 E 5 R B 7
i'?ﬁlrk?‘:': v J %Aﬂiﬁ—o

0 Enable SUSAM for UEFI

UEFI F A AT, N— R =T RS 7 — FREEICHR—FENT
HMEIDARBERBEICTF v 7 B ANET,

[J Allow Use to Crypto-erase device at
Pre-Boot using Keystroke sequence

77— FERGEH E T, Crypto-erase # E{TT& A X2 LT,
Crypto-erase # EITT 5 &, 7 /3A AL EbF— 73>‘¢i'J[%%ézl’b\
TR ARG £,

J Protect Auto-Boot with TPM if TPM
suitable/available

TPM 23§ U0\ rlRE 7235 E& . TPM CA— b7 — h &R L £ 7,

[0 Disable AutoBoot preventing bypass
of Pre-Boot Authentication

7 — }‘7“— l\%’%ﬁﬁ%ﬁ%’?ﬁ&l LT\ 70” 7““_‘ ]\nLuJIU)/\/l)/\X%}_’ij%jE
7

[J Enable silent Auto-Boot (bypass
BootLogon authentication)

— M7= MERREADICL XTI,
FrxyrEAND L, a—PF—RELET—rr A&l L CGRIES
NTWRWEETSH, A= 7= FEFTTE DL £,

[J Force permanent Auto-Boot (never
display boot logon)

F b SNTZZ TA T bO2—F =1 LTT VU 7 — FEGEE R
SHFEFHA, =PIl EEBY O FHET Windows (251 1
LET,

Select Auto-Boot account

F—hrT7—=rTHEHTLZT IO FERELET,

[J Allow user to login SecureDoc
Control Center without password

afduJLit LTCSecureDoc = hue—jbb o Z—icn /4 Tx5hH L
INCLET, WAL= T — "B EDRT AL RZEHA L ET,
ﬁ~h7~h@%ﬁ\n~f~@%~774w%ﬁ%ﬁ¢ IFETEN
5=, —¥—% SecureDoc = hu—Lk X —lca /AT

X7 ET,

[J Automatically reboot machine after
remote command activates forced
permanent Auto-Boot

SES 76 U T— h 3~y NTKFRRA— 7 — MEREZ A2
e, v~V BEBBNICHEEDHL T,

Maximum number of permitted logins at
Boot Logon

7T — FRAECHFAI S NS 1 7 A VR OB REZ 3 ETE £
. BREFTRESNERBUSETST D L ﬂP~77’/f/v‘:LEI@UFI‘N:H
7 ENET,

fE r15)

FRAL ZDa 7 HRETHICIE, BHEX— T 7 A VEITRY
— RUINYRRETT, JlOF—T7 7 A N0Tal AP LT
ATH, vy 7 ENEF—T77 A NVIIBERENET A,
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Unatiended devices left at Pre-boot will
auto power-down after (max60 minutes)

glﬁl(l

B
SecureDoc 7 7 A 7 FDOEREA AL THE—ERRNIZ = —
F—FRREDM TN TG A, T AV R T LET,

COWEEEERT 254, BERM () 2ZANLET,

[0 Enable touch support

T T = RIET, A A7 V=0 F—R—FZ2HaRI L £,

Smart reader type

7Y T — FEBGERE, h— U EERCE WA, T—tr st
077 AN =7 ) == RBETERNZENFERNO1 2L LT
ExONET, ZOLIREE, V—¥—0% 17 (USB, PCMIA,
Seria) # {8 &3 5 Z &L CHIEHARBETZ AL ENH Y £9°,
(¥ 7 4/ & Auto)

Memory mapping base

7 T — NRGEEE, T — b /AN PCMCIA ) — 4 — & i T &
RVGE. TARAADAEY =y B ZICMEN S D AREMENH D F
T, TOLIBRGE, TAALAZEDETAEI vy BT DT R
AEBEELET,

WinMagic 7 7 = bR — MM L 72 ECTRIH LTS 72 &0y,

MBR access mode

Master Boot Record ~® 7 7 & Z 2[4 % #Hl#E 8 Al g T,
BIOS i} OHERETJ, UEFL 734 AT ORETIIH D TH A,

[7 7+ A%—F 0]

o7 m 77 A MBREZEESERWEIIZHREL ET,
[77EAE—F 1]

MBR DZEH 277 L £ 7,

[77®AE—F 2]

MBR ~DEH#E/ELZ L L5 L LTS 7 u s I a%#EL T, MBR
MNEBIIIEFEINTWRVDIZ, BEISNTND LRI EET,
(FEALHERENEEA)

[7 27+ 2E— K 3]

R—=F 4 a T —TVDOEFLZHFALET,

Virtual MBR

PR 7 — b L a— FORET, WICHHHREME Yes) OEFICL T
BEET

Special BIOS mode

N=RT =T DAy ha—7—RNF A ADRENCHELE 2 T\ D
el L ET,
WinMagic 7 7 = VAR — MIFRE L 72 ETRIH L T 7230,

Special Y Mode (Hex)

MBR OESENAN. 2 A H T A MLENH AL AEICHER L ET,
WinMagic 7 7 =R — MIHH#K L7 ETHH LT 7E S0,

Legacy Boot Loader

BIOS 7 /31 AW} 7 —htua k7 ar T AR

[J Use V5 BootLoader only

V57 —tmr Ao 7ars I 508 ELET,

[ Default to V5 Bootloader, with option
to user V4

V5 7 —turtrra I aE2HL, Ty ) ELEfETE a0
LEXWIAVA T — s drIa s b7 4 —ANy 7 & UTHER
THEIICHELEST, (T 74V MEE)

[0 Use V4 BootLoader only

HV4 7T — a7t a5 0OhFELET,

[0 Default to V4 Bootloader, with option
to user V5

HV4 7 —bartrorar7Irz2EHL, Thnd) ELEETE A
Wt EIZVS T —ha sl ornl o hhET7 =Ny 7 L LTER
THEIOICHELET,
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i B
UEFI Boot Loader UEFL 731 A[Eif 7 —btartr7a s T A0siR
[J PBU: Native UEFI pre-boot TI7ANNOT — b u st rTa s g A

environment

O PBLU: Linux pre-boot for UEFI devices PBU TIRHEFICE/ELZY, HDOWET— a4t o FlcA~<— |
— R NIC 2ZEEL 72 W4, PBLU ZBH LI ES 0

Maximum number of failed PBLU boot PBLU D&% & CRENCKIT 254G, PBU ~HEIRIZEID x5 2 &
attempts permitted before Pre-Boot PAATRETT, PBU ~I 0 %2 210D PBLU TORITIRIH 25 E L F
switch to PBU R

[Keyboard layout]

F—R—FLAT U MNIETLIRE

Boot configuration settings X
i.' Keyvboard layout
Sl It your keyhoard layout difters from the English (US) OWERTY layout tor entering Lasn characters, it s

possible lo get boot logon 1o remap your keys This oplion &xsts primarily or some Westem European
kenhoards and Dvarsk keyboards that change the locaton of Latin characiers. Most mlematonal keybosards
keep he OWERTY isyout in addition to the fayout 1or thes own langusge so this oplion may not be required

l~

Keyboard layout
~ Detoult Keyboard Layout: | English [United States)
L
- [ lAutomancally detect kevboard tayout when installing Boot Logan

(Note: SecureDoc will only detect keyboard layouts mcluded i the above selection)

[} 8upport Foreign keyhoards

Advanced Options

[CIwhere an On-Sceen Keyboard applies, it will begin minimaed at Pra-Boot

gﬁl‘l

\ x & | .

Default Keyboard Layout: TNED A ma—L 0, TS RACEDEEHEOF—HA— LA
TUREERLET,

[0 Automatically detect keyboard layout SecureDoc O A > A Fh— VBFICHBIMICF —HR— KL A7 U h &K
when installing Boot Logon ML ET, BAGEF—HR—F, US ﬂ?~f~ R7p L, HBipsn ¥ —R—
RUAT T RDOTNAABFIET DHEIHHNTT,

ELWF—R—=FKL AT U haRETERVEGAIT.,
[Default Keyboard Layout:]
T, WE ¥ —FR—RFLA 77 FZBIRLTIEZIN

O Support Foreign keyboards English (United States) LSt DAMERE ¥ —HR— NE&fEH T 23
G, Tzv 7B ANET,

0 Where an On-Screen Keyboard applies, | 4> 27 UV —>r%—R— R FR#EHIN 256, 7V 7 — FRGEE
it will begin minimized at Pre-Boot T, m/MELET,
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[Advanced option]

WH, RETOLEITHY AL, REEFETDIHET, 77 =DV R—FMIHRLEZETE IR TZE,

2z
Boot configuration settings X
g Advanced Options
v Advanced Boot Settings
General &
( WARNRNG! Flease cansult WinMagic Techmes! Support before changing any Advanced
- Boot Settings!
Keyboard layout X Start (440 * Attar 0000
i~ | XSize. o0 | ¥-Moda |45
y;
|5 ¥
Advanced Options OVOmode: 0
\\l“) Boot Peramatars

Network Access
Control Pra-Boot Festures

[ JAgvanced ATR Made (not recommended for mos1 cards)
Device wil attempt 1o contact PBConnex Sensers for & maximum of 20 saconds
UEFI

[l Use UEFI BocOrder

[ Use UEFI diver hook

[“]Fores Dwect Boot 1o Windows

Transter Key 0 O3 in RAM

|_IWab Browser Detault URL

Root CA Canificata ( car oaly) Stowse

Intarmadiate CA Cartdcate { car only) Brosze

PEConnex
[CJHide the User and Password entry fislds during sutoboot

I—_‘i Dawce will not respond so netwark pings untl Windows has started

Advanced Boot Settings

X Start: T 7 4V FRGE 5 040

X After: T 7 4V hiRE ; 0000

X Size: T 7 4V FERE 5 7¢40

X-Mode: T 7 4 NRIE 5 45

DVD mode: 0

Boot Parameters: T—tbturstrras T AR, CZTRELERTA L —EEITLE

7

Pre-Boot Features

O Advanced ATR Mode (not ZA~— hH— KT, Advanced ATR (Answer-To-Reset) % H&hic+ 55
recommended for most cards) | & (1T A DA — RIZIFHERINETA)
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Device will attempt to contact
PBConnex Service for a
maximum of X seconds

i A

PBConnex ¥ —bE A ~DO#Efiz kA D ERELET,

UEFI

[J Use UEFI BootOrder

[0 Use UEFI Drover hook

[J Force Direct Boot to Windows

UEFI D7 — hA—X—% M L.
1. SecueDoc Boot Logon
2. Windows Boot Loader

JIEZ 1726 EE L ET,

UEFI D R T A= T ¢ v 7RG ST D UEFT 7731 AT O E
T9, UEFI RTANR—=NRA T 4 V737 a harThy, RTA3—
ZEEBBIMELTD720OMEL | HED RTARN=BEDa Y fr—T
—ZEHHTELMEIDERETDOOHENRDH Y £T,

SED #i{i7 N4 AT, 7V 7 — FiREEEIC Windows Z B TE 2 WG4,
Windows ~o gl # A4 L7 N7 — FEaArE T,

Transfer Key to OS in RAM

Transfer Key to OS using
Persistent Storage

F T 4 NERE
7Y 7 — N ERRE CREAE
LOS#EELET,
T A= =B ELIEET LT 1 ZADGE
fl SecueDoc Boot Logon| T,
POREICEK P T 5 & #EIXAE Y R D—F*ﬂ
[2. Windows Boot Loader] # )9 2 RijlZ

Hlt Ao THE 5 méﬂt74z7%@ﬁmbi¢o

WZRRED L7k, B LIS LB R8I A € VD &2 - CTldk

Eito [2.Windows Boot Loader] # E#3 5Fc, A€V kEicr— KLz
A2 7 V7 LTLED TS ZADE, OS EBHENCH ShahizT 1 A7 218
FlbTET, OSAEETLZ LN TEEHE A,
Z DX D IEER I — A TIL, BEOMREIZT 0 AV AL 9, EENT AL
T5HE, BFHBTT 4 A7 0 BHIBRENET,

[J Web Browser

77— FREEERE, T UV ERITES LI LE T,

Default URL:

F 74 O URLZIREL 7,

Root CA Certificate
(.cer only):

URLD Y 7 & A a7 v — bk CAREMEZREL £7,

Intermediate CA Certificate (.cer
only):

URLDOT 7 & 2B dfE] CAREEFELAREL £,

PBConnex

[] Hide the User and Password
entry fields during autoboot

TV T = Ry NI E DA — T — N ERHT DT A AT, 2—
P —NRHSTID ENRAT—=RKDT 4 =)V RIZM LD LT 70 E2 ANITT DL,
F—=hrT—hEERD FEA,
AN EBFSTZOIC, ID ENAT—
7

ROANET 2 FFLRICTH LN TE &

[0 Device will not respond to
network pings until Windows
has started

Windows W EE) 95 £ T, T /3A AL Ping IZIEE LWL I LET,
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[Network Access Control]

TV T = b xRy NU=7 BRI 2560F v MU — 7 RIEEAT

Boot configuration settings
| ii Network Access Cantrol

Connection Seftings

Keyboard layout Wireless Setings

Accass point

802 1x Ceant

Tiusted Roat CA

Moner

RADIUS server

\ x ¢

Connection Settings

Generai (@ Cannect 1o SDCannex aver Wi
. ") Connectio SDConnex ovar wired bnk
—

p
Advanced Options Securdy Frotocol  Open_
\ﬂ“} Encryption protocal Mo
=
Network Access =
Control Cradantiols
Account name
Passphrass
802 1x Authentcaton
EAPmethod Transpon Lever Seounty (EARSTLS)
Audhemhcokon type fix \
Devwce Name format The DS name ol 1he local computi id *

[ ] Hide wireless conbgurston &t pre-boot

=

O Connect to SDConnex over Wi-Fi

Xy T —7REEIC, Wi-Fi 2L £,

[J Hide wireless configuration at pre-boot

7V 7 — FEREEE A T, Wi-FiREEZ R R L EE A

O Connect to SDConnex over wired link

Fv bV =7 BRI, AR AEN L £,

[0 Do not reveal password at pre-boot

7V 7 — FRBREEIE T, NAV—RFaRRLEEA,

Wireless Settings

Access point

FIFNIDT VB ARAL P ERELET,
2—HF—ix, SV — FREAFEE T, BTV EARL L MEAF ¥
YTEET,

Security Protocol

T IR ARA L MR T DT OICBERIA VLA X auT 47
o haLazERLET,

Open

Shared

WPA-Personal

WPA-Enterprise
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2
5

WPA2-Personal
WPA2-Enterprise
Wired 802.1x

Encryption protocol

FETEBR L2 YT o7 r ha s LT, BE{e e han
DERREINET,
IOF T a7 s EATEEE A

Credentials

User name (Account name)

EAP method @RI L v |

RLNDEDY F

802.1x Authentication T, PEAP #[HET H 7 v N TRIET 54
Ry

ﬁ—o

Passphrase WPA-Personal . WPA2-Personal 7 7t ADa 7 A /82T — R
FLEEFANAT LU EANLET,

[J Show text AN LTZNRAY = REERLET,

802.1 x Authentication

[J EAP method

EAP BRGEEF L2 BN L £,
- Protected EAP (PEAP)
- Transport Layer Security (EAP-TLS)

[Authentication Typel4 7 ¥ a VT HEICER SN E T,

0 Use fixed account

PEAP T, EETH 7 v NaRETE £,

0 Device name format

EAP-TLS T, B L INDT A AL 74—~ b (DNS 4.,
NetBIOS 4. FQDN) O Wz @R L x4

The DNS name of the local computer
The NetBIOS name of the local computer
The fully qualified DNS name of the local computer

0 Add “host/” to name

Frxv IR I R ) w358, TN ALOFNC Thost/] %
GHHTENTEET,

Trusted Root CA

ZOMEEAEATO5E. EANCGEHEES A VR—FLET, Fry
FHET YA MR LT, SESITA U AR— M ENT-AEHED i)
HHEMOFEAEZER L F 9,

SESzz Y/ —)L A =z2—/"—

D [Tools] -> [Options] -> [Server’ s RSA keys]

@ <Import> #7 Vv 7 L, fEHl1EE A A — ML ET,
[Options]Y 1 > RUBRERRINETOT, T
& % <Password rules>R % %27 ) v 7 LET,

RADIUS server

RADIUS #—~—a AJJ L £,
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2.4. Port Control

Port Control O#EREZEH 2 &, 5 ED USB T A ZADOHEHHAAGEICTHZ N TEET,

O [Install port control] & . [Block unauthorized USB devices] (25 = v 7 # A+, <Authorized Devices> R
2o ET Yy LET,

| Port Control X |

Instail/Uninstall Port Control

@mu port control

Fort Controf Folicy

Inck unawthorized USE devices

(@ Manually configure authorzed devices

E Authorized Devices 2

7 Automatically bullg the Authorized Devices list on the
= chent, authorizing currently inserted devices

Close

H H # oA
Install/Uninstall Port Control
[0 Install port control Port Control % 1 7R — K L £ 7,

Port Control Policy

O Manually configure authorized <Authorized Devices>h % v &7 U w7 L, HAHEE T 57 /31 X

devices ZIIR L ET,

O Automatically build the 7747 NCEREHT AA AT A M AEIC/ER L, BIEFAS
Authorized Devices list on the NTVWDLT AL AEKRLET, ZOREEAICTDHE, 794 T
client, authorizing currently- T NA ZAFBIEFA SN TWDLT AN, AXA T2 AF ¥ LTHEM
inserted devices Security W2 TARTA R RN ITREEL, ZOT A ZAE PRI T AL AT RE
Protocol T NARE L THRAZFFAICEET, ZOBRBBMOF HIL, A— T

ay b= RN LT, TR (R T A F—FR— R,

By —n) ZR—=) 7L THEATE L9202 LT, 1 KA
‘IS, T RFBHOT A ALy bOBOYR— T 5L IITRED
‘iﬁ—o

EOZOBREIRTIC, BITO ATM X4 A7 T84 2 8o 10T 5
WA AZ Y R—= T2 TENENE L, D OBIRIC
Pfor SN A EOREERIE, WBE . RS ICHIBR S v E A, i
SRR T, BRE T OEZDIC~ U A /F—R— R T
NAREWHHT DN ENDDLIEENHY £,

©® WORBMNBERINDIDT, <Add> %7 U v 7 LET,
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Authorized Devices X
Description Vendor ID Product ID Serial Number
Keyboard
Mice Remove

Human interface devices

@ HEDOTNA AT T AL TERT DAL, [Authorize a device class] 7 V4R & >,
FEDETND USB T /N4 ABALCTHERT 5541, [Authorize a device model] 7 V4R # |
Be® D USB 7 31 2D A% KGR T 546 1%. [Authorize a distinct device] 7 VAR ¥ v %
BRL, THICHD <tk~>227 ) v 27 LET,

p 4

Add authonzed device wizard

Select whether 1o authonize a device class, device modet or distinet device:
@) Authonze a dewice class (e.q. Printers storage )
) Authonze a device mode! (e.g. Kingston DataTraveler 2.0)

) Authorize s distinet devce (&4, Kingston DataTraveler 20 with senal number 1234)

[Authorize a device class] Z VAR X %7 Vv 7 LieGa, WOBEmBRRINET,

Add suthonzed cevice wizard |

Setect Device Class To Authoree

Human interface devices

Bluetcomh cevecss

Dvsplay and image dewices (Digital comesas, scanners
Modens

Natwork devces

Disk stoeaos devioes
Hopoy dnves

USS rubs

Warows pormable devices

Specishred Windows poriable cevces
USE punters
Mice

Keytosed

NOTE: A singie dewcs may expose more than one device imerfoce class All dence smerfoce
classes %01 a given dewce must be arnovized or e device will remain biocked |

« Eomy | R7 1 FooA

FRARTFABZBEBRLT, <ET> %227V v 7 LET,

[Authorize a device model] 7 VA RZ v %227 U v 7 LEEHE, WOBBEARRINET,
RBIERNWT NS AL L, SESICRBEIEET, 7A ANEHBIND L —HIIRFSNETOT, ARI
WTNA 2 BERLET, WCHER LI Z L DH DT A A &BMT 2561,

[0 Show previously-connect devices| OF = v 7Ry 7 A4 I LET,
RBIZ, <ET> %27V vy 7 LET,
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Ad0 aushorzed dewce wazard

Select one ar moee device models to suthosine

Description Vendar iD Product D

Buffalo Ush Fash Disk LS5 Device 0411 0234

| Show previously-connected devices

« E3B) l =T J Troth

[Authorize a distinct device] Z VA RX %7V v 7 LizGA, WOBHERNERSINET,
RRBEETNT NS 2 &8 L, SES IS EET, 7 AN SIND L —RIIERRINFETOT, ARSI E7
WTNA ZEBRIRLET, BECHERLIZZEDOH DTN AZBMT 2551,
['J Show previously-connect devices| O F = v 7Ry 7 A&+ I LET,
BIZ, <ET> AF %270 v 7 LET,

| v |

Add suthonzed cevice wizard

Sedect one or more distinet devices to authonze

Descnpbon Venaor ID Mroduct ID Serial Nuarrber

0 Ush Fash Disk USB Dence M 0234 0T00ICTDRS

,7_‘ Show prenously-connecied dences

« Eom R7 1 Fou)
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2.5.Disk Access Control

Disk Access Control ®#fEx# i35 &, USBED HIETHR SN DT NA AZOWTHIE T Z LR TEET,

Disk Access Control X
Disk Access Profiles
Add
Delete
< >
Temporary Profile Scheduling
Use temporary profile: Feset
Prafile will be enakled for 0 minutes starting fram 10/16/2022 02:23:07 F1& = Start now
Disk Access Contral Profile Details
Frofile Name: Default
Femovahle Media: Mo Restrictions ~
CD/OYD: Mo Restrictions w
Windows Portable Devices: Mo Restrictions ~
‘ H H | o B
Disk Access Control
<Add> R ¥ v T4 AT 7RI Fr— T 740 PN DO 70 7 7 A VAR

ETAHZENTEET,

<Add>HR ¥ T, —B7m 7 7 A VEERTE ET,

—WF7a 7 A NVITRE LM OGR4 LTI,
FRUNTIT 74NV T a7 s A VOBRENEH S ET,

Temporary Profile Schedule

Use Temporary Profile — T A NVERETLHESIE. TAE T A= — L) <Add>RZ %
Uy LTEMLETe 7 7 A VA EFRINLET,

Profile will be enabled for X —WF 7 a7 7 A VOFIER () BIO, WOoNLHENNZT I nEHRELE
minutes from xx/xx/Xx kR

Disk Access Control Profile Details

Profile Name: REAWT AT 7 7y ANVENRRINET,

Removable Media UL—=NTNRAT 47 ~OREFILEEERIRL 9,
- No Restrictions (|72 L)
- Read Only, unless Encrypted
(B A b SN TR WA X R A 0D B )
- No access, unless Encrypted
(FEE LS TWnip e T 7 2 R0])
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- Read Only access  (FiAM Y FHEHT 7 & X)
- No access (7 7 & A A7)
CD/DVD CD/DVD D il 52 IR L £ 7,

- No Restrictions  (#lIfR72 L)
- Read Only access (A M 0 AT 7 & A)

Windows Portable Devices

Windows 7K — % 7L F N A ZA~DO I 7152 BIR L £7°,
- No Restrictions  (#lI[R7: L)

- Read Only access GiAR VW EHT 7 & 2R)

- No access (7 7 & AAKA[)
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3. SecureDoc Enterprise for Windows /Ny r—
SecureDoc Enterprise for Windows] O 7 A AEHHT 2 A M b—v a3y —VOREHBIZ DWW TE

Iaevam =V E oo VA ML —Ya Uy =V OIERFIEIZ DWW T, [SecureDoc Enterprise Server

Version 9.1 7 A v 7 A VA=V HTA F] TR I,

O A1 o [Installation packages] 714 2 &FIR L, <Add> RZ %27 Vw7950, A4 DETEHEZ Y
v L, ary7¥AMA=a—»5 [Add package] #7 V v 7 L%,

= 0 X
Rawmbase \iew folders Keys LUser Jools Help Gsecure-[_ 2O

& *y 7~ N e <4 ?
Add Refresh : Ky w1l Filter Help

Folders l 8 Ussa M Devioes | Kan I M Groge | Folder Encypacn Poboms | N Do

SES Adrmwrestrators | 'Num|  User ID First rama  Last nams

r"] SecureDoc Enterprics Sarver SQL Plus - Server name: SESYSCQLEXPRESS, Database name: SESDB, User name: SESAdmin

Doren UPN
W wmplocal

i Al Folders

-‘A Purged Devices

B Exempted Devices

5 Recycle Bin

Profiles

@ [Please select the profile type] 7 4+ v RURERINETOT, [Endpoint] D7V F T A =a—5D
['SecureDoc Enterprise for Windows] ##&R L, <OK> A% %27 U v 27 LET,

Please select the package type X

(@) Endpoint (@) () cloudvm

ISecureDoc Enterprise for Windows VI

X BEEOA AR —var ANy =V ERT A58 AFREDOA AN L= a Ny =V ERET LI L
THRIBIC/ERTE £,
ERE DA VAN L —va v Xy r—U%4527 Y v 27 LT, [Copy Package] #FE4TL £,
[Package name] IZH LWy r—U 4% AL, HBEREEHZHEL TRAEL T I,
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[General]

T T 7 ANVOIRERCH GERORERENGTENET,

Installation package settings X

o

General

General

Package namae

‘B
< ~=J Comments

Key file =
y Creste new users in thes folder dunng the remote installation

@ “** Not selected ** Browse

Authentication
Apply this SecureDoc profile dunng the remole instaliston

questions 7 ’ i
Q-ﬂ. Dewvice Profile  |*** Not selectad ** i Browse
Users [T] Ask user to verity data before starting ancrypsion
z atlo [ | dota fisids
AV 16 mph
Provisioning Rules Detault user I
Key name fomat
(® Devica name [7_ Add random characters to key name %o make it unigque
CGuD
[_ ¥ communicahon foils. retry svary - S minde{shupto 5 % time(s) {0 = infinita)

[_ in case of commumscation error, continue instaliaon offline

[Clwait 1or the te distnbution software ta reboot the sy=tem

[7 Hide ancryption progress from user

E Restart device when encryption is completad { for harchware encryption will power oft)

[T Allow SecureDoc installations 1o run silently when deployed using fle distibulion sofware

[] Suppress message ofter inffisl instaliation

B
Package name BT DA A L=y a v Ny b=V AN LET,
Comments MR LT, axA vy hE AN LET,

Create new users in this folder during the remote installation

**x Not selected *** <Browse> Z#Z7 V wv 27 L, 4 A=A T 0 2AP/ERT 52—
P —DBERE T NV EZIBEEL£7,
ADSync #fiH L TWAHBA, TOREILEDH Y FHA,

Apply this SecureDoc profile during the remote installation

Device profile <Browse> %#7 U v 7 L, A ACHHT 7 a7 7 A VEIEE
L/ij_‘o
[J Ask user to verify before staring B 5t 2 Bish 3 B a0z, [SecureDoc OBGk7 +—2] T AZ b
encryption v NZER L, 2= =2k ba—YF—ID 4R EORELEAREEL L
£7,
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i

[SecureDoc D& &k 7 4 — A |

3—Y¥—ID: !,

JB1—RID:
ITNES:
s

EF:

IBFA:

FoiT B

% —ID: [WIN-Q4TICFABORF key _6d8366d38e9302ac_ |
R | |

.

SecureD: OK

>

=

[J Force user to computer all data fields

[SecureDoc D¢k ~7 +— L] OETCDT 4 —V REZEHIZLE

j_‘O

[J Default device ID is empty

[SecureDoc DG 7 +—2L) O TarEa—XER T2~
4=V REZEHIZLET,

[0 Default use ID is empty

[SecureDoc D &EE 7 +—L] O [a—H—EH| (2T 57 1 —

NV REZEIIZLET,

Key name format

O

Device name

TN, AL L AL OREEER L ET,

O

Add random characters to key name to
make it unique

AN T A LR T BN, 22— b DL LET,

GUID

GUID &[R4 o@a2 LR L £7,

If communication fails, retry every X
minute(s), up to X times(s)

WEICERBR LGS, XaZ

LIZHRRXEIY T4 LET

In case of communication error,
continue installation offline

WETT—DEE. A7 74 TA VA M=ILEHITLET,
%1z, SDConnex gz 7oL, V74T T /34 ATHE
B S M7=t SES DB ICfRfFEE N E T,

Wait for the file distribution software to
reboot the system

T ANEGY 7 NNV AT A EHEESTAIOEEDL T,
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0 Hide encryption progress from user BB LDOESRRET A7 My 7T RIZR R LET A,

[0 Restart device when encryption is W5 fbse T, T3 A2 HEE L E5,
completed (for hardware encryption N=RUTHEEL R T A T EERH L TODT A ZADFEIE, vy
will power off) v hE Y LET (BEAT)

O Allow SecureDoc installations to run Ty ANEARY 7 U =T R L TREBT 554G, SecureDoc @
silently when deployed using file AVAP—=NEV AL N TE—RTETTEDLLICLET,
distribution software

0 Suppress message after initial A A F—= AR, B EDSET LERFICR RS ND A v E—Y
installation M Bk T ZIERRIZLET,

[Key file]

MR D 3% 1€ & T

e

Installation package settings X

o
General

Note: These prvileges are only applied tor new users created dunng o remote nstallation

Key file

Prvileges {®) Usar Rights ) Admin Rights
ﬂ_q 7] Modi#y Password [“IModify Profile | Cormert Removable Media
Usr;rs [ IModdy Kay [T]Select Protie [T]Comven Hard Disk
[ |Expont and View Xey []contig SFE [] Disk Insegrity Check
P& ] view Transacton Log [JCraas= Emergancy Disk
Prowisioning Rules [ Exciude from DAL (password sync should be ensbiled)

|| Use hardware token fo protect Key File
This 15 anby apphcable if on-line communicaton with o server 15 used dunng remaote mstallanon. User
mugt exsl n the database and user's cenificate must be loaded into the user's recard
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‘ H A # BN

<Password rules>=R # o Ta—NVF T a V THRESN TWANRAT - N — a2 FRLET,
[Tools] -> [Options] -> [General]
<Password rules>

Privileges:

[J User Rights JTa—N\A T a r THRESILTVDHERMMT S S E T,
[Tools] -> [Options] -> [Key file options]
F 7 3L bR ETIE,. [Modify Password] O &R H S TWET,
MERR—E e, MERHERA 5 T ET,

[J Admin Rights FrvrT5HE, RCOHERNMSESNET,

O Modify Password a—HP—iI, NRT—RFELFETXET,

O Modify Profile =Y =X, TRT7 A NEETETEET,

[J Convert Removable Media 2= —I, VUA—RTNRAT ¢ T a2 TEET,

O Modify Key a—H =3, #EER, HIR, BEXOA vFR—FTEET,

[0 Select Profile =P — I —F Rk, HIR, BIXOA AR — hTExET,

0 Convert Hard Disk a—W—ix, T4 A7 OEE/EELEBIRAET,

O Export and View Key 2=k, BEEBECEET, AR T AN EZT AR TH D
Lo, BAEMOXF—T A NI AR—FLEEY TEET,

[J Config SFE a—H—i%, 7 T4 7 MIT, SecureDoc 7 7 A LK BALEZEFRT H Z LN
TEET,

[J Disk integrity Check T AR DEEWTF = 7R LIELEATH, 2 — V-3 EELFEITTE £
T THNAAEBREL, 7 4 AT OBEEGHEDT-OITH LWVELZFERL T,

[J View Transaction Log 2 —H—k, Auditlog # R % Z LN CTEx T,

O Create Emergency Disk 2—HF—F, vV —FT A RV EERTEET,

[J Exclude from DAC (password | DAC # M4z L& 3, GEFIT®ERL ETAL)

sync should be enabled) AVAPL—varRNulr—D7a 7y ANVOREIITC, T4AZT 7R Aa

v hr— (DAC) WHBNIERE S, AN AT 4 7 ~OERAHIR ST D
Ba. AT AT ~OT 7B ANTZT, T4 AT ray 7 LThH, 4N
AT AT IR ENT =2 OBEHPITREE A,

OO Use hardware token to DA VAN NN = EFATTHI TA T MT AN, AD—HF =3 I

protect Key File FALENTZT A AZEFICa 7 A T HIE b= VBB TH D Z L #fRiE

THEAICA T LET,
N—2 A2, 2=V —ICBEfT O NREAER S EN TV AMNERH Y &
T, ZOFTvarEERT A, R — -G EE#Z Active
Directory 725 SES (24 V' R— b T2 LERH Y £,
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[Authentication Question]

NAT—=RYANY) OB, VAN BEREDKAMEREZ Y RN — T 2 T2, PABRE TN T A,

[Users]
BHEERDOIDZ7 74T ¥ bT AL ARG T DHE
Installation package settings X
7 Users
o
General
Atthiz point uger or adminisirative sccounts may be added to the matallation package
)|
v ‘J Administative accounts must sahshy the following requaments
Key file - they must have admin nghts
- they must have cenficates loaded into the database, f token based
e Useror adminestratve accowits con be edher password or token based
Authentication
questions
Users 8o UserlD Privileg . Protect Addd
v Delata
Prowisioning Rules

‘ H B B

<Add>7HE# A YA N— T aERARC, EHEEEO ID % ANBUBOZ—F—L LTI IFA4T v b7
NA ZNZHEETEET, Y0 ID Z&RL 9,

<Delete>R % » NG EPREHEIR O ID 2L £,
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[Provisioning Rules]

A =T —IDERGTIEORE R &

Installation package settings X

Provisioning Rues

-
General [] Do not creste and send down deploying user Key File
‘N
« <J
Denvice Frows Al
Key file Device Frovisioning Rules
e [|Enatte & provisioning state 0 as to allow access to device untl its awner has been identified

@) Davica(s) will auto-boot to Windows logon
Authentication =
_JUsars can access davica(s) of Pre-Boot using this Temporary usar account

questions
Users Owner Igentification Rules
] / 5 Autormnatically identity ownar wthout heving 10 promgt usse
v

—
Provisioning Rules [T Aliow cMine identficaton

() Usars will be prompéed to condrm device ownership: First o condem will be device owner

Device location
(@) Owner folder
() Registrabon folder
() Speched folder " Not eelectad ® i !

Move dence? tolder an SecwsDoc upgt

Deployving user

(@ Use Last Logged On Ussr

() Use Specfic User

O Do not create and send 22— —=DF—T 7 A NN, 7 TA T TS RIKF—T 7 A IV E B
down deploying user Key LEHA,
File COBRECAWMIT. TV T — Ry NT— IR AEEHTHF AL X T, Ry MU

— 7 E N LTt M E L, T3 A2 —H—ID Z &gk LR\ & T,

Device Provisioning rules

O Enable a provisioning state | 7 m &Y a = 7 REAFHCL T, THEDNRE SN ETT NA ZA~DT 7 &
so as to allow access to A& LT OFETHAILET,
device until its owner has
been identified

O Device(s) will auto-boot A=K 7= MZLoT, 7V 7 — ML/ S A &, Windows Z i fih T& 4,
to Windows logon
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O User can access device(s)
at Pre-Boot using this
Temporary user account

g&ll

%

F—F—EETHET, 7V T — FERETIX, SES =Y — /L d[Users]# 7 T
HFATZMER L7 Temporary # A 7O —% —ID #ffioTu /A T&x £7,
F—F—MHEETHE, T THRE L Temporary # A 7 D=2 —%—ID %, 7
FTAT Y T ANA AN HBEBTHIBRS N E T,

<Browse>7R %

Temporary % 4 7O a2 —Y% —ID #fE L £,

Owner Identification Rules

O Automatically identify
owner without having to
prompt user

TAZ My FicfMy £rwtd, BEITAH—F—ID Z{ER L E T,
THICED, AL M VA B— LR A[RETT,
F—F—ID OERL ST iEIE. Tt [Deploying user] O EICHEWVET,

O Allow offline
identification

7 TARRET, A—F—ID OEKREFFAIL T,
[Deploying user] ®%E . [Use LastlLogged On User] % #IRL T2
/AN

O Users will be prompt to
confirm device ownership;
First confirm will be device
owner

T A7 b7z [SecureDoc I A VT ATV MDRE| X4 7 07 &FR
L, TRAAFIFHETHDLZ Lo THERZ RO T,

<OK>% 7V w73 5E, TIIZERINTVD Windows = —H—423, A4 —F
—ID & L CRESNET, BARENTWDH Windows = —H —4 1%, D,
Windows (2% >4 > LT3 ID T9,

A —F—ID BHEET D &, T, AEBFEO Y 7 — NRFEEFHTE S X 91T
0 FET,

SecureDoc7 2 TUTHIIFOEE
P -
3
ureloc
[ X )
"’ ot T W ADESFHNETHARSY. [OKEDI o TP A- SELET,
a1~ 4 ~ &
acurel SRDIERE (D ToA RO B 0 PRI RS NS THE TS

TR AFEFHETRWEGE, B, ITHYESCT v T o VT EEE B2 > T
LEEEDBA AN EBI2>TEY, 22— —" Windows ID TH 1 > A
LTWARWEAX, <tk T>%2 27U v 7 LET,

<OK> #27 V v 745FT (A—FT—IDXMEETHET) . OSEIEZ. HIZ
[SecureDoc "7 A< U T H UV FDOERE] BDETINET,

Device location

O Owner folder

TNAAF, A—FT—ID ERU 7V FICHELET,

O Registration folder

[General] -> [Create new users in this folder during the remote
installation] T, f8E L7 4 L ZICT A AZ B L E T,

O Specified folder

<Browse> RH¥ T, T A ADBENLEZREL 7,

SecureDoc Enterprise Server Version 9.1 V77 L > A~v=a7 )b
© 2024 WinMagic Inc. All Rights Reserved.




WinMagic

SecureDoc
X

0 Move device to a folder
on SecureDoc upgrade

g&ll

%

SecureDoc D7 v 77 L— R, TNA AZRELIZT7 A NAZHRICBE LT,

Deploying user

O Use Last Logged On User

A A b —)VFEITHIIZ, Windows ~% A4 A LT3 ID Zffiv x4,

O Use Specific User

ZZTHRELZID 2 ET,
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4.SES =2 ) — )NV A =a—

4.1, 2 —F— BT HHEIEA =2 —

[Users] # 7T, 2—%—%RV, a>FFRAA=a— (FTVADEZ ) v/ A=a—) TERENDHEEIZ, FTiLo
T NVEZRLTILES N,

9] SecureDoc Ertergaion Senwr SOL P - Sarver narme SESESOLEXPRESS. Dt e ruerw: SESDB. User marme: SESASmin - o x

Satabace Yew f[oiders Keys iker Joois Help

¥ R 3 >
+» -~ oy s ] F ?
Aoa Refredn Del Generata Key Fle nstall Finer Help

L Foidars ALS viw] W Seveos | G | 9 Gy | L Pk Erepcton Poscms | 8] Doves of e
e Ll reerw Wi Dwicipten
i) W e rrage

SES Ademinatra® | N Ut B Trrien Mwrw
| C ik

& weylocal Mg tarabafa i
¥ Domain Co z =1
o e
A XnE
N nuE F  Modily Lsen Ertwy
o HEW /{j 77U N Qetete User Det
wit Al Folgers Move ) Foldes
l_a Arged Dwarces
. Wiew Auat Leg
S Srempted Dovices -
_; facyde B | Yiew RME Log
B! Prodies Set Filter
) anllanon pacag | N Dovice ¢ Bnfactum  Sorg Modfod Rulivh Road S
y Machnento filss
o ¥ Genevate néw Reys 1of Ihe users
M Anwn o0 i AWgn s 10 users
¢ |€
Member of groups
Crawie Koy Fiw
Challenge respome 1

Bemote inzaliation
Sewe 1o i

Check FBCoex Access

‘ H H G

Add User T F NV EC = —E W EER LT,

Modify User BIRL TV D a2—F—DIFREmREL £,

THRELTRELTH, TS ATEMEESNT, T840 228 FEENT

¥ ZZ
WhHha—HF—DF—7 7 AT EEXLERA,

Delete User BIRLTCWDL =P =27 3 L Z0LHIRLET,
o ——%. Recycle bin IZB#EI L £

Move to Folder--- BRL WD 2=V =207 + VX IZBE L ET,
View Audit Log 2—P—DRGEICET 51 2 TAudit Log) ZHE T £,
View RME Log 2 —H—@ RME [ZBd 2522 [RME Log) #[ETE£7,

Set Filter T4 NE—HRET, —EhLEREMETEE T,

Refresh —ERREYV 7Ly 2 LET,

Generate new keys for the 2= —DHITHTICHEER L ET, BT, AT 4 THSHOH,
users
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Assign keys to users

g&ll

B

SEShHA2 12—V —DF—7 7 A JLIZBINTE £97,
Blz1E, 2=V —DL L2 LR L, 2 —F—|ZBET D Z & N AlhHE,

Member of groups

TN—T~DBMEFRETEET,

Create Key File

A=Y —DF—T 7 A NVEERTEET,
dbk 7 7 A VO TIER SN A DT, 7V 7 — FEAEEE T, USB A U IZIRTE
Lizdbk 7 7 A V& floCa /A4 352 ENa[RETT,

X FALACEEE ST, FAL ACBESA TS —F—F— T 7 A LT
EEELEHA,

Challenge response

Fyr LYV AR AERE, 22— —D AU — FENIZHIELET,

Remote installation

FTIGA AL ARNL—Yar Ry —URERTE T,

Save to files

a—YF—DOfFWRET ¥ A PR THEHEEET,

Check PBConnex Access

PBConnex ORI A fE72T NA A& iR CTE £ 7,
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4.2, 54 ZCBET ABEA = a2 —

[Devices] # 7 C, T/NAM A&BN, a0 TFAMA =2 —TRRINDIEREIL, TRLOT—TNLEBRL TSV,

1) secumDoc Enterprise Server SQL Mius - Server name: SESESQUEXPRESS, Database name;: SESDB, Uiser name: SESAcmin
Ratabase Vew foiders Keys User Jools Help

& % & r -3

> T’ Pal ‘} ) d ?

Al Retredh Dot ENErETY Koy File 1 Fiter Help

| Folgers ~ |8 .u:..l W Oesces I W Vo | 9 Groagn Pt Encypton Faicies | M Deves
» ! 3 . 1 . :; " K| [ ) 1 v)

SES Admirest -

Moty gevice info

- wmylocal
i AN Folders
B Purged Devices
é Exempted Dence Mowe 10 Folder
5 Recyclo Bin ! View Audit Log

Peofiles

Delete devce

View SFE Log
T4 dnstaliation packas
y Machineinfo files View RME Log

L Logs Set Filter

Rotresh

Add keys 1o device

Add ysers 1o devce

Assign device profile 1o devices

Asugn folger encryption policy to device
Member of groups

Create emergency disk

Mark a5 parent gence
ACtvate auio-pool
Reboat dewice

Lock gence

Setup Port Camrol

Prevent Logen 10 Dewce(s)
Shgw commands

Capcel all actve commands
Save 10 fife

Check PRConnex Access

H H

Modify device info TN ADERERETEET,
Delete device EIRLTWDET NN A7 3 VA NLHIBRL £,

34 A%, [Recycle bin] (&)L £,

Move to Folder:- BIRL TWAET A ZAZROT7 VX IZBE LT,
View Audit Log FTRA AT 5 e 2 [Audit Log) #ME T 9,

View SFE Log SFE \IZB¥ %5 r 2~ [RME Log) #BCT&Ed,

View RME Log RNE IZB§3 %5 =~ [RME Log)] #BCT&E£9,

Set Filter T4 Z—HRREET, —HEorbEREHTE £,

Refresh —ERREY 7Ly a LET,
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Add Keys to device

g&ll

B

Hza—P—HATER, TS RCRETEET,

Add users to device

AW BT TAT Y R TFAL RTEINTE £,

Assign device profile to
devices

SES LT, MELIZEGFEDO T a7 7 A N E2T A ZCHEAT 5
Ty ANVICERT L ENTEET,

Gae. o7 n

Assign folder encryption
policy to device

THANVEREEORY —Fw A LT,
BE, At ANRKETT,

Member of groups

TN—=T~DBMEHETEET,

Create emergency disk

77/(7/ ]\7‘/\4}7(0)7)7“—]\1“: 71277-5\ ﬁ)%d:bf;fﬂ_f”@xJ%H%‘:

VT —U sy — 7427%%%?%ifo

Export escrowed key

TA/BB—F%—DxT 7 AKR— |k,
BEITFA X EHA,

Mark as parent device

BEIIEHLEE A,
parent & child device @R Z FFOT A ADHA
LET.

parentdevice & L T~v—7

Active auto-boot

BOE LTe— &M - RO, A — FNEADIITETET,

Reboot device

2IAT N T AL ZAEHEEHLET,

Lock device

I IGAT Y TR AD Windows OS2 A7 U —rnma w7 LET,

Crypto-erase device(s)

T4 AT DAL E A ) £ — N CHIBRL £,

FATEND XA I 7V, 7 T4 7> b SDConnex & {5 Land &5 Bl - 72 B
T, BEHIPREND Z LT, 22—V F—FTEINT-D LFREKTT,
DAY REZTWASTT A, AL, 7V 7 — MRGET 0 77 AL IERICEE LR
<720 ET,

Setup Port Control

—hrarha—LOER - AR ETXET,

Prevent Login to Device(s)

FRNA A~DB T AV EHEIELET,
R T AT DICET vy Ly L AR R LD Y BN RLBECA,

Show commands

SESHhOLOEIELTza~y FORBEMR TEET,

Cancel all active commands

TIT 4T hhavr REETxy AL LET,

Save to files

TNRAZADNHRETFA M TEEHEES,

Check PBConnex Access

PBConnex ORI Al fE72T NA AR T 7,
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4.3. T3 RZBRFBENTND2—F —~DEEA =2 —

[Devices| # 7 C, TRAAEZESRE, TOXRRUIETAAS ABEHEENTWE 22— —ID NERENFET,
FOa—Y—=IDEFI/ V7 LTERENDI IV THFA A= 2a—0OHBEIXZ., TRROT—7LEZZRBL T IEEN,

fo'l SecureDoc Enterprise Server SOL PILs « Server name: SESYSTLEXPRESS, Database name: SESDE, User name: SESAGmIN

Ratabase View Folgers Keys LUser Tooks Help

. & ” o]
Ackt RHTE'J‘ el K21l

¥ ' * ?

Key File install File Help

| Folders
SES Administrators
l wimnjlocal
& Oomain Coatrc
o EEE
o s
8 EEE
e Al Folders
é Purged Dewces
ﬂ Exempted Devices
4 Recytie Bin
3| Profiles
4 Instaflavion packages 7 Vo
s Machneinfo files

Logs

< > €

Remave the Lsers from devices

H H

Remove user from device

Remaove user from dewce
Acosss nghts

Set Fiter

Relresh

Madily Uses

Crgate Key Fle

Challenge responss

Remave key file from dewnce

FleVault

I
TRA AP 2 —F—2HlFRLET,

Access rights

TR AR EELET,

Set Filter T4 E—HEEET, ~ErDLIFRE M TE 9,
Refresh —EEREY 7Ly a LET,
Modify User a—HF—FfmETETET,

Create Key File

MEBRAE TOHE DB &, 2= —DOF—T7 7 A NV EFIER T £7,
7547 MESDConnex ST, LW —7 7 AN ZZTEY ., REIOFY 7
— FERFFFICIZH LW —T AL TR A TR Y £9,

Challenge Response

=P —DRRAT— REEFZ, 16 EHDOCy LY T, —EETu s A4 23 L
F9, 22—V —iL, Windows ¥4 A RIZ, BHICED2H LWSAU—RRIE%E
RKOLNET,

Remove key from device

FA A S RE IR LET,

Set Device Owner

THRARAF =T =2 LET 56, EE0a2a—F—2RRLTETLET,

File Vault

mac 7 /34 AT DA =2 —T7,
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5, 22— —7FuaRXF4DF A LITHONT

=W =TT 12, [Type) ORERH Y £,
ADSync % f{fi o T=— —% Active Directory 75 1 AR — b3 544, [Regular] B E I TWET,
FETO—PF—ERRIFICIZ, BCHDETRELET,

Add User

User propertes

Type |Regulsr -
s o ool |
| User 1D

| ” Ao Boct Pazsword
n. UPN pame | Temporary
| Member of SAM rame
groups Domamn First rame
Emal Lasiname
Descnpon Phone
Croate senesat |1 2 useraccounts '
Regular : WHEBVENT 2002 —P—ID

Auto Boot : 7'V 7 — MEEREEIE T, WAEE LB EET, AR A (A—FT—F) LT D52 —F—ID T,
Da—H—=ID %7 FAT ¥ T /NA ATEMT S &, i Regular # f 7O 2 —H# —ID BEEF I T
WTHA =T —=hERDDOT, EEPLETT,
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SecureDoc 7 7 A 7 MiE, ff# LAN & 2 VIR LAN 2o 72 v b U — 7 ZGEOHEE (PBConnex) # 2l L %
o VT — FREORFECE N T, B—H AT ZTREFSN TN D2 —F—ID &ffi 5 D TiE7/R< SES MITH & = 41
TWba—%—ID ZffoTa /A T AHMATT, 2—F—RNANLIZID DR —HNT A RAFELZWEGEAE, 7
—bterAr7a 7 A%, SDConnex &M L T SESIZEEF SN TS ID ~DORFEEZ A E T,

PBConnex Z M T 572 HI2iX, B 7 7 ANVDRELR{RBOTNANA AL a—F—2HETHLERDY £,

¥BE1 . £FPCTOa—F—EFHDOAHERRE

YT —hxy NT—VEIFOMEEL S L. SecurDoc D RRA v ha—HPF—F3EEDOTFTNA ATV EATEXS
Loty Ed, EPCARLEERDA—F—0FAT LT A, RAZBIT 52— —EHOAHABRB T N TE F
ﬁ—o

FR2 : 2TOREBREZT—INT AL RTHGE LRV L b HRE
WIZT VT — bRy NI —IBAEEFAT 27 31 ZA0E4E, v — I /VICEREE# A B4k L7\ SecueDoc 7 7 A 7 v
DA A =B AT,

TREYa == LDFEET,

A Do not create end send down deploying user Key File]
DFx IRy I RAEF NI LTA VA ML=V a RNy —U%ffioT, 7747 I SecureDoc 7 7 A 7 v b
A VA= NTDHE, B—DAT N, RAIF—T 7 A MVIEFEINEEA, T—T7 7 A ADBBEINLTWRW=D, BHE
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— T bPMIZERBINET AL RAEIT VT — FCORBFAELELET, BB /A SHDH T ERHRETT,
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PBConnex #4554 ATlE, 707 7 A MU TOHRENLETT,

- [ OEnable machine to communicate with SDConnex at preboot | A% L 9,
A EE AT : <General options> -> [Communication] -> [PBConnex]
[(OEnable machine to communicate with SDConnex at preboot

Ak @ TCommunication ] 2 TS0,

&

&> D\ TR LAN O R E

JE & FT : <Boot configuration > -> [Network Access Control]

-
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Ak @ [Network Access Conteol %7 # TR 72 &0,

Camrmunication
d Communcaton Setings
Genesal SN "
[F]Use SDCannex to communtale wih SecuwreOoc chentmachnes.
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TV T =Ry FU—ZFEREC T, e A CREEDS LEWEEBA TGS, EOT AV beny 7 TEET,
it w7 A REEEO LEWEEZZEE S L FIRIC OV THRB LET,

DO SESORA=z2—R—%0
[Tools] -> [Preboot Network(PBConnex)] -> [PBConnex Global options]
27 Vv 7 LET,

Q@ FEEOTAAABIPH—OT A AT, #fEn /A RREGREZ BB L0 IDEr vy 7 T 5RIEERBELET,
%Iz, <Save> R& %7 U v LT,

PBConnex Global Options X

Allow/Deny Frecedence:

Where conflicting P8Connex allow/deny rules apply for 3 user/davice combination, the following settings define
rde precedence. For greatest security, accept the default.

Dedy Ac0ees where rules

\lowe 3rcess v o rule

Foiled FBConnex Logn Lock-out Rules:
() Users are allowed unlimited attemgts to enter valid credentials using PBConnex logn (not recommended)
@ )Limit number of fafled PAConnex login attempts (defaut}
Lock out usar, and notify Admin/Sacurty by email after & maxmum of:
consecutive falled PBConnex login attempts on any chent maching

consecutive failed PEConnex login attempts on & sngle client machine

For SMTP settings, pleass run SDConnax Configuration and go to “Alerts”

Windows AD Authentication

[ Authenticate user against Active Directory

Access for Computer Users

[ Atow PBConnex access for users assigned to device

e

)
5

T |

Failed PBConnex Login Lock-out Rules:

O Users are allowed unlimited attempts Gisiim (ID//SAVU—FR) OAT & EHIRIZHITTEET,
to enter valid credentials using (HESEL 8 A)
PBConnex login (not recommends)

© Limit number of failed PBConnex login w7 A RAT OB EIE A SR LT,
attempts (default) (74 1K)

Lock out user, and notify Admin/Security by email after a maximum of:
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XX consecutive failed PBConnex login
attempts on any client machine

XX consecutive failed PBConnex login
attempts on a single client machine
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Windows AD Authentication
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XKoo TOHRF =y 7 INET,
ZoFTvavEacTs e, 22— —0 ID//XA T — R
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Access for Computer Users
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[Tools] -> [Preboot Network(PBConnex)] -> [Reset User’ s Failed Login]
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login bR L %9
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O LE LT, SESA VA N—ABO, BOEBREX—T7 7 A VEERT DRI,

[ Allow user to add other SES administrators| (2 = v 7 # AL TE Y . RO SES & HLE VR OMERR % £F
STWAHMERHYET, ZOFREDIN TN RWEE, B0 SESEHEZERTHZENTEERA,

Administrator access nghts x

MAIN ADMINSTRATOR
UseriD SESAdmin

User's dafout key |AES WMJ

ALcess nghls

|
Access ToFokdens |

[[)Prevent use of remata control

O

[ZlAccess o giobal SES setings Cumant Full Access |
[“lAccess to SD prafias Cumant Full Access
[_7_ Access o nstalistion packages Curant: Full Access

{1 Alaw deleton of encrypion keys Cumant Alowed lo desate encryphon keye

Cancal

© SES O/~ A XY, [SES Administrators] 7 #+ /L ¥ &38R L 9,
[Users] # 7 C, Y—A =0 [Add] 27V v 7 LT, Hicz—F—21ERKLET,

@ =Y —oFu T EERRTINET,

[Type] I%. Regular ##4R L, [UserID] & [Password] # AJ1L 9,
[Following keys are associated with user] ## ¢, <Add> #27 Vv 7 L¥7,
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A e |

|| &

Tywe [Fogiw |
Lses propemes
ot O Paesword
,

a, PR

Member of S At R
groups Dismain Frat ravrm
Ered Lot b
Dwzsapten one

Coeote sevns ot A

Usw hx wruan © nanage B user prodeges on sf bagta decss
4 b ras g covtmgas of reubie sy on Mo devsces
o Oy Addrgred Priskagis .

@1 Faf Admen Fgty

Payvwoed | Coraen Fey

der) Pube

Vi g | Gortin SPY | Dok trdmcrty Chace
[C]vsaw Tiomsacton Log 1Croaks Ervangency Dk

[T1Exxtets vom DAL passwont syne shoid te mstind]

& A % 866 ks
o Blny Fibolu) wil e protechu by oban Urms 2 65 contzam

mhanhpe e Add

Fobowng baye & QLA vt bt

izl Kty %0 prOnoct sl 1000wl e SEE deab 00
) AEN Wl
|
\ Cramm Fare (=

® [SES Administrators] 7 # /L (2 % SES O#t&#®#IN L T, <OK> %7 V v 7 L7,

B Select keys

Folders N K " Typu Pratection
ZES Admineineon

& wmjlocal

I Dby e trom sl Sl ders

Racords vable 1. mosiisbie 1
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@ @ERBEMENZZ & E2MRL T, <Create> R¥ %7V v 7 LET,

Uar proparta

Tyee Boglm
Uses propermes
Kot D) FWFadren

K/} Orinwia

Farrwon] sseses

| Wt want change paa vword o et b g

Member ot SAM A8
groups D Srvtrae
Ered Lol rivrd
Duzsapten one
Creolo sords ot S AN ACCONT
Unw hx wruan © nanage B user prodeges on sf bt decss
U groups b mannge soavmgus of reudgie sy on medio M divsces
Dty Addegrad Privkigis & e Fagrn Admer Rty
[Z]Momey Passwocd [(Tvicasy sctie | Coreen Fammmtie Msde
[ INosey ke [ sehen Pube |yt Hasd Db
[T Expat mat View Yy 1 Cortig S4Y | Dok trdmcrty Cravce
[C1Vhaw Tionsscton Log |Croahs Envanguny Dk

I Exxtetn o QAL fpasrwont syre shoui S satied

[ 0twen iny Fbofu) wil e poctechutd Oy iokan Llrws X £65 canteam

Uper's hnhpe e Add

Faobowang baye &

Sy Hineve ) Add
) Falx
sk Ky W0 DrONOCY sl 1000w e SES Gl o
& AER Wl

| G | o

® fERLEa—Y—%4E270 v 27 LT, avyFF%FAMA=a2—25 [CreateKey File] 227V v 27 L£7,
<Browse>Hh & v &7V w7 LTHF—T 7 A VORGGEIERELET, SATUV—RFEIDBIZREHFD LD EED
FEMHHAT D70z, O Apply use password from database] #5F =27 L, <OK> 227V v 7 LE7,

| Creste Koy Filp

e D

iy Fba | CASESSmPWRadnn dok

PN 46 PAGIWOrd PO Geledy
O‘ ronad Erommciad by

Pasywont & Passacnd
B Toeme
Corken Pasyword
[T Ase uiner 1 comont ot protectas
Tokuoypo
Frowchon nettad
T ey Fr Wl e wzieed e whwaneg " derdd) earber

®  TKey File successfully created. : (F—7 7 A LBERENTZ) E WO XA T S RNERENET DT,
<OK> %7 VUv 7 LET,

SecureDoc Enterprise Server Version 9.1 V77 L > A~v=a7 )b
© 2024 WinMagic Inc. All Rights Reserved.




WinMagic
SecureDoc

@ SES®*==2—s"—1X b [Database] -> [Access rights] #7 VUV v 7 LE7,

ro] SecureDoc Enterprise Server SOL Plus - Server name! SESY¥SOLEXPRESS, Database name: SESDB, User name: SESAL — m] X

Q»ew folders Keys Lser Jookk Help

N e 4 ?

reTat Koy File tall Fiiter Help

& Usen W Devees J.‘ Lept | PR Grouoe l Foda Encyption Poboes l W Drves
Nuen Usar 10 /| Domain Nama UPN First rame

Key File Info

1 SDAEmIn

Change key file passward
o el vt & 2 SESAdmin

Ext

® <Add>RZ %27V v7 L, BIHERLEZXF—T7 7 A VEBRIRLET,

| Users having stceds 10 the datlabade X

|
PFioot InLlse LisedD Ky Flmms w
| —
- - SEEAdmn  AES Wi
Echi
Dizlete
Closs

©@ [Key file password] #{ic /XA DU —RF&#AH LT, <login> %27V >v27 LET,
VENZJS U THERR Z HIBR L 7= % . <Save> #27 V v 7 LT,

Administrator access nghts X

Kgy File pessword | Logn

UseriD PWRADMIN

Lser's dafout key

ALcess nghls
[_;Crty alow sccess to the "Fasswred rocovern” satre Arcess ToFodders ‘
[: Prevent access to fw Audd.og
[JPrevent use of remats control |
[[)Prevent access to Soli-Halp answers
[CJASow userio add cther SES adminisyamors

[l Access o global SES setings Cumant Full Ac

E;\cco::ao SD profias Cumant Full Access
[“lAccess to messliation packages Cumant: Full Access
|1 Aaw deleton of encrypion keys Cumant Alowed o desate encryphon keys

Cancal

MERR DR EIZ DWW TIE, ROT—T L EBRBLTLEE N,
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[J Only allow access to the “Password INRAY = R UGNV ERE~DOT 7 & 2D HFFA]

recovery” feature

<Access to Folders> T RAAEBELETLE VANV A ERELET,
[] Prevent access to the Audit Log [Audit Log] ~® 7 7 & & Z il [R

[J Prevent user of remote control VE—Farboe—ZiliR

[0 Prevent access to Self-Help answers BV T~V TOERE] ~O7 78R &2k

AARZERE CIZ, ZMHEHAWETEITTEHA

[0 Allow user to add other SES administrators fho> SES BHEE 1Bk - IBINTE A KoL ET,

2 Access to global SES settings 7a—s3)L SESEE~DT 7 & A

{4 Access to SD profiles [Profiles] ~»7 7 & &

{4 Access to installation packages [Installation packages] ~®»7 7 & &
4 Allow deletion on encryption keys D HIBR A 71T

E==4

<Access to Folders> DO EIZDW T

B | Access to folders *
(@) Hide selected folders Claar Al

() Show selected folders only

Mote: If folder is specified to be invisible, its subfolders will also be invisible. SetAll

Show Objects under Folders Root and Recycle Bin

=  Folders

b Dornain Controllers
| EEE
L it
| B

H B B
O Hide selected folders WIRLT 74N T eary ) —ZEzRLEEA,
TIRARWET D7 AN X @RI LET,
O Show selected folders only BN L7 ANV X OHRERL, T 7 & AAHE

[0 Show objects under Folders Root and 7 XV HDNL— kL RecycleBin O NiZhHHr ATV =V M
Recycle Bin KRLET,
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Gl : AT —RYBNRY DI DX—T7 7 A VEER LTSS

O <Browse> #7 Vw7 LT, BITERLEF—T7 7 AV EBRL FE T,

& Legin 1o the database X

FeyFia

Kews Fie Paty | CASESKe PWHaDmIN obk 1@

Pavsward || Logn Kay File

g Cancef
|71 Adtomarcaly connu it o e detabiais [as commeciad Ao

@ TROBEmPAERINZL, AT — &AL, <Login Key File> #7 U v 7 LET,

4 Logen 10 the database

Ky Fils

Koy File Pt | C\SESKey\P@/Radoin dbk Peces

Fassword 'w

Creats Key fie

Deabase hiosmaton

Sarver Nema

Daabase Namae

Cancsl
® <login> #27 VU v 7 LET,
_; Logen 10 the database
Ky Fils
Ky File Path
Fasgword sesess
Database hiosmaton
Osan now doabase
Sarver Noma: (BESSINE RS0 C1oaio naw connecion
Daabase Name SESDS Deluie databasa
Dalata comnacton
care
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@ SESEMHaL Y —E, Fx LU IJ&LVARVR B Oay y—LenbE4,

Challenge ard Response

UseriD: = nctfounc =
Dewice Info Delaut
Uzer Aufhemicabon

0 s AT

FMCE Racoveny pasameian

RICE Fiacouary Ky Samch

Secuelios Chalengs Pespones Aecoeeny
Chasllonge: |00 039000 D030 00 Gel Aesporse

[ rusrimaric inpat [Chislianga 2)

[S—

B ARELRSAEBUVREZEBLEN

SecueDoc # 7 A VA b—/LEFIZ, OS & U BNV LA, SES L OS U B ANYRIDT /NA ZEWNTER
D, TAtr ARER SN EEORETT, SES ® [Device] # 7 bl \F AL ZEHIRT 5 L T A £ v AR
HENET,

@O SES ® [Devices] # 7ML YDT NNA A BN, 7V v 7 LET, aVTFARA=a2—05
[Delete device] %27 V v 27 LTT /A A& HIBRL £,

©® F 14 A, [Recycle Bin] izB&# L £,
TA v ANRBESNET,
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B V54TV IDREEZV VTN U FVDREIZLEZW
O REOTuT7rANERET LN, MEOT 077 A N 2at—LTHL a7 7 AV 2ER L £7,

©@ o7y AT, Credential Provider # 3 E L ¥4,
[General options] -> [Credential Provider]

'O Automatically log in to Windows with Credentials entered at Boot Logon] (25 = v 7 # AL E 9,

@ A7 VU—ruavZhbOfEERiZ, SecueDoc Credential Provider % fii 5 #5513,
[0 Use SecureDoc Credentials to log into Windows] (25 =~ v 27 # AN E 7,
SecueDoc Credential Provider # &322 L. 227 U —rnm v 27 Offx (Windows ~O ¥ A > 1 ) 121,
SecureDoc 7'V 7 — FGECTREL TV A7) 77— FRAETHF A SN D 1 7 A R O i RIEARE SV E

B
SecureDoc oplons X
2 ~ Credential Prowider
General Define whether credentals erfered at Boot Logan sutomete user's lagon into VWindows
« @'«ulnmumal[\n lagin 1o Windows wih Credantials emarad of Boot Logon
L e | [ TUsees con single sigron with Smart Card or Token
Commuracation [TJAutomare login 1o Windows wil Sme oul after S mrasas
| “ [T] Contrgure Windows Credential Provider az laztlogged on user's provider
| BitLocker Define haw SecureDoc cradensals are used to suthenticate at\VWindows Logan
’ Mapagement @,lw Sscursloc cradentals 1 log w80 Windows
| Additianal options for oken-based Auhanticeson
— [: Lock companar when loken 15 removed
’ Credential Provider
| [T ILoain 1o Windaws wih phoae protected ke i (Bluatcathl

H H G

Define whether credentials entered at Boot Logon automate user’ s logon into Windows

¥ Automatically log in to Windows with 7Y 7 — MEEREC OB E A H LT Windows 12 H BhAYIC
Credentials entered at Boot Logon A4 LET,

Define how SecureDoc credentials are used to authenticate ad Windows Logon

4 Use SecureDoc Credentials to log into SecureDoc Credential Provider # ] L C Windows (2"
Windows A4 LET,

Tu 7y ANVEREFELET,

@ [Devices] # 7 C, BMIOT A RAELE7 Y7 L, arTH A KMA=a—/5 [Assign device profile to
devices] #7 VU v 7 LET, 7077 A NV—ERRREINDIOT, HBIHMER LT a7 74 L E2RRL, <OK>
72Uy 7 LET,

X TANZIZXH LTI T s ANET YA LTHIELABET, 7HNVTNOETOT NN, A ZH#HAINET,

® 74T FFAL T, EMMREE T, SDConnex - LT, Fu 77 A N EZITRY £9,
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® wE, PV T—FEREEREETLE, YUY A A OREICEL Y, Windows ~BEITH A A R0 F
ﬁ—o

@ [0 Use SecureDoc Credentials to log into Windows | (25 = v 27 &# AN TWia, A7 V—rnumvy 7 Off
BRIEFICIE, IS ID OERBEHARTSINET (EEO2—F—ID BRESIALTVDIEHEE)

Secure

J-todAna—H-ID:
Lzer0 ]

<OK> 27 Vv 95L, BMENEDLD, "RTU—KERDODLNET,
Z DR ATU— Ni% SecureDoc 7Y 7 — FEEFE R USSR T — RTCF, ELWSZATU—REZAHLT <o A 2>
7 Uy r45E, Windows ~% 1 A »TX £,

B TPMIZLoT, M RDEF 2T 4 ERDED
TPM %4 5 & F A R EMMSIT B, R R L—T BTN, ZAARD DI NT B DT F 2 U T o (R#N TR T,

O BEFEOTe 77 ANVERET I, BEOTe 77 AV Eab—LTHLL e 7 7 AV EER L E T,
TPM ORENEGENDI T T 7 ANEETDI T4 T MM Lz4. UEFI/ BIOS T TPM A AEZhIC2 - T
WARWTF AL 2T, TPMOREITEH S, =5 —L 1320 XA,

@ FuZrALT, TPMOEAEZ#ELET,
[General options] -> [Hardware Authentication]
[TPM Protection for Key Files (for devices with TPM available)] O EHEHE T, TV E TV A =a—0b
 Automatically TPM-protect Password-protected Key Files] # iR L £,
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l SecureDoc options X

Hardware Authentication

|
General TFM Protection tor Key Files (flor devecas with TFM available)
s |ﬂ-¢mmah:d'yTF?~4-pvolm Passward-protected Kay Filas v |
e |
TFM support = anobiad It TEM Chg s disablad or reinibalized. wesr Key Files with TPM prosaction wil ba
Communecation lacked. For mare rformasion. plesse refer 1o the usar marwel regerding TFM pratecton ‘
Bitlocker
Management [ 1 Dsfault to uss *Key File on Token® at baot logan
g [TIrey Fia supparts both Password and Token-based protectan/authentication

Credemal Provides - o ; 3 S
[C]#*Key File is on the Token”, ramamber Key File o be used nest Sme
o~ ‘
Media Encryption

‘.. ) i:}A-.i' user to swich from password 40 token profechon
= [

Se Doc Fil Password basaed Kay File wil ba crested n remote installsion, Yvhen userlogs m first teme. ha/she |
cureloc riie wib b askad to izen token and changs protaction methad of e Key File
Encryption
Token ype Al Card ALCliser 'V
FProtecsan method  Lise token =8 b e

Advanced Optons

Hardware
Authentication

Trusted Devices

O Cancal

a7y ANVEREFELET,

&’ E # H
TPM Protection for Key Files (for devices with TPM available)
- Do not use TPM < TPM ZfEH L £ A
- Automatically TPM-protect cNAU = TSN F—T7 7 AL BHE)T TPM REICUI 0 B 2
Password-protected Key Files Ee
- Create Key files protected by TPM c RAT—=FRKORPHVIZTPM & PIN CTRESNEZS— 77 A L%
and PIN instead of a password ERC L &3,

® [Devices] # 7 C, BIIOT NA AEHF 7V v L, av7TXF A MA=a2—)5 [Assign device profile to
devices] #7 V v 7 LEd, 7077 A V—BERFRENDLDT, BIERKLEZTmn 7 7 A L EERIRL, <OK>
7 Vv s LET,

@ 94T NTFAL R, EHAREET, SDConnex AT LT, Fu 7y A LEZITRY 7,
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® WwE., FYT— FEAEEZEE L., Windows A > A v DRBIC TF—7 7 A NMIE TPME#EICEFICERINE L
721 LERRENRET,

(‘ SecureDoc
'0 ;f:_??'f,'bii\ TP FREEIE I E R ENEL

=P —=DF—T 7 AL, NAT— NMEEND TPMIREICEI D DY L LR, 2a—F =B85 7V 7—Fh
mquT@ji/i%]\jj—g‘}:)/\Z U — K| "Wj/) NiTH Y i"i‘ﬁ/o

® 7747 bC, 7Y T— k%R PIN CEGEL. Windows (21 > 1 ., SDConnex Li@fgd 5L, 774
T b OEHRN SES kb E T, SES @ [Devices] ¥ 7 kv, %Y= —¥—d [KeyFile Protection Type]
WMEMRT S L. [Password + TPM] EEBRENTEYD, TPM THREIN TWVWD Z ENHER T ET,

[4) SecwreDoc Enterprse Server SQL Plus - Server namse: SESYSOLEXPRESS, Database name: SESDB, User rame: SESAAMIn - 0 X
Latabase View folders Keys User Jools Heip ! éi Secure[:.‘; .
’
4 | 3 =
& T ~ o y& a ?
A Redresh [ weTaTE E ! Fitel Help
Folders » |5 en | B Device: Y Fan I " Giees I Fobder Encaphon Poboies | B Daves ]‘ bt o doidies . . I

CQ ce Nam

SES Aominsstrators Toam Mockfied Enc

10/24 1 S542028 100722 L 1

& wmplocal
& Domain Controlier:
A XnE
o EEE

“3ER]
N ¥R < >

|1y AS Fodders T R ey h'J .‘.-..‘< ]
S Poroed Devices e e o e ol

» — Num ez |D Crwrar  { KoyFis Protection Firet npeme LA e sl

A Exemptad Devicas

% Recyde 8in

Preez

Profiles

f1) installation packages v |
< > < 2

[Recorois) wisibie: 1, svatlable 1, Total usertst: 13, Total compunensy: 2. Total kews: 6

i 581 20 UEFI/BIOS RET. TPM 2E8H25WNI7 V7T 58, U T — FRAFTELWID//SA T — |
EANLTHLr A TERLL RV ET,

B TPM+PIN I2LoT, XA RADEF2 T 4 ZFEDEZN

V9.0 CBIEN-HiHEETT, TPM L PIN 25 &, BRICT A A LS T ozt X 2 VT A REFIEL RV
7, PINAR#S 2 LT, BHAEOASAT— REFEHTILENR 2L 720 7,

O BFEOTue 77 ANVERETIN. BEOTe 77 A0 E2at—LTHILLL e 77 AV EEHRLET,
TPM ORENGENDI T T 7 A NERTDI AT MIEM L2354, UEFI/ BIOS T TPM RANIZ R - T
WRWT N, ZTiE, TPMOREITEH I, =7 =232 0 T8 A,

@ 7Tmr7yANLT, TPMOFERAZHRELET,
[General options] -> [Hardware Authentication]
[TPM Protection for Key Files (for devices with TPM available)] O EHH T, 7L F U A =a—D0 5
[ Create Key files protected by TPM and PIN instead of a password | # iR L £,
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SecureQoc options

General
3

. g |

Communecation

BitLocker
Management

: |

Credemal Provider

o~
Media Encryption

[ ]
in
SecureDoc File
Encryption

Advanced Optons
Hardware
Authentication

i
o

-~

Trusted Devices

Hardware Authentication

TFM Protection far Key Files (lor devscas with TFM available)

I Craate key flas prosacted by TFM and FIN instend of a password I | v

TFM support = anobéad It TEM Chg s disabiad or reinibalized. wear Key Files with TPM prosaction wil ba
acked. For more ndarmasion, plesse refers 1o the usar marael regarding TEM protecaon
Minirum FIN length  |© 5

PN complesdty ules [Z]Allow alphs characters in Fi

[ | Dsfaul to use *Kay File on Token® at oot Ingan

[TIrey Fia supparts both Password and Token-based protectan/authentication

[C]#*Key File is on the Token”, ramamber Key File o be used nest Sme

[lAsk user to swch fram prssword 4o token profechon
Password basaed Kay File wil ba crested n remote installsion, Yvhen userlogs m first teme. ha/she
wik be askad o r2en token and changs profaction method of 2 Key File

Tokeatype Al

Card ALnClie

Frotecson method 1)

aken =54 e
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TPM Protection for Key Files (for devices with TPM available)

- Do not use TPM TPM 2 LA,

- Automatically TPM-protect c NRATU = N CORESNTF—7 7 A LA HE)T TPM REIZEI D % %
Password-protected Key Files 7,

- Create Key files protected by TPM c RZ2T—= KOOV IZTPM & PIN TREESNZF— 77 A L%
and PIN instead of a password ERC L E 7,

PIN complexity rules:

0 Allow alpha characters in PIN PIN (29 ZFFrf LET,
Minimum PIN length: X PIN o & (/h)

® [Devices] # 7T, BMIOT A REHI7 Y v 7 L, a7 F%FAMA=a—n 5 [Assign device profile to
devices] #7 VU v 7 LET, 77 7 A N—ERRREINDIOT, BIHMER LT a7 7 A L E2RRL, <OK>
7 Vw7 LET,

@ 74T NTFRAL AT, EHNAREE T, SDConnex # MM LT, a7y A NVEZITERY £,

® WwE., 7Y 7— A EBE L. Windows A > A > D#%IC, PINEZRETATEODORY FT v A= a—RNFoR
EhEd,

£-TrANETPM - PINGFIBIIE{TITS X
{1 SecureDoc

il - 0% 774 MSHE, PINET) A AN TPMF s 7% EMLTISMTD
BN 707 R IRBATATIAT, PINDEF PRI TS

TPM + PINZICAD

w o fhogart ey i o
e REATRANCER TS,

SecureDocq -Y-:
User0!

=240 RAD~-F:
|
SecureDoc TPM PIN:

TPM PINSSETL2T:

PINCETEISTTE: v PINGER)TFEE PINDE & 6

[F—T 7 A NRRT— R THIiE, 7V 77— FEBGECINETHERALTW 2T —RE AJJ L, [SecureDoc
TPM PIN:] #HIC, BHIZ FICER RSN TWAL—IZZES>TPINZ AN LET, [TPMPIN 22 LET 1M
T, EROTEDDOLDHRDOT, FICPINEZASL, <OK> 27U v 7 LET,

©® ELLSTIENETTAHE, [SecureDoc F—7 7 A VOEENTPM +PINICEF X NFE L, u/Afr35Lx
W, HILWPINZAALTLES Y, | ERREINET,
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B 7 UEFERALT, ZTERBFLLITIHIREICLEY (Fr 774 LV TOHRE)
@O ®mE (ZWEA) B, SecureDoc THR—FLTWVWD F—27 0 THINEMRL T EE W,

@ 7 OMMBBELTOREETEE, F—27 2 Windows FTREBINHREICHKR L TBXET,
MR EFTET., FP—2 o D~=aT7 BB LT EI,

® “v7yAd<General options>T, HHATS F—7 U EBIRL E T,

SecureDoc options X

Hardware Authenticaion

General TEM Prosecaon 4or Key Fles (lor devices with TRM svarabio)
] Craeta ey 13 profecud oy TPM and PIN inslesd of & password
s
- TPM suppon & enaliled i TFM Chip io disabiied or santaiacd user ¥Ry FIGS »ith TPM prokcsnn wif ba
Commusscation locksd For mone iommaton pieedas 1s(0r1a the uisr mansal isasedng TEM protecticn
a PN compladty us Allow alpha charcmns is FIN Mream Pidkngn 6 -5
Bitlocker
Maragoment [ Detnutiio van *Kay Fie on Token® o boctlogan
‘fl [T hey Fils suppurts both Password and Tokenbamed prosecinnlsutierticaton

Credential Prowder o
| H"ey File 6 on tha Token®, remambssr Koy Fie 10 96 used et time

o~
Media Enceyption

[ Azk user 10 swich rom password (0 loken prota chos

3
in
p Dot Pagswrd basad Koy Fila wil ba craasd in remota insaslision \Whan user 10gs i M5t tma. basha
g e wil b askad to insed ioken snd changa profaction metted ol ha Key Fila
Encryption

Tohannpe  AcksCerd AchvClont Vs

Promacn mehod U ks RSA ks
Advarced Options

€y

O Ask user to switch from password WA — R CRESNTHF—T 7 A VE =7 U CRET DX —T 7

gﬁl‘l

H H ‘ B

to token protection AVNTEBRLES,
Token type [Token type] Tik, 7NV F T A=ma—0nbHT25 F—2 %
Protection method WLET,

u

[Protection method] X b — 7 Y lOFEICHDOEE T,
- Use token RSA Keys
- Token contains PIN
- Use Certificate on token - — 7 iEH &
- Use Certificate from windows store
- Windows % k7 25 D ZFHH &

TIAT U T ARAL R, ER L7 e 7 A v @A LET,

® 7V 7 — bRiEE/SAT— KTl L, Windows ¥+ > A ., Windows 7 A7 kv 7 b—27 &2 0 B
RDIZODKR Yy TT v T RRRINET,
F—T A NDNIRAT—F (G@EFEIL., Windows DSR2 T —FR) & h—27 DA TU—F (PIN) Z AT,
<mIAU>SEIV I LET,
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7L ERET SIS RNY

SecureDock -774 A1 W)/ -FTHE
BENTUS TN (SEAERT)\ - F P~

LT RN BLHATEENTL @ o, [OK] A2
. \ LRI P ERAL, F=2PINCILS
> J OF— 2700 ST FEATILCIRZC,

| $v(1100-F . |eeeeeeee |
bR

F0ER Aladdin eToken Pro

ADa Rl Slot O - AKS ifdh O

HiEndin: F=DAIPINGISF D
Ferao-F | 900060006 | [ 0¥ |
Fdr 3N | v

| [ owi | wosiic |

® b+F—27r0R2T—F (PIN) BIELWEE, [T—4# 47 V=22 bT_NVIRKRRINET,
<OK>% 27V wr32L, [X—T7ANDOXF—REFEN =7 ANEFICEHBRINELEZ] EERINET,
WP, 7V 7 — FRBIAEFEIZ h—27 > &, b—27 DA T—F (PIN) BZLEIZRY 9,
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B M UEFERLT, ZERBELTHIRECLEY (F—T 7 AV TORE)
E (ZBEA) Rilc, SecureDoc THHR—KFLTWA b= v THEINEHRL T EE N,

F—2 COUHRELTOHREETEE,
IR E 7151

k=27 > Windows LTSN D RREICHEf L TR & £,
=2 D~=aT7LEBZRLTIEIWN,

[Devices] # 7T, TA AZEEIN TN DH2—F—%BRL, ~VADLEIZ Vw71t XbarTHFA A=
— /5 [Create Key File] 27V v 7 LE9,

5] secureDoc Ererprise Server SOL Plus - Server name: SESYSOLEXPRESS, Database name: SESDB, User name: SESAdmin

Database \View folders Keys LUser Tools Help
v . 5 i ?
s * ~ o 5w P !
Refresh ul £t Key Fbe | f Help
Falders - Fobdn ErcrptcnPoices | 8| Dives

SES Acminsstratons yraabed

"
L wrmJoca)
& Domain Controller:

A xnE
o EHN

N EEE
wi Al Folders
g!_ Purged Devices
ﬂ_ Exempted Devces
& FRecycde Bin

<

(I

Num

v b e A e et o

FUst oems

S e
Usar 1D Laat nass wmall
S0 ASmI Fres

Profies & Bemove user from device Del

T Instaliation packages v Access rights Enter

Set Filter
Remove the 1655 from devices

Retresh

Modify User

Challenge respores

Remove ey e fram device

FleVault

¥F—T7 7 A NVOERBEEARRINVET,
[Key File] #i . <Browse> #27 U v 7 L, —KWIEH T2 —T7 7 AV DOEFEREL T,
h—=2 v~ VBEZNRET LEZOHIBRT AN TEET,
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Create Key File X

User 0

Yy File Wasis\SE BadmiriDaskop\User(t dbk

@cpl_.‘ use r'r,é s sword rom detabase

Protocied by
Passward @ Pessword

() Tokean

Cantem Password

@h- waria comvan 1 token profacion
Toksin pe Il)eme-m Laxor Token I |
Pratection method ILln Cedficate an token I
| Ky File wilk ba expirad on with warmning dens) eardiar

® NSATU—KROFEEIF. SecureDoc DRBFENXAT — Kinh b—27 VU B2 2BICHERAT 20 TT,
'O Apply use password from database]
WF =l Ande, T—FR_R—ZAMREINTND 22— = NRE LI RAT— &R TEET, SESEHH
FEWNRAT = FICHETOHENDY £E A,

® [0 ask user to switch from password to token protection] (ZF = v 7 # A7,
[Token type] THM® h—2 »%EIR L, [Protection method] i1 F—7 »HDOFREICHbEFT,

@ <OK>%7VvZ7LET,

AT T T — hiiEAEiE L, Windows 1 1 . Windows T A7 kv IC b—7 AREICHI D
BZDBTODORy T v T NEREINET,
F—T 7 ANDNRAT—RKE h—=7 O/ XNATY—FK (PIN) AT, <un /A r>%27YVvy 7 LET,
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N tmt b1

SH ok o - R

: ‘ /I ERET
SecureDock =774 A1 W/ QA0 -FTE

LT BB LAIEENT @Y. (OK) A
. IPTIL, P AERAL, F=2PING
> / OF— 7r1 0 - FEATILC{EZ0

| $—ovin 007 . |eeeceeee |
b -DLARR

PO ER Aladdn &Token Pro

ADs Kl Slot O - aKS ifdh 0

Biaamlin: F=DAPINGISFTD
Fao-F | eeeeesee | [ oo |
FitIIhEn: | v

Lovin ] i |

©® Fr=27r0OR2T—=F (PIN) DELWEE, [T =247 V=27 FTXNVIRRFTINET,
<OK>%7 Vw7 325L, =074 NVDOXF—REFENN—7 ANEFIZEBRINE L) ERRINFET,
WEILLEE, 7V 7 — FRIEFFIZ b —27 &, b—=27 DA T—F (PIN) ALEITRY 9,
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B YT —FTORIEIZ, Av— 7 rE2FNTZN

O 7—hturlFr7arIACPBlUEMES A A ML —3a RNy —UEERLET,
7'rm 7y AN TUEFI Boot Loader] @& E T, PBLUAZEIR L7 m 7 7 AV EMER L E T,
[General options] -> [Boot configuration]

UEFI Boot Loader
() PBU: Native UEF pre-boot emvironment
(@ PBLU: Linux pre-boot for UEF| devices

teximum number of failed FELU boot -
attempts permitted before Pre-Boot -
switches to PBU

PBLUICRERELE 0 77 A VEEIRL T, f VAL —Yar Xy =B LET,

@ SecureDoc %7 74 7 ¥ MMZA A M=V LEFZLL £,

@ 7747 T84 20D UEFI/BIOS K O Windows T, Bluetooth SFHAEERREETH D Z L 2R L £
R

@ FVIT—PRETAY— 74+ 2T 27200707 7 A VEERLET,
A VA P—MER LEBFEO e 7 7 A V&4 7 Y v 7 LT, [Copy profile]DFSRE 2 5 & . SHEE/REFT D 7
mETEET,

[General options] -> [Hardware Authentication]

KA
| Socis

—
Yote ! 3 s vifi P ol
El
' e Maragerr
dermial Proyvde
~
Mot Erenpticn O'--f. Moose Davwoe-bassd Authenticaton uang Yhone Token (Sustnomh)
. A 10 A rotsCH { ! DNOrE
oo M Mao AN
Enerypw
it o ouse ) n ¥ 2
PRS- v oorts both Pasawvord and Toter y
. ALthere) cat o ¢ b ES e ! e 10 b ax e
>
N
Trasied Dewce
=R ' te nstalialy Wwhe ]
= & 0 hange [ Y the K
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® 4 Key File supports both Password and Token-bsed protection/authentication] ®F = v /7Ky 7 X %
FNCTDHE, A= 7 UOFEBUINRE, FFRCAY— 7+ U EERZ RIS, NAU— FTRIETE
7
SESINOLIER LT a7 7 A NE I TAT v bT A ZZHEMLET,

® 74T NTALATIE, T R7 7 ANVZEROFEEIR, NAY— MEEEND A~— F 7 4 12 K 5 RBAEEIC Y]
NEZDBIZDDRYy TT v T Aye—UNERINET,

th) R(EETID

ShmeLs
Authentcatoe 77

@ MNT, F=T 7 A NVREFTIEOLEHEBE AR RSN ET,

[ PR TH-D7ANEFRETDLICEHT S

SecureDoc ¥ =77 MIMEF/AD - FIRMENTOI TN, b-DA4%
W EEATLWNET,

FIUNT I AT =F222012 WinMagic Authenticator 7
DA ENTULGLORER. [OK] EHPIFIC:

1) Bluetooth RN le- T EEMIDLE T,

2) &0 QR J-FE2F»ULT. WinMagic Authenticator7 %S |
o0-EHA ALY,
3) PEEMLET.

MIEAAD - FIRRENTOR TN, F-Du4R
EUNFIAAQT-FT20C051 0. WinMagic Authenticator |

PIIERITURIIRET,

OLE WinMagic Authenticator 77

1) ¥ =771 WOIAD = FERUATEANLEY, L [OK] TP HIC:
2) [DT42] 290037, TLDCEERIDLET,

3) [OK] 2290137,
4) THNT A AT TEE S22 T,

LT, WinMagic Authenticator? ) &4

et L AT =
e Il DT L. WinMagic Authenticator
e LFEANLETS,

b =D AR : Phone Token (Bluetooth) g

- - TEESRPLEY,

A0y MR

FHiEOdR: FUUECCA -R(FRTED

| S W7 A% L ol o

£

b= A0 -

P F=RATToM5A:  Skeyl]

ith)

1L %)

3

WinMagic Authenticator (MagicEndpoint) " A~—F 7 4+ IZA Y A b= EN TR WVWEA, QRa— K%

AX Y LTA VA R—)VLET, A¥v— 7% T, MagicEndpoint ZE® L, BEEIZHE-> TREL T X

Uy,

#l 21X, iPhone ®#}4 . MagicEndpoint #3174 5 &,

SecureDoc Enterprise Server Version 9.1 V77 L > A~
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3 ) . [”"MagicEndpoint”7? Blutooth OfEfHZ RO TVWET] LFREINDLIDT, <FA>227 VU v 7 LET,
["MagicEndpoint”iZiliE 2 %FE LET, LALWTTN? | ERREINDIDOT, <Fa>227 Vv 7 LET,
® [F—T7ANRNRT—RIWNCT Y 7 — FBETHEH L TWAERAT—FREZAN LT, <rnZA4r>%7 v L
9, &kIZ, <OK>% 27 U v 7 LET,
©@ A~—F7xric#FraERD D [Authorization Required] O X vt —URnE &£, [Authorize] % &R
LARLET, FaceID ®° TouchID R EL TWAHE. TNOLDOFANIZOVWTHERRINLIGERH Y £,
IIAT NOFREBE, Av— b7+ K DBAEDRARE L A2 5,

BE, REESNTWVWDIARAY— 73 VICEBRIAENOLNAT— NZ L DRIAE~EET B HiE
F—T7 A NVEBEERLET,

O Av—F 7 &FERALR2NT 077 AN &I FAT 2 bTAA ATHEMALET,

@ SES ®[Devices]# 7T, 2—HF—DFT A ZZBD, FTRICRTRINIZLED2A—VF—%24L7Y v 7 LET,
[Modify User] % 3247 L £,
TEIZH D [ User Key File(s) will be protected by token)] F =y 7Ry 7 A& 472, <Save>
27 Vv 7 LET,

Combwned prvleges do not reflect unseved group memebershep changes ‘

D‘Jum Kay Fle(s) will be protecied by ioken UsarX 509 certibcote
User'stokentype Phons Token (Blstson) Add

Folawing keys ara aszocioted with user

Kay Noms OnDema Add
Remaove Kay 10 protect user racord in SES database
Ea AES Wit
Sewve Resat Ext

® HE, a2—V—%2L27Vv27 L, 20TF%FA M A=a—b[Create Key File]z E4T L £,
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Create Key File x

UserlD User-1@DESTOP-7AP303B

Key File |

Store file on token

Appl d from datab
D pply user password from database Protected by

| (@) Password

| (O Taken

Password |

Confirm Password | |

[ ]Change initial password

[ ]Ask userto convertto token pratection

Tokentype jKey 2032

Protection method  Lse foken BSA keys

[ IKey Filewill be expired on |2023/04/25 with warning 0 : daw(s) earlier.

@ <Browse>Ah ¥ v %7 U v LTH—T7 7 A VORGFEHFTERELET,

® IO Apply use password from database] O F = v 7Ry 7 2R&F N d 5L, 7Y 7 — FRFEC2—H—
MRRELTWEARARAT =T, BIETEEd, (EHHEIISES 2 Y —N&flioTa—F—D 2T — Nz
HILIFTEERANR, 2 =P =0/ 2T — FIEHIL SES O DBICRFESNTWET, )

® =P —DRRU—FEEELTWDLESIE, [Password] 7 4 —/L FIZX2TU—F&ZAH L., 4 Change
userpassword| ®F =y 7Ry 7 A% A I LET, 2= —IIXRAT—ROLEFEZERLET,

@ <OK> #7 V7 LET,

[Key File successfully created.] WO ¥ A7/ RNERREINETOT, <OK>%227 UV v 7 LET,

@ 77472 T4 A, SDConnex & DFEETHLWX—T 7 A L EZITHD £,
FEREE%IE. SAT—=RICKDBIEL R £,

RENET L, OTHELLECEFESN TS X —7 7 4 (*.dbk) IZHIBRTE £,
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7.3.SecureDoc 7 S5A TV DA VA F—NLBE « FEIZHOWT

B SecureDoc 7 5A TV DA VA +—)V - BERAZEICLIZW

TreYa=r = EFERT DL BEYA LY b A P ARHRETT A, By Fa—F =2 EH LT
57 /81 AT SecureDoc 7 74 7 b ERBBT 256, 2V —Ilc kDA VA M= VBRIERKLEIC Y £,
a— P —ZABEEMNTPIC, SecureDoc 7 T A T hEA VA =B J1EE LTIk, Active Directory @ 7 L—7
RY—ZFHLTY 7 MU =27 %Y E—FTAVA AT IHERDY £, £0%H, Windows 1 2 2 h—F — Xy /-
— [SecureDoc_64.msi] &M L E7,

FELIF~YA 7Y T MNEOY A FETBRELIITE N,
%% : Microsoft KXo A2 b [0 —7 RV v—%EHLCY 7 =T 2V E—FTCA VA=A T D]

https://learn.microsoft.com/ja-jp/troubleshoot/windows-server/group-policy/use-group-policy-to-install-software

B FRFE ID % Windows 4 > A VT AU MU TRE L2V

INETYA =T 73, L DBEENSD T 4 — Ry 7 2WEEE, FabeYa=r 70—z k% ID OfE
GEEFELTCEELE, YrEYa=r 7 — il k- T, Windows %1 1 7 H D 4 h b SecureDoc @
2—F—ID ZHBTIERTHZENTE, A VAPV R OREEMAHICHEED Z LR TEET, SecureDoc D7 —
farFrra s T A%, Windows OS TikZen=d, Windows A A>T vy "aEka—F—ID &2 T — K
WA LTH, Windows D/SAY — K7 F w77 EOKENR LT £H A, ZAO6OHEIZL Y, Windows ¥
YA UT AUy b4 % SecureDoc D —HF—ID L LCHEATH LT F A EnNTVET,

ZZTIE, BERY =L o> T Windows VA A T H T NS D2 —F—ID AT ILE RN D H5E5 D
A VAL =g RNy =0 GERZRAL X,

HANCID 2% L., SESITA R —FLET,

© Excel & #f# - T, SecureDoc ®x—H%—& LTS ID Z#{E L £,
M NRAT—=REANLTLEES D, A=V LRATV—RELTHEALET,
7747y NTHEHT S Windows %4 2 ID b4 TEDTEEIV, ZHITIEFIANATY—= RE AT L2HETH Y
FHA, T2 F2—=PF—=DSO ITHMLx v T 1 THEERA A =T 254 T, EEM O Windows ID %
ffi 5T Windows (2% 1 1 32856 1E. £@ Windows ID 721 25D T 7230,
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Bl) FROEIITHA MMTENRRAT—=FRE2EOET,

2—H—ID AZ2 LR ZT— K EE2 Ee1) A=LTRLZR

PC-11 12345678 1

PC-12 12345678 SecureDoc ™
PC-13 12345678 - / ID L LT
PC-14 12345678

PC-14 12345678 i

User01 i

User02 Windows @ ID
Uesr03 i /

User04

User04 i

CSV (CSVUTF-8 v ~KXHt1v) B THREL 7,
SES I, FAIZ, 2=V —% A VAR —1+TDH71x VX EERLTEBEET,

® SESORA==a— =2,
[Tools] - > [Import from:--] -> [Import users into from CSV file] #27 UV v 7 LE7,

F’:' SecureDoc Emterprise Server SQL Plus - Server name: SESY¥SQLEXPRESS, Database name: SESDB, User na = o X
atabase View Folders Keys User @ el & ] Nese
D Vew folders Keys U - p ~ £} SecureDoc
4 U 3 -3 )
® 2 Fal S & {
Add Refresh Del Gererate Key File install Filter Help

@ SESDBD 7 4 — NV RE—HEELILODOHEEBENRRRSINET,

Impot User srfomabon from C5Y file o
(oY de

Maich Lo Calumas n CEV ila

Dembeesdeld  kaiching CEV e colemn
LimeyiD
Fissasia
nsfinme
Emal
Phare

Ewrl
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® CsVfilexz7 VU vyZ7 L, SEBIT/ERLIZCSV 7 7 A V&

| Import User sdormaton from CSY fle

|
| CypmrtBioob o
|

Maich Lie

Dernbows Seld  Makang CSY S colermn
‘oeetD)

FreName
nifinne

Emal

Frare

Pad

Neat s

Carcnl

® LEIIERRINTWDLHEHHAEHESPANETZ 7 ANDEA ML EBEN <Set> 27 ) v 7 LET,

| Import User sformation from CSY fle

LT ClYpmrplfionkl oo

Coksrasin CEV Ve
oo Seld  Makang CSY S colermn - AZorMTD -
el +2-H-T
L= AT
wT
nefinme Dukiw =K
al
yru
(Peo “ovaitn - )

UserID & PWD IS TERELET, ~HIELZ2HL0EHVIEL, RENFEATLS, <Next> 27V v/ LE
ER
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@ W®’OMEE T, <Select folder>TA v R— b7 4V EE2fEE L., &#%IC. <Finish> #27 0 v 7 L7,

Import User information from CSV file X
Salect Group
Selectkay

Prowchonkey AES W)

= - :
Selscticlder D | \Folders\OO 8l

:To vpdete existing records (not S0 add new ones)

<< Back Finish Cancel

MREROOENDZDT, <OK> #27 U v 7 LET,

@ SESO7AAFIZ, 2—HF—IDRBA LV FR—FENTWBZEaMHRLET,

SDConnex DR EZEE LT,

@ SDConnex ® [Communication] ¥ 7 # B & £,

B SecweDoc Servces Configumtion
I BTN REM WbIng
== 2@
Q, Securebos Senvces
0, OCormes Sermice

-
Q) AD Synic Servien
Q. Mnakytics Engine Service PG SecureDos Clert Cormenication -
- e 3 5 - B Monmce
Servee Por! Nusbee 7300 = e teahticted Porte (€ 1024 |
X s gl Yewtverting
Setvice 1P Addess Any i addrees
p Sun
Trarsgort Layer Secanty (TLS
-
Dusble TLS &
- W Usregater
& Server 08N SOUNCE
Server carticate sourcs ( W Appy
& Rew
&1 »
Mas iy Concurent Sessors 10 4 u ART
"3
Fecare Fogmd! Tiremeut 1M 5 e o Fesporge Tiveout 120 | gec
Chack % Active Commands eveiy D Lo Suxartre Toveouto =l
Buiy Staw Sessunt Cout o Mie State Sestiong Coun s

Keythe Updere Tase Sleep Inerval el | sec

Fwervare Noralatin

@‘J.e- cxitence i reQuired

£ Ve pasamort trum saw recond for sxsteg users

| Move dwvices oto Facycle B o case of remstalivion of SecseDoc

a Bager < ooty
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@) [ A4 User existence is required] (Z2F = v 27 Z A E T,
¥ ZORTFILL-ST, BIEAVA—bLiza—¥F—IDLUHNDID Z# > TERT D Z L 2T ET,

® HOEIEARLT, [Stop]z 2z U v LEEILESHE, [Start] 227V v 7 LTEBI LTS ZE W,
—BREOEBIETTOT, BMEDIZ IA TV MTEEBRHLZLITIFEAELY T A,

AVA ML=V a Xy r—OER

®  T'secureDoc Enterprise Server v9.1 7 A4 v 7 A VA h—NTA K] 2B LT, 7o va=v7L— 10Ok
FEIRE—V A T AVARL—2a v RNy br—V5FERLET,

@ fElLIcA v A b —var RNy r—VaXT7NLV7 Yy 7 LT, REMBERAEET,

[General] 74 =2 C, ROFELXEE L ET,

TROBREEIMICT =y 72 AT, <OK> %27V v 27 LET,
A Ask user to verify data before starting encryption

A Default Use ID is empty

Instaliation packsge settings X

i Generd
| General Packagenams [OO@H4 YAk L —Sauitieh -3 [
9
v -..) Commans

Key file

Croate new users n ths older durng the remote instailstion l

e OCHE Hrowss

Authentication
| Questions

| ﬂ'q
‘ Users @:ﬁ user lo venty detes bedare starting =ncryplion
__|Force usar 1o complete af dets fields

Apply thes SecureDoc profie dunng the ramote instslation

Dewvice Prafe [T b 20774 Echt Browse

v [ JDstaut desics 1D 5 sonpty
Provisoning Rufes @:-ﬂ,m gss 0 4 Smply
| Kay rame fomeat
® Dovice nama (7] Add rancom chamctees 10 key name 1o meks i uni gue
GUD
|t communicaton fails, retry every 5 T minteds) upto *  time(s) (D » minde)

1w case of communication anon cortinus msialialon ofine

”J'-le for the Hle distudon softwars 10 raboot the syssam

__|Hide encrypbon progress om user

[~ Bastart davice whan ancryption is complated | for hardware encrypton wikl powar of )

7} Allow SecursDac instalol ons 10 run shanty whan deployed using Sla disybuion sotware

| Suppress massage sher nibal instaliishon

® <OK> %27 Vv LET,
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@ fERLicA v AL —va vy r—T%457 Y v 7 L, [Create package files] #27 VU v 27 LE7,

273AT Y F~DA A R—)V
O fEHLEA AP L—Yar RNy —DkfosT, A2 =V LET,

@ WEEPBBT HEIIC,. [SecureDoc DE G T +— L) BDRRFRENET,

24~ I

%

"

wE £ SecureDocH BT

RF1-0
A2 -5 A=Y Ik [FC-11

IR0 FO-1) &

TR "

L2 WAk

= BT

-

054 55

-7 A

- PC~11hay 541416c06154957

et

L _— _ N A
3 SecureDoc P}

®
HENZB -7~ SDConnex MR ELHIZ LY | SESITBEEENTWARWID 2o TA v X h— L& 5 2
LI TEEHA,
LT, ZZ<Cix, IPC-11]) # AL ET,

® SESiz. Deploying User & LT, =—%#—ID IPC-11] »BEINE T,
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5} SecureDac Enterprise Server SGXL Plus - Server name: QF‘E\O{CXMRSS Database name: SESDB, Lser name: SESAdmin - () x 1

naubne View foloers Keys User TJools Heip
> " x ."?\ -3‘6 N . ?
Al Retresh e Goneat Filter Heip
| folders » SUmIQMto W Vs ‘_;I’.m;n | | Foider Encypion Pocs: !L\m
SES Administrators ﬁi E des rﬁ ii i ii E!i ﬁ i Eii iii‘
N wmylocal
& Domain Cortroflers
N xma
& BEE
§ eEE
) OO
i All Folders
A Purged Dewces
a Exempted Devices
, Recycls Bin

y Profiles

%4l nstallanon packages
5 Machmeinfo files

J logs

< - ' > < >

Record(s) wsible: 1. available: 1. Total userisk: 20. Total computeris): 3. Total key(s): 15

@ 7747 MIFEBLELRY . B LRGBS ET,

7547 FTiE, ZORIZ Windows ~3 A > A > LT3 Windows ID 4 & R U4 R ID # B8 TA—F—
DOIDELTEKRLEYT, T IDIX, SESICHBRBEINFE T,

5} SecureDac Enterprse Server SGX Plus - Server name: GF\!\Q{EXPRESS Database name: SESDB, User name: SESAdmIn - =) x |

Rambase View foloers Keys User Tools Heip
L ¢ x vj .;.% U ? ?
Retresh De In Filter Heip

i~} Folders » su...[q::-.m W Fon Qn.w | | Foide Encaphion Poica: | 8 Dvives
SES Administrators des I Ho e Cfpata Enc & o ved State Profik [}

‘ wrrylocal
& Domain Cortroflers
N =mE
& BEE
4 eEE
), OO=
i All Folders
A rurged Devces
; Exempied Devices
.: Recycle Bin
y ' Profiles
o nstallanon packages
i Machineinfo files ! Degboying Liser
;) loos
W Audit Log v
< > < >

.,

Record(s) waible: 1, available: 1. Total userisi: 20. Total computer(s): 3. Totad key(s): 15

@ 74T b DA A= BESEET TS L, [User01l) & TPC-11] 23RS TR, EbbThr
TATHIENRTEET,
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[9) seaxeDoc Ererprice Server SOL Phus - Server name: SESYSOLEXPRESS, Database name: SESDB, User rame: SESAAmIn - a X
Catabase  View folders Keys User Joals Help r Secureff_ur .
4 - 4 i
. * ” ol P P ?
ad Refresh | = Al ' wial fily Help
| Folders A [ Uswe [ Do W fore | B, Qs | s ok vt s | 8 oo etofdeies |

N o I

d O rmate. Eng [ igiﬁi r‘io.v» Poaofils F‘rr‘

SES Adeinestratons

& wmylocal
& Domain Controllers
u sy

310

~

i Al Folders
ﬂ Purged Devices

é Exempted Devices

% Recyde Bin ¢

Profiles = = T RS TSR

AR TH e F g e M LTINS Vi 1 G

ey by x?-U. RS -,..‘; he (lerdre

Pzt e

>

Wy fretaliahon packages

y Mathereindo Sles »
Logs
4J Auditlog v

[PC-11] #fioT, v/ A LET,
NRAY—=ROEFRERPHDLDT, A =¥ NARAT—=RELTREFDORAY—RE [0 27— ] i A
HL, FrLWARRT—REHRELET,

F-774IL AD-FOEE

TAAMES{ R/ AN - BRI E L TRED JOAD = FIL—LERIL TURENE R E T A AT -F
?E)D UAEERERERLEES. RLOVEAD DB AN LTHE .

F=Ip )L ATk

11D PG-11
AT - |
LA -
LA - FOBAN
JAD=RBOE b

WEIDS, 7V T — b REIET, BHELINRT—REffioTr A TEET,
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@ lUser0l] RAZETHIIE. H27 VY v 2 L. [Remove use fromdevice] %27 UV v 7 L7,
7747 v ME, EHWRBEET, ZoMmESITRY £,

TeRRSag vy Tavare|
I — o _ Lgers hino
Nt s 1D Chw et ! ayFis Potction First fane Liat nam
1 PC-11 Dwpiying Liar 8 [ Bemove uses from dewce | Del
4 Access nghts Enter
Set Filter

Refresh

¥ Mooty User

Crgate Key Fle
Challenge respanse

Remove key lile from devwce

PC-11] i%. DeployingUser DL E£TT N, ZOFEEFPT L2 LN TEET,

@ F—F—&L T, FETDHHAIL, [Set Device Owner] 27V v 7 LET,

P S IR Ay e w8
) Liser [D) [ 1 b Protectis Firet
m .- - YauEie Pro n ey
8 Remove user from dewce Dol
< 4 Access nghts Enter
Set Filter

Retresh
8 Modity User
8 Creote Key File

= Challenge resporess

54 Remove ey Me frlom dewce

Set Device Owner

Filevaudt

X A A FM—LEE, 2TO Windows ~DH A A 1, v T 4 THORIUT ID 2> 7235461%., [Users] # 7
TEZDOIDZREL, TEREONRXNVICEFEINTNDEIT A ZA—ERRTENET,
BEOT N 2TV 7 X —%fE-> TEIRL, 27V v 27 T [Remo use from device] 27 V v 7 L%,
ETOTNA AN, 20 ID THIBRSNET,
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8. A=Y arhbDSES T v 77 L— K

Ut~y 71 SES KU SecureDoc 7 A T v M ERBION—Y a L NIT v TS L= RUTHEMT 52 L AHESE L
TWET, SESIZHNA—=Ya D7 73447 NHAEMICERT 52 LN ARETT,
SES D7 v 77 L— R, BEfFDSES ~EFEZ A A P—ANHRETY R, 7 v 77 b— Nl FRLOEEFHZ 2475
ATIHBIETLTLSEI N,

bES [SDConnex Service] . [ADSyncService] . [Analytics EngineService] % SES (R UY — "N—THEITL
TWa5HE, EESA VAP LORICENEND T —E 2 2EETILERHY 7,

THENOV—E A%, w70y 7 MEElar Y —)L (Microsoft Management Console) » ETEITEh TR
D, EFEEA VAN EBIR->ThH, TRNETHRESNTWERNFTGIEMEINT 7V 7SN ET,
FR_A D ] A=a2—2b<Configure>% 7 U v 7 LT, BIEOBRENTEZ ATT S, HDHVITMHHEa B—7
EE2BIoTC, Ty 77— FEORTEICKELSDEIICLTIEIN,

o, BIHEMTL27 07 PBRARICBEOREEZ AT TS, HOWIEHEEHIE—RE2E I > TIZE,
Ty T — REOEBREEAL—RET T DI ELHET,

i SESWeb DR EHLZ VT ENETOT, BV A L DHOFRENLEITRLY T,

i OSQLIZER ENTWD SESOT —FX—RF, T 7T b—R 72 v I 7 v 7E2WMBD I ENTEET,
Ty T T V= RN, T—FRN=ADNy 7T v T 2D, EREICHEL TV L 5REAT Yy Ty ay Fald
e THEOAREGR M THrLET LTI,

SQL Server Management Studio 2> T, BEFDT =4 X=X %Ny 7T v S TEET,

£ L <X, SQL Server Management Studio BIZ DO ¥ A b TIRERL 2 &0,
F—BR—RADEENYy 7T v T DIER

verle

¥ V8.6 SR1 HF2 L V) fynw =29 URRBEICEOL 72> TV A NR—=V g Udbh, ikfiN—Ya v ~D7 v 77 1L — R
DL, BEOFM T v 727 —F (VB.6 SRIHF2 27 v F 7 L —FR) DRBLBEBIIRLIEERH Y 4,

SES 2RO Y —N—IZBITT 2 HEOFIRIT, koLBy TY,
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@ [A#—}] > [SecureDoc Enterprise Sever] > [SecureDoc Service Configuration] # %47 L £,

BTOY—ERELESAL D [HIE] A=2—5<Stop>%2 27 Y v 7 LTEILLET,

B Secred
THAF BN TN ALT0
% 4 B
Q, Seouneloe Servans

@ Dionme tenics

Q, AD Sync Senvice

Q, Maneo Engne Sever

Servits Narrw

Q, WinMag Secoreloc/

B SecreDoc Sernces Confgiration 8]

THAF BN &mN AT

% 4+ B

O Swounon Sevvans
Q@ Oonmex Yenvice
Q, AD Sync Senvice

Q, Maveo Engne Sever

Setvits Narre

@  T'SecureDoc Enterprise Server Version 9.1 7 A v 7 A VA M= HA K| #ZH LT, 1A b— /L& ELT
LTLEEN,

® AVAPF—ATrEBEAOBRTT, FTROKRY F7 v F A v —IURNERENET,
V6.5 LURTONR— g V& LTV A EBEMIL. SES ©7 v 72 L— KHilZ License validation tool % {# - T,
BEFALTNDTA B ARELBIESHBIND O EMHRTLHILERHY £ L7, LaL, v6.5 138k EOL
ERSTBYVYR—-IBRTLTNEED, 5HBONA—Va U THIOA v E—VRE R LN ) ICER SN E
R
<OK>%7 VU v 7 LT, #HTI &N,

SecureDoc Enterprise Server 9.0 SR - InstaliShield Wizard X

Please note that # is highly recommended to run the icense validation
tool before upgrading from exsting version of SES.
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@ SESHHETLTELY, FTENEEFEOHRA, A VA= LT OBEARICTREOR Y I T v T A v —UNEKR
ENET, SESOTu T TLEKRTL, <OK>SZZ7 U v 7 LTL7EE0,

ﬁ SecureDoc Enterprise Server 9.0 SR3 Installer Information X

The setup must update files or services that cannot be
' Ly updated while the system is running. If you choose to
continue, a reboot will be required to complete the setup.

® HWHIIEST, A VA= LEETIEET,
M1 SecureDoc Enterprise Server Version 9.1 7 A4 v 7 A v A b=V A K] 5L T EE0,
® [A%— ] > [SecureDoc Enterprise Server] > [SecureDoc Enterprise Server] % 347 L £,

@ wvrA HEEAERINET,
FHEHX—T77ANVDNRAT— REAJ L, <Login Key File>AK %> %227 U v 27 LET,

__. Login to the database X
Key File
Key Fila Path |C\SESKeysaskey dbk Browse
Pazsword | eessesss| | Login Key File
Cancsl
|| Automatically connect 1o the database last cannecsed-o

F= B R=ADT v T T =R RRETHDL L ETTA v —URERENET, <OK>%227 V) v 7 LET,

SDDB X

Database: SESDB at server: WMJ-SES¥SQLEXPRESS must be
upgraded!

Ensure no one else is using the database.

Q@ TAHIR—RAONY I T T ERBIRI I LEOWRERDOENE T, LT, <iFWV>E2I7 Vv 7 LET,

SDDB X

o Backup SESDE database at WMJ-5ES¥5QLEXPRESS server now?

[FLry LWVE(N) Froel
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T—=BRX—=ADNy 7Ty TN THE, WOBMANRERINET, <OK>27 Vv 7 LET,

SDDB X

| Database SESDB was successfully backed up to SESDB_auto.bak.

@ T—HR—2ADT v 77 L — KRB INET,

Database upgrade

Please waitwhile database is upgraded.

[ W)

@ T—EIR—ROT T TV —RIIEHTEHE, KOBHERMPERINLET,
<OK>%7Vv2r35&, SESHEHHLET,
[SDConnex Service] . [ADSync Service] . [Analytics Engine Service] i E L T 73,

spoB X

0 Database SESDB successfully upgraded. Please upgrade a SecureDoc

server components,
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9.SES Z B DY —R—ITBITTIHHEE

BEFF O SES B SES =22 —/L & SDConnex A[E U —/3—Z A VA h—/LINTEY | #H/IZ SES %A A b
— /T L5EETCSDConnex D IP 7 RLARZINETERARD L, 7747~ MIBEFED SDConnex & Oifs it & 5
ELES, IPT NUABPEFRITRDGEIF, BFO SESERET, 7 747 2 b AL AZHEMA L TWD 707 7 A JVITHT
LAY A=A THREDIPZEML, BTOIIAT M7 77 A N aBEH L TELEND Y £,

[General options] -> [Communication]

SecureDoc options X

Communication |

a Camenunicoron Senngs
General =t .
@U:e SDConnex 1o communicate with SecureDoc dient machines
3
I Server List J Add

| Communication

.

Port numiber | 7300 Proxy Setings

Communcate wih random SOCannax sarver within praory group

<Add>%z7 Vv 27 L, IP7T RLAZEBMNMLET,

BML7#%. <Move Up>, <Move Down>#% 27 Y v 27 3% & Priority #Z®H CT& 7,

7 J A7 v MiX Priority ®JEEZ T, SDConnex L Di@EFE#HAET, HL LA A h—/F 5 SDConnex ® IP %
Priority 1 & L. BEff® SDConnex @ IP # 2 & L7=8& . #Hiflic SDConnex 731 VA h—LENHET, 7747
I% Priority 1 @ SDConnex & i#1{g T& 72\ 7=, Priority 2 ®EEfE® SDConnex & D@EZ B Z 2V E T,

SDConnex Address List X

Enter SOConnax Secver Addraca{es) in ey of IR IPVE or DNSeme foomats
NOTE Tha Gt can contain mesimuen 15 addresses

Add
Custom pan numbar (£ not dalauit)
Servat Adcrasses Ozstom Pod Frioeky Remoe
17231 20163 1
1723120170 Sen Dataur
Move Up

oK

Cancel

I7I7AT NIRRTy ANV ERBEHALET,
[Devices]C—8&xFRrL, 2TDI TA 7T T /31 AT, [Modified Profile]®#7~7%% [Upto Date] &7e-~7=2 &%
R L. BEfFED SDConnex — b 2 &8 1k L £ 7,
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SES ZHlDH —N—IZBITTDHEOFIRILLTOLBY TY,

@® SESIcuZAr32kbDF—77 A0 BLEFIE, dbk) Z#HzicA v A =T oY — =B (= —) L
iﬁ—o

©@ SQL Server Management Studio #ffi-> T, BEfFOT —F XR—2R %Ny 77 v 7 LET,

#£ L <X, SQL Server Management Studio Bt D4 F TIHERL ZE W,
T—ER—RADEENy 7T v 7T DIER

verle

©® HF72IZ SES A VA F—F 5% —s3—|Z, Microsoft SQL Server, SQL Server Management Studio % 1 > &
F—LET,

@ SQL Management Studio #ffi~> T, Xy I T v THEDT —HX—RA%E LA T LET,

® SecureDoc Enterprise Server % A > A h—/L L 7,
ZEAMIX [SecureDoc Enterprise Server Version 9.1 7 A v 7 f VA b=V T A K] 2B LT Z&0,

® [A#%— 1] > [SecureDoc Enterprise Server] > [SecureDoc Enterprise Server] % %17 L £,

@ B CBERRRSNIES, <Browse>E /Y v/ LTH—7 7 { A EBRL, 20— &AM, <Login
Key File>/h& v %7V v 7 LET,

: Login to the databass X

rey File

hey File Path: |CASESKe\sekey dhh
Paseword ..I.l"...; Logn key File
Craome Kay Fiie
Dosahasa Inoraton
Sorver Nema

Detanase Nema

Cancel
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<Create new connection>% 7 U v 7 L %7,

i% Login to the database \‘:

Yoy File

Loy File Path

Pasemirg ssssswees

Dosaboss Inioraton

LRens new datebase

Sarver Nema Craste naw connechon

Detabese Nema Delna databnse

Delete connection

Login Cancel

@ TFTERN—RIERTLEOOREELLET,

Create New Connection x

Server and Database Information

* Ky List: AES Wb ~

* Server Narme: ~

Mate: If applicable, ensure that full S0OL Server name is entered in
the format <computer_nameiinstance_narmes,

*Database Name: | |

() Use Windows authertication (@ Use SOL Server authentication

*S0L Lagin ID: | |

Passward: | |

*-Fields marked with an asterisk ™ are required.

Firizh Cancel

Pt I T 5 & SES A EEL £,
@  SDConnex Service] . [ADSync Service] . [Analytics Engine Service] #fHiE L T 7E X0,
[* #— 1] > [SecureDoc Service Configuration] > [SecureDoc Service Configuration] % 347 L £9°,

KV —EADOFEH X, [SecureDoc Enterprise Server Version 9.1 7 A v 7 A VA b= HA K] @B L
TL7EEW,
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7747 b SecureDoc #7 A YA R—LT AL, TOESMBIOT— e r4y (FY7— bEGES 1
TIL) OT A A N—ABKETT, BT 57-oI12i%, [Convert Hard disk] DR 4FE T,
I TAT Y NTAL REHEHERO 2 —F —ID NEEINTWARWGA, SESHH Y 747 v MIEHED=2—F—ID
ZEIML T ZEN,

©) [SecureDoc = he—1t ¥ —| %ZiL#Ei L, [ConvertHard disk] DH#ERZFEF>TW\ba2—V—ID T /A v
LET,

7=t -Y-ID
SUden

KA -F:

s

@ SDavbhe—NBrHZ—0DLESAL LT, [BELEE] OTNVE T Ama—nD [BSEHE] 227V v 7 LE
T HAXAU T, TAAZHRRL, TEHICHD [BAEIMEY . MESL) . %2 2FRL, <BFHE> AF 0
7V vr LET,

1 5 Sectoc
- o

(5 BSER

SH.  WDLeDESK ) FSIXE C:e DESTONEUNG

UIRUAT(FRAERYS MERa: QL LR U0
ppldvi e WOE 9

7 YL-1IA

. xm--=® © @RILE- ABS DESKTOP-EUSGIN
e R @
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©® BWEATDET A AZEELSBEBRTE OS2 E, RIZT 4 A7 EZRBINLTLKZE W] ERRENETD
T, <OK> %7 VUv 7L, ®VELZET,

{3 SecureDoc
9 AT (ADERBLTUEE)

@ WEEEPEBENTEL, BETTO2ETRHRLET,

SecureDoc®® - RO OT- _

N=FFOAMENBEENTLR Y, T - MUREEH) @RI, 2ROEN s
LTSS, IRELT0020, MERhs NN 2T,
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gzita || %

SH 125829119094 -200 44 - 2050109448
i 2

Y

B 00:01:29 v
Xmam: 14 ME/s l‘l
1RO 01:11:42

® WEETH, 7—bustrz27 A A =L LET,
[Z—brarta—nN]OTNVE T A ma—0 [T = T F DA VA=)V T oA A= N]E2 7V L
FT, RIZCEXA VDT UAVAR—N] X T T, T—bT A A7 EZRIRL, BEEZAZ 2 — /L LT FHICHD
KTUvAVAR=N> BT YT LET,

m § SecureDC)C
i | S .~y

\ N
T—-MRTAIDPIA VA=
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42 b=n L] o 1
'U T=-hOI AT AR ‘
S 900 SecureDodl, 7 -HALOT{ L ANTIET - NI 18 LA =LY, FALEIIENRLLARE. Windowsh
& B 7-F M0 . BT ELLE <274 A8t o4 MERCUD2Y.,
DT A1 7054 A% SecursDod?. RAEDT{_AEBENTUS Windows LOY ~2r AGEADRNSE AT (AOL (SN
F= O A AN =T A=A Brant IENYNI2Y ), SeareDodl. (RIRENSRMNT SecureDoc Space s =56 =Tr (L HIBTELE Y,
1-4-un F=b I M ~RE, 162000~ ~BERT IR RTETELT, T, 7= b0 -RE2 T -0A LR
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® BEEREFRINETOT, <OK>SRZ %227V v LET,

I~~~ X

o SecureDoc

! TS ADT A DA P AERITITEARDUT(E
AN

[ oxio) | svta@
@ ToAVAPM—NVZIIHEBSTIZEERERINET, NEZHERLT, <OK> 27V vy 7 LET

SecureDoc x

t.,, 1 SecureDoc

| T= 05 DT A LA - A SRR TD
LN,
2133 £ -ﬁ'*“f-- 3 SRGT. [OK] §209DLTE
£

oo | +winic |

OS Hid#@i#%. [SecureDoc Disk Encryption] 27 > A v X F—LTx £4,

©@  [SecureDoc Disk Encryption] #7 > A v A h—/L#;, OSOHELE ZRKkO L F T,
HEEBHHE, T AZICEINTWVWDLITROTa 77 LAEHIBRTLHZENTEET,
C:¥Program Files¥WinMagic

¥ SecureDoc A A b—A T 58A1%. SecueDoc DT A VA M —AE, LT OSEHEH L THLETLT
<&V, OSOFESETAZ & T, SecueDoc D7 v A v A F—ANERICET LET, TSI, a1 &
F—VEEITTIHLE, THELREAORRAE Y £9,
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