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¥ SES A v A h—7—7 Windows Defender SmartScreen IC Xk ~>T7' 1 v 7 SNBE. [FEIER] 27
Uy %I, RINTHEC<FEIT>2 7V v I/ TBHEA AN NVERBTHENTEET,

@ AvAb—NoUaP—RFREELET, AT DICE<Next>%227 Y v LET,

‘ﬁ SecureDoc Enterprise Server 9.2 - Instal|Shield Wizard *

Welcome to the InstallShield Wizard for
SecureDoc Enterprise Server 9.2

The InstalShield(R) Wizard will install SecureDoc Enterprise
Server 9.2 on your computer, To continue, dick Mext.

WARMING: This program is protected by copyright law and
international treaties.

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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@ FABUABYOEmATRTENET,
R ONEICFEE LT, 4 A b= ZiED 5I2iE, [ accept the terms in the license agreement]
ZEINL, <Next>%7 U v 7 LET,

ﬁ SecureDoc Enterprise Server 9.2 - Instal|Shield Wizard X

License Agreement

Please read the following license agreement carefully. l

WinMagic
Software License and Services Agreement

IMPORTANT - THIS IS5 A LEGAL AGREEMENT BETWEEN YOU AND WINMAGIC CORP.
("“WinMagic")

ACCEPTANCE OF AGREEMENT: By selecting “| Accept” or signing at the end of this

/Agreement, or by instaling or using the software and other Licensed Materials (defined

below ), vou acknowledge and agree that vou have had the opportunity to read this Software ¥

@ 1 accept the terms in the license agreement | Print

(C)1 do not accept the terms in the license agreement

Instalshield

< Back Cancel

@ SES ZFAT D2 —Y —FROANEHENAFE RS NET,
ZZTWindows IZr 7 A LTWA T BTy MIRET H5A1E. [Only for me (¥**) 12 8R L £ 7,

ﬁ SecureDoc Enterprise Server 9.2 - Instal|Shield Wizard *

Customer Information

Please enter your information. l

User Name:
[winMagic

Organization:
[winMagic 2Pn]

Install this application for:

(®) Anyone who uses this computer (all users)

() only for me (Windows 2 —H—)

Instalshield

® MERERE A%, <Next>%27 U v 7 LET,

® AVAP—ATHSESDOaLR—3xr FEBIRLET,
1 BOY—"—T SES 259 534, %7, SecureDoc Enterprise Server & SDConnex/ADSync % A >/ A
b= LTLIEE,
KarR—xr ML, EUENJOY—N—IZA VA =N THZLHTEET,
EI DRy FETUNnG, [ X]E2ERTDE, TOar R R—%2 MIA A =L ENEHA,
Bl 21X, =Y —/® SecureDoc Enterprise Server %% A A h—/L LT, BlOHP—,3—(Z SDConnex % A
VA= AT LA, SDConnex  HEGRET DL EFIX, BERIAVR—X U FOLERIRLET,
SecureDoc Web (SES Web) #FIH7 246, FENCIIS BRESN TV LOLERH Y 7,
<Next>%7 UV v 27 LT, R~HEHRET,
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ﬁ SecureDoc Enterprise Server 9.2 - InstallShield Wizard =

Feature Selection
Select the program features you want installed. !

Click on an icon in the list below to change how a feature is installed.

Feature Description

Weh console for day to day
3 - | shConnex/ADSync administration tasks. This feature

requires IIS 7.0 as a minimum

requirement.

= ~ | SecureDoc Enterprise Server

This feature requires 132ME on
wour hard drive.

Install to:
C:¥Program Files (x86)¥WinMagic¥SDDB-NT¥SDWeb¥ Change...
InstallShield
Help Space < Back Cancel

% SecureDoc Web 2R L7254, ROBHEAERINET,
A A P=F—F, BBITa U Ea—F—2%Z0FL, [Server Name] (21 7'y FLET,
SecureDoc Web Port Number /&, 77 4+ /L F T443 AT SN TVET,
SSL Oi@fE T, HTTPS ® 443 FHAR— FEFIH L E T,

*ﬁ SecureDoc Enterprise Server 9.2 - InstallShield Wizard X

Fill the required information

Server Mame IlSESD 1.winmagic.local I

Enter the server name with Fully qualified domain name(FQDM)
Example: Servername.winmagic.local

SecureDoc Web Port Mumber 443]

Change the Port number if required.

Installshield

;£ SecureDoc Web #TEL < HET D 4IT, 47, EfER FQDN AIZEE L T ZE0Y,

#1) ses01.winmagic.local

AE

Server Name

SecureDoc Web Port Number

@ <Next>%7VUv7 L%ET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A4 A h—)
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<Install>ZZ27 Vv 7 LT, £ A MV ZHIKELET,

ﬁ SecureDoc Enterprise Server 9.2 - Instal|Shield Wizard X

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Instalshield

© WoOE@EAFRINIVUE, ELA VA M—URET LE LR, <Finish>%7 U v 7 LT &,

ﬁ SecureDoc Enterprise Server 9.2 - Instal|Shield Wizard *

InstaliShield Wizard Completed

The InstalShield Wizard has successfully installed SecureDoc
Enterprise Server 9.2, Click Finish to exit the wizard.

EBAERESNET, <Yes>% 7V v/ L, HREHL TS,

ﬁl SecureDoc Enterprise Server 9.2 Installer Information

You must restart your system for the configuration
changes made to SecureDoc Enterprise Server 9.2 to
take effect. Click Yes to restart now or Mo if you plan
to restart later.

Yes No

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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8. SES DHIHIRE

S.1. BHERF—T7 7 ANV ET—F_X—ZADVERK

BN SESICr A v 357D MERERX—7 74 V]) #ERLET,

@ [A#— 1] > [SecureDoc Enterprise Server] > [SecureDoc Enterprise Server] =37 L 7,
©@ WwoOW@EAFEREINTZS, <Create Key file>R % %227V v 7 LET,
"E} Login to the database X
Key File
Key File Path: |‘ ‘ Browse
Password: | ‘
Creats Key File

[ Automatically conrect to the database last connected-to

Database Information
Create new database
Server Name: Create new connection

Database Name: Delete database

Delete connection

Lagin Cancel

@ RoOBEE ERSNET,

Create Key file

Key File Information

KeyF\Ie| I Browse I

Pasaward |

UserlD |

|
|
Confirrn Passward | |
|
|

Key name |

Ok Cancel

<Browse> R& > %7 Vv s L, ¥—T 7 ANVERETIEIE, 77 ANAERELET,
WROHA RIicHE-> T, LEFRBELZAN LTI LS, fEETFIEL, I.dbk) T3,
() C:¥SES¥seskey.dbk
[Password] IZH&[E 722U — K& AJjL, [Confirm Password] I[ZFFER U/SA T — K& A LTI EE,
fUser ID] #lic, SES OEHE ID A2 AT LTI IESVY,
() SESAdmin
[Key Name] WiZT — 2 X—2 &5 b+ 2845 AT LET, 2L OB [seskey] DL o ICTF—F _X—
ADWEFHRETHD Z LRGN DLAN LET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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< AHHI1>

Create Key file

Key File Information

Key File |::\seskey\seskey.dbk

Pagsword |---------

UserID |SESAdmm

|
|
Confirrn Passward |---l---l- |
|
|

Key name |WMJ‘

Cancel

AE

Key File

Password

User ID

Key name

ADHET LTeh, <OK>% 27V v 7 LET,

@ ERICHEIIT S L, UTOBEEARRSNET, <OK>Z227 U v 7 LET,

SDDB X

o Key File successfully created.

® Q@OHEHEIZREY £7,
YERED X —7 7 A V&> TSESIcu /A L, SQLICT—#_—2ZE L £7,
FITHRE LI AT—REZ AN L, <Login Key File>% 27 U v 7 LET,

-“E Login to the database X
Key File
Key File Path: |C.\595key’\aeskey dhk ‘ Browss
Password: || Login Key File
Creats Key File

[ Automatically connect to the database last connected-to

Database Information
Create new database
Server Name: Create new connection

Database Name: Delete database

Delete connection

Login Cancel

B A AT DL T—=T U LTV A2 —RRRSNET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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® <Create new database>%7 1V v 7 L7, ROBEHENERINET,

Create new database X

Server and Database Information

*Key List: AES W v

*Server Name: ~

MNote: If applicable, ensure that full SOL Server name is entered in
the format <computer_nameiinstance_name».

*Database Name: | |

(@ Use Windows authentication () Use S0L Server authentication

Enter name of the user to be granted access to that database. If thatuser is
part of a damain, enter it as DomainMameyUserName

*Username

*-Fields marked with an asterisk * are reguired.

Finish Cancel

@D WROTFT—TNVEHBRLT, LERERE AT LET,

Key List ka7 BT ing, T—2_X—2A 55T AR L £,

SES CEHLT %5 DB N —oDA, #IT 2721 T,

Server Name SQLYV— =% % [ Ba—H4—FYSQLA v AX A% | EWVWHIBXTAALET,
SQL Express Tid, Iz B =2—4%—4YSQLEXPRESS| & AHLTLZEW,

Database Name | {EEDT — X X—2AZ4 & ANJJLET,
SQL Server iz, ZZTAJJL7- DB BERR SLET,

Use Windows SQLF —Z X—2~Dnu 7 A 2, Windows 1 7 A LA FIH L £,
Authentication [RAA ¥z —Y—] OFEXTEKEREANLET,

fUser name) (21X, [6.1.SES CHEHT AT UL b THHLEE—OT I K
AL T EE N,
71— 77 )L Administrator MRS LEE T,

Use SQL Server | SQL F—# _X—2~Dn 7' A 2, SQLDOY AT LEHEDT 17 b (sa) ZFHT
Authentication DEAIE. THLEBIRL 9,
SQL Login ID & [2TU—RE2HFELET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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< AHHI1>

Create new database X

Server and Database Information

*Kay List: AES WhdJ

*Server Name SESVSOLEXPRESS

MNote: If applicable. ensure that full SOL Server name is entered in
the farmat <computer_nametinstance_names.

*Database Name |5ESDB |

@ Use Windows authentication O Use 0L Server authentication

Enter name of the user to be granted access to that database. [f that user is
part of a domain. enter it as DomainMNameylUserMName

*zar name: WA ASESAdmin|

*-Fields matked with an asterisk * are required.

AE

Server Name

Database Name

Use Windows Authentication Z—P—4

Use SQL Server Authentication | SQL=~2 -1/ ID: IRAT— R

AN E#Z2T-5, <Finish>% 27 U v 27 LET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A h—/)L
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© DB OfERE., BEHEOHEREZRCTAHmAERINET,
BHIDA A b= T, FIOTOEBRERGLROT, T_RTOMRE S 22 hiEen A,
FI7HNFTERESNTWAIREDEE (TREM) T, <Save>%27 VU v7 LET,

E TR DB EAIC, SES =Y —/LTHIOD SES EELE & ER LIBINT 277 2§ D5 A13,
[Allow user to add other SES administrators] (2F =~ 7 Z AT, <Save>%7 VY v 7 LET,
NAT =R Y ANY —=DH DR Z A5 LI EBE ZER T 2560, FrE OMIRD - OEF B 5 8 HLE 2 1F
T DGE R EEZERLTIESN, BIRENR o756, % TSES FHEZBINT L5 Z LiIXTEEHA,

Administrator access rights x

MAIN ADMINISTRATOR

UserID. [SESAdmin |

User's default key |AES W ‘

Access rights

Only allow access to the "Password recovery” featurs ; Access To Folders

Pressent access to the Auditlog
[JPrevent use of remote control

Frevent access to Sel-Help answers
D”DW user o add other SES administrators

[]Access to global SES setiings Current: Full Access
[]Access to S0 profiles Current: Full Access
[]Access to installation packages Current: Full Access
AIIDW deletion of encryption keys Current: Allowed to delete encryption keys

Save Cancel

T, BHEOIER E T —F _X—=2ADIEEME T LE LIz, SES 222 Y — A8 L £,

(v

E O OER®BIC, BEEHOX—T7 7 AL (¥3**.dbk) X, BTLRERGITNICNYy 7T v LTSN,
CCTHER L —T 7 A VBB THIBR, HAWVEARRATY—FEKETHLE, SESar Yy —lilua s (T
<720 E9,
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8.2.SESDBIZT 7R TAHAT IV FDOEE

SDConnex, ADSync 7% SQL Server (Z{Epk L7 SES @ DB IZ8i T 2720 DR EE B Z R0 ET,
[Account] THEifid 24546, [6.1.SES THATAT I UL b THHLEE DT I MEFEHAL TSN,

O SQL Server Management Studio # @& L £,

@ Windows 8k, <#Efi>z2 Vv 7 LET,

of Y- -npiEE X
SQL Server

=) (D) v

Y- —BlE) -

SREEA): Wiindows SB5IE v

Wil administrator

il

=)

Fpizll =) FI2an(0) >>

1) SDConnex, ADSync T [Local System| ZF|HT 254,
[Account] Z#FIHT2HAIT. REEL TSR TE IV,

O ATV=/ b 27 ATE—=F—T, [EF2UT4] ZERL, [R7 1] 15
[NT AUTHORITY¥SYSTEM] #4717 Vv 7 b LIFAZ Vv I A=a—T [Ta/T 1] 2F4TLET,

ATVIH THATO-5- v 1 X
ZwR- F ¥ G
[ @ SES¥SQLEXPRESS (SQL Server 15.0.2000 - WMJ¥Admi|
T-FR-24
25 EF1UT
= e 0y
e ##MS_PolicyEventProcessinglogind#
i ##MS_PolicyTsglExecutionLogin##
MR I\ e
M NI Service¥MS5OLSSOLEXPRESS
& NT SERVICE¥SQLTELEMETRY$SQLEXPRESS
& NT SERVICE¥SQLWriter
& NT SERVICE¥Winmgmt
= sa
& WMJ¥Administrator
#-){- 0=l
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@ [H—r—m—n] %2V LET,
[Public] ®AHBENSNTHNET DT, [sysadmin] IZF = v 7 & ANLET,

B 0740701574 - NT AUTHORITY¥SYSTEM - ] X
R-JDRR T2005h » @
s
BT )
) H-1- 0-LEERALT. ¥ -2 o+ 7 15881 Y - (5FEILET.
FUFINTA TREG Y -2
# K0
¥-1-0-is)
bulkadmin
:‘ dhoreator
[] diskadmin
[ ] processadmin
zl public
:I se curityadmin
serveradmin
setupadmin
in
fis 2]
=
SES¥SQLEXPRESS
WhiK¥administrator
HEITHR
EF=T
ot

@ FIT, A [P~ 7] 27 Uv I L, T—F_X—=2DO—ENLIIZ/ER L7z SES ® DB (25
Ty 7 EANET, FiDa—L A R_R—ZBIML, <OK>%7 1V v 7 LET,

db_owner
SD_admin
SD_user
i 094 D7T0/{T1 - NT AUTHORITY¥SYSTEM - O X
R—JDRR T3 ~ @l

coodvERyIENE 1~ (D)

Ivd FAA-R 14— BIEmAEF—
[1 master
[ model
[0 msdb
SESDBE INT AUTHORIT V¥SYSTEM dho
[0 tempdb

E&

SES¥SGLEXPRESS

SESDB @F —AA -2 0—Jl A28 —2T(R)
i - db_backupo perator ~

Witd J¥administrator [ o datareader

oF EEROI0NTOET [ di_datawriter

[ dib cidlacimin

:| db denydatareads

:| db de nydatawriter
I Z‘ db_owner
HEFTHGR. [] dh_se curityadmin

3 ] public

e

EREET (2] SD_admin

S e —— ————————
Fotlh

¥ SES OF —H_X—241L, BEREBEIZRLY T,
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2) SDConnex, ADSync T [Account] #F|H4 254,

O A7V=27h 27270 —=5—=7T, [¥X2UT4] ZRBREL. [e/A4] L7y 7L, HiLvwerA( 0] &

FATLET,
AFS1HF I9AT0-5- > I x
EE-FF 0 Y G
£ @ SES¥SQLEXPRESS (SQL Server 15.0.2000 - WNJ¥Ad A~
F-9R-A
=W EF1UTs
B ;
2. 24MS_Poli FLLOYLU(N)...
& #smspory 21V C
+F BUILTIN¥U PowerShell DE2EN(H)
& NTAUTHO e ) N
m NT Service
ﬁ NT SERVIC] %ﬁ@‘%?ﬁtiﬁ(ﬂ
& NT SERVICE¥SQLWriter
& NT SERVICE¥Winmgmt
= sa
m WMJ¥Administrator

@ arAo%] MT, <M#%E>%227 Y v 27 L, SDConnex &&LE#+ A7 7 F&@RL £,

B 071y - s8Em - O X

R-TORR Oa0u3k ~ @ald
52
FH--0-
£ 24— 70y 0 BN [ || e
Ik SERT SR ) —
: 14’_;(2; UrfREETTREG U =0, ® Windows SZEEA)
(O saL Server F2HS)

m

O REAB Ty BB (R
O FEHHF —C79 TEHD)
[ &Ry =

A A)
o yIENE SR BaEs T
gE;!!SaLEXPRESS
EiE
W Badministrator
HITRR BB
FT =07 -5 -2(0) macter -
BEEOEEG) <EEE e
ol
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@ NERTLZATV=7 MEANLTIEIW] OMT, ThUo MEATIL, <ANOWR>EZ7 ) v/ LE
T BROT U FERBRIRTEL, <OK>%227 U v 7 LET,

14— H-ERATHVYE IR TI-T DER X

ATV FDEEDER(S):

‘1—*;“— S LAY 12074 Tl ‘ ATITONDEEO)..
EFOEEE:
‘?’“ﬂx?h‘)ﬁﬁi ‘ EFD..

EIRTIATIIIEEEA LTS (ENE:

SES Admin (SESAdmin@wmjlocal) | E=Enlon:=:(e] I

HAREW).. Frvel

@ T, [P—N—m—n] E27 U7 LET,
[Public] ®&HBEIREIINTWET, [sysadmin] (IZF = v 7 &= ANET,

B 054y - seam - m| X
R=5053 T3k~ @ AL

Ho- O-EEALT. Y - -2 o2 VT4 EE L Y - CFFILET .

£ UT 1 RET RIS -2

&R ‘
#=4-0-s)
[ ] bulkadmin
[] dbcreatar
[] diskadmin
:| processadmin
Z| public
:| securityadmin
senaeradmin
setupadmin
min
B&
SES¥SQLEXPRESS
E
Whiadministrator
TR
HEREET

Footl
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® HFIFT, B [2—Fwo ] 22V vl L, T=FRXR—=AD—ENSEIZIER LTz SES @ DB IZF

=y 7w AIET,

TROB—/LA U N—%BINL, <OK>%27 Vv 7 LET,

db_owner
SD_admin
SD_user

FRCEPRE T

R—FORIR
PEey
(PR

&R UT1RET RS -2
FOIRRE

iz
SES¥SHLEXPRESS

E
Wi ¥administratar

2007 » @nld

oAy TEhE 1 ¥ (D)

Iyt FRA-a 14—

master

model

msdh

SESDB WIVLJ¥S ES Admin
tempdb

OROOO

SESDB OF -8~ -2 O—J A —22J(R)

BAEDIAF—

D db_kackupoperator
D dh datareader

D db_datawriter

[ db_ddlacimin

D db_denydatareader
D db_denydatawriter
dbowner

D db_securityadmin
]

Tl

% SES OF —H _X—241F, BEEEICELRY T,
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8.3. SDConnex ¥ —t XDBALE
SDConnex # Windows ®#%—t 2 & LTEBITALIICRELET,

;¥ SQL Server 231 A h— 1IN TW D ——LISkZ, SDConnex, ADSync %A > A F—/L 3 5546
SQL Express ®F 7 4/ FRETIE, A VA =L ENTWEL ==L U — "= b 0RO ZT LE
FTOT, £OFEFE TiE SDConnex I% SQL IZHEHKET 5 Z LR TE EH A, SQL Server i~ — v —%ffi>T
7'r k)L ORGE, A— hOFE, SQL Server Browser DR ENMIE T,
FHLLIE, v M7 a7 Mo A FEIBRES 0,

https://docs.microsoft.com/ja-jp/sql/relational-databases/lesson-2-connecting-from-another-computer?view=sql-server-ver16

O [A#— ] > [SecureDoc Enterprise Server] > [SecureDoc Services Configuration] %37 L £,

©@ Jfe~A vdvb, [SDConnex Service] W, A31 LV OEMEA =2 —12H % [Register]z7 U v 7 LET,
[SDConnex Service Register View] HEAERINET,

& SecureDoc Services Configuration = (] X

I7VE)  BIEQ) RRV) AVTH)

= 7 Hd
% SDConnex Service  Register View e
& _SDConnex Service Z
. SDConnex Service =
&% AD Sync Service Service o
i . . . Configure
&% Analytics Engine Service Service Name: WinMagic SecureDoc SDConnex - 3
Monito
Executable: C:¥Program Files (x86)¥WinMagic¥SDDB-NT¥SDConnex¥WinMagic.SecureDoc.SDConnexWindowsService.exe . J
Startup 8] View Eventlog
O Manual Startup @® Automatic Startup ® Star
® Sto
Service Log On —
@ Register
O NetworkService
@ Unregister
@® LocalSystem N »
O Account: ﬂ ANV
Password:

Confirm Password: ||

@ Register

©) [Service] ®F:C, SDConnex O¥ —t AENCHTIHREE LE T,
FERIZR BRI 372 0 BRY . £ FF [Automatic Startup] R L., Windows E#EEZ SDConnex »3 A &) THA%A
T5L51CLEd, FEITHMET 25E81L. [Manual Setup] Zi®R L E7,

[Service Log On] OF:TiE, —ER&ERETE7H T FERELET,
X Vv RAZEEBTLTHTMI BEROGERY - WIREILHDOE TERTHZ LN TEET,
T 74 bE&ElE lLocal System| T34, [Account] T&Ed 54, [6.1.SES THIT 74w v
b THALEE—OT7 A MEFERALTLZIN, [RAS ¥ —F—) OB TEEEREANLE
¥
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FEF : Account HE

SDConnex Service  Register View
Service

Service Name:  WinMagic Secure Doc 5DConnex

Executable: C:¥Program Files (x86 ¥WinMagic¥SDDB-NT¥SD Connex¥WinMagic.SecureDoc.SDConnexWindowsService.exi

Startup:
() Marual Startup (® Automatic Startup

Service Log On
() NetworkService
O LocalSystem
® Account  WMJ¥SESAdmin

Password @ 00000

Gonfirm Password @ @000 @|

®  Register

X Web =avY—nNEHHATIHEEE, IISOERET, 77V 75— ar—IDIC, Z I CTHELIZEREHR
LRI ERELET,

@ A Tichd<Register>%7 U v 73 25&, Windows O —E A& LTEEINET,
®  ISDConnex Service] B, 3 DDOREY THRRRINET,
®  TGeneral] # 7 Tix, SES DB ~DO#fi 4 E L E£7,

General Communication Alerts

~
Keyfile
Keyfile Path: c¥seskey¥seskey.dbk

Keyfile Password: “ Login
Database
Server¥lnstance:
Database:
Mirrar (optional): [] Enabled
® Windows Login () SQL Server Login
Login ID:
Password:
Services

[+] PBConnex Autoboot Service

Scheduled Tasks Warning! Where multiple SDConnex servers exist, ensure that only one of them runs Scheduled

Logging
[] Log Events
[] Enable Detailed Trace to Folder C:¥Program Files (x86 ¥WinMagic¥SDDB-N

Maximum Log Size (MB): 500

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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@  TKeyfile Path:] <Tix, 8.1 1%FHANF—7 7 ANET—H_—2ADEK] T, ERLE-EHEHS—7 74
NDT 7 ANLERELET, @FEIABMTALINET, )
[Keyfile Password:] T, ¥—7 7 A /L DAY —RK&Z AN L, <Login>%27Y v 7 LET,

ELWSSRT—RRAAENS L, [Server ¥ Instance] . [Database] OfE#aNBENIC A SN ET,
WIZ, SQLDBIZT 7 B AT H1-ODORGEFEEZRELE T, BHFIX. Windows f8FEE— R C SQL IZ##Hi 7T 5
[©Windows Login] #EER L £,

General

Keyfile

Keyfile path: =T A NVERELET,

Keyfile Password: X —T A NDNRAT— REANLET,

Database

Server¥Instance: SQL DA VA M=V ENTNHH— = e AV AZ AR ELET,
Database: BT 57 — 4 R—AH B A LET,

© Windows Login Windows F8AEE— FC, SQLIZ#EHE L £ 7,

O SQL Server Login SQL Server #&iEE— FT, SQL T L £,

[Communication]# 7% 27V v 7 L%,
WOBMEMNFERINET,

[ SecureDoc Services Configuration - (] X
TPME)  RER) ERV) ALTH
e

% SecureDoc Services SDConnex Service  Configure View (service status: Stopped) i
SDCol Sel .
Do [ ot s | comeswela
% Analytics Engine Service PC SecureDoc Client Communication [ Configure
= M
Service Port Number: 7300 )= Use restricted Ports (< 1024) [] ! onitor
[] ViewEventlog
Service IP Address: Any IP address
(» Start
Transport Layer Security (TLS)
Ciphersuites ® Stop
Disable TLS - [4] TLS_AES 256 GOM_SHA3%4
[4] TLS CHAGHA20_POLY1305 SHA256 @ Register
TLS_AES_128 GOM_SHA256 &
TAEC 198 Y Unregister
@ Server certificate source: SES database | itgtggg:ggmgﬁ:ﬁﬁﬁ @ unreg
(O Server certificate source: OS certificate store [ TLS_AES 126 GOM @ Apply
[Subject] CN=41eb2b12-5e1c-4efc-8c2d-16e7de509b61, DC=666d90d0-2e64-472f-9792-6c3b - & Reset
FiT 4
Maximum Concurrent Sessions: 100 IN%:
Receive Request Timeout 120 [ sec Send Response Timeout:132 - sec
Check for Active Commands everyo |~ | min Quarantine Timeouto = | min
Busy State Sessions Count 10 = Idle State Sessions Coun 1
Keyfile Update Task Sleep Interval:600 - sec
Remote Installation
D User existence is required
[ Use password fram user record for existing users
[] Move devices into Recycle Bin in case of reinstallation of SecureDd

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
\.d SecureDoc

[Service Port Number:| X, SDConnex 7% SecureDoc 7 4 7> h Li@EIZHEM T 2R — hEFDORE T,
T 7V FRGEIX 173001 TY, ARy RU—ZBRE T, ZOR— MESHEM TS RVWESIE, oR— FE
FIEELET,

Service IP Address:| TiZ. SDConnex #7352 ——DIP 7 FLAZREL LT,

EOIPT FLxid, @%., [Any IP address] O F £ THEWVWERTAN, #HEHO NIC AEESNTWAHAN—RT =
TREOEGEC, RIS VA b=V L728A1E, [Any IP address] Tl , PVH T A =2—T
FRINTZIP LR G DEERA TS IZE N,

@ ZEIJSLT T, [Remote Installation] ORELZETTEET, ROT =T AEBRLTIEIV,
REIX, WOTHERTEET,
MOHEBILETT 7 AV FREDEETHEALE T,
Vv Yy OYR= ERBIERB Dol HELSMNI, RELAE LT HLEIH YD FHA,

Communication

H H

PC SecureDoc Client Communication

Service Port Number: SecureDoc 7 74 7 k & SDConnex N BEICMH AT 2R — h&E=
Use restricted Ports(<1024)0 | 1024 L FOR— N ESE2EHNT 554
Service IP Address: SDConnex % —ER&ZEET L5V —/N\—DIP T KL A

Transport Layer Security (TLS)
Disable TLS (77 # /v haRE) HTTPS & 5 ME TLS ZEH T 258, TRioER Uk 6iEIRL £7,

Use HTTPS or TLS 1.3 where Supported
Force use of TLS 1.3
Force use of HTTPS

Ciphersuites 775 TLS 5 A4 — MA@ L £,

© Server certificate source SES database
O Server certificate source OS certificate store

SES 77— 4 N—RA% Y —A LT H ¥ — "—FEHFELSMNT, OS GEHIFEA M7 CHRAITLIZEELRETE E

75
Maximum Concurrent mKFERE v v 3 U
Sessions: 7 7 4/ ME : 100
Receive Request Timeout: ZEVIZARNDEA LT TR
T 7 4/ MA : 120 sec
Send Response Timeout: ISEEEDX A LT T
7 7 4V Ma : 120 sec
Check for Active Command TIT 4T ha~vry ReFzy 73500
every: 7 7 /v ME : 120 min
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" H a M

bRlEY A4 57 7 b

uarantine Timeout: . . .
Q 7 74/ ME : 0 min

Busy State Session Count: EYO—REDE v v a
Idle State Session Count: TA RVREDE v g ¥

Keyfile Update Task Sleep

X —T F ANEHFZ AT DAY — TG
Interval:

Remote Installation

[J User existence is required SES DB ICHFIET D —F—DRIZA A =L ZFFA L£7,

AD SyncX°CSV CSES |ZA »A~A— L7 ID &, —# L7 Windows
ALA DY TAT  hDOIIT SecureDoc DA A b —/LEFFR[T %

ZENTEET,

ITAT v A A M= /VFLTRHZ, SES DB I — W — 3 F1E L7243
G A VAR UEFF R ST HRIES v ET,

ZHICEY ., BRLARWID BMER SN LD &S £7,

X—T 7 ANDA =¥ LNAT— KL LT, SES DB @ —H%— 2tk
ENTZRAT— REHERT 54, AicLEd, SEShba—F—%7
TA T MIEET ABREICHEDNET,

[J Move devices into Recycle | SecureDoc 37 7 A 7 > b T34 AZHA VA =L En7-54, SES
Bin in case of reinstallation of | IZBEIZAF/ET %7 /31 A % Recycle Bin [IZB# L £7,

SecureDoc ik, SESDB TT A ANEBET HDEHETET,

A Use password from user
record for existing users

WEH., A FIChDH<Apply>%2 VY v 7 LET,

SDConnex 28, SES DB & O#HEICHBENR A LTI HE%, BT A — /L THRAT 5561, [Alerts] #7 %2 U »
7 LET, ZOFREE. BATHEDY A, REITNDOTHARETT, RKOBEHEAERRINET,
[Enable Alerts] »F = v 7Ry 7 A& F AL, A—LOREEZ LET,

SDConnex Service Configure View (service status: Running)

|General |Communication| Alerts |

Enable Blartz

Email configuration | Performance Counter Alerts | Encryption Status Alerts I Mon-Communication Alerts

Settings
SMTP Server: | |

Port Mumber: |25 o [ Use TLS/55L

[] Usze eMail Server Authentication

Email Group:  |DefaultZone W | Add
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@ SES DB ~DO7 7t ARMERBEARIC, 77— F&@MmT 5%541%, [Performance Counter Alerts] 4% 7% 27 1
v 27 L%, [Database Connection down] {ZF = v 7 &% A £,
TV T — by hU— 7 B AT 588 CTi%, [Failed PBConnex Login Alert] iI2F = v 7 & ANLE 9,

SDConnex Service Configure View (service status: Running)

Gieneral |Gommunication| Alerts

Performance Counter Alerts | Encryption Status flerts | Mon-Communication Alerts | | €2 ~

Gonditions
Low feeailable License count below 102 %
[[] Tatal Created Devices Exceedine: I
[] Tatal Created Users Exceedine: i

SR IRIE 4

Database Connection Down
[ Failed PEConnex Login Alsrt
fpplication Event Log Full
Device Added to Quarantine
Active Seszions Reaching Max

Email To: | |

Email From: | |

Email Subject: | |

Send test

[F.4] Reset |

=

= Bpply |

i)

T A—NOFEEE BN, A EATILET, <Sendtest>% 7 Vv L, HET A MRARETT,

®
e

E, A FIChHD<Apply>E27 ) v LET,

®

WBERBRENTET LIeb, AXA v ichb([Start] 7 U 7 LET,

® WwoDXHiz, [Status] A3, RunNNing IZR2 > TWAH Z L &R LT 72E W,
SDConnex ¥ —EAREE L7 5, A1 @ [Monitor] #7 VU v/ LET,

& SecureDoc Services Configuration = m) X
IJ7IVE)  BIEQ RTV ALTH
o= = H

%% SecureDoc Services SecureDoc Services e
SDC Sel A
:: AD So':\:esxerv rcvelce Service Name Description tar(up Log On As Pe | SecureDoc Ser..
! I
& Analytics Engine Service & WinMagicSecureDocSDConnex WinMagic SecureDoc Communic ..  Running /wtomatic  WMJ¥SESAdmin T »
% WinMagicSecureDocADSyncService Service is not registered a BEOH
G A
% WinMagicSecureDocAnalyticsEngine  Service is not registered =
= —%oI1s.
B ~v7

WinMagicSec..
[% Configure
Monitor

¢ ViewEven..

@ Register
@ Unregister
[« > || A7 ¥
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Session Counters DR 7 b7 v 7 ENET,

EOEEHNFE RSN, SecureDoc 7 I AT v hDA v A M= R s 5 4 7 k7 SDConnex Li#Ed 5 &,

& SecureDoc Services Configuration
IPIE) B
s 7

% SecureDoc Services
oo SDConnex Service
& AD Sync Service

FRY) ALTH)

Refrech Rate

SDConnex Service Monitor View (service status: Running)

<

& Analytics Engine Service (QReset Counters s
Session Counters Device Registration Counters Quarantine Counters
Total 0 Total Devices: 0 Total 0
Active: 0 Total Userst 0 Active: 0
Request Counters
Total 0 Succeeded 0
Active: 0 Failed: 0
five. Requests/sec: 0
Operation Counters
Operation Totss  Actve  Succeeded  Faied  LoceeengTmeforlast o Aw
CloseSession 0 0 0 0 0 0
CreateUser 0 0 0 0 0 0
reateKeyfie 0 0 0 0 U 0
i) 0 0 0 [) 0
UpdatsCommunicationKey 0 0 0 0 0 0
GetCommands 0 0 0 0 0 0
AliowledgeCommands 0 0 0 0 0 0
Up’datesrdsﬁecoverylnrﬁz 0 0 0 0 0 0
UpdateBootKeyfile 0 0 0 0 0 0 -

RiE

SDConnex Service &
& Configure

B Monitor

<l View Eventlog

Start

Stop

Register
Unregister

Reset Counters
&R 4
)

(¢l X NN

=

@ SDConnex O EIF. TN TETTY,
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8.4. Microsoft Active Directory & DiE#

Active Directory (LLF., AD) &tEH#T 2L, OU (74 1%) KE&ENI2—Y—IERE 7L —7% AD LR T
£,

% AD ERHIL7aWGE, REEZBIARIMETIHVETADT, AX v T LTI,
HAFTOFMT 2 FOBEETIE, HTLLSLETIIHY ¥ A,

¥ SESaY RAAL U AUN—=THY, FASfva—P— 2T/ LTI LEMRLET,
SES =V — L TOa—HF—BICHIRZ EOBEIX, AD flIIZFRI S ETA,

@ [A#¥— 1] > [SecureDoc Enterprise Server] > [SecureDoc Services Configuration] % 37 L £7°,

@ A rnb, [ADSync Service] WY, A4 COEA =2 —12H B [Register] 27 Vv 7 LET,
TADSync Service Register View | HEHN3F/RIILET,

1 SecureDoc Services Configuration - ] X

IPVE) B ERV ALTH)

= =z H
% SecureDoc Services AD Sync Service  Register View 1R{F
% SD o " 55 |

AD Sync Service A

Service

Service Name: WinMagic SecureDoc ADSync Service
Executable: C:¥Program Files (x86¥WinMagic¥SDDB-NT¥SD Connex¥WinMagic SecureDoc ADSync.Service.exe

Startup:
O Manual Startup @ Automatic Startup

Service Log On

O NetworkService

art
@ Register )

@ Unregister
@ LocalSystem T »
O Account: 7
Password:

Confirm Password

@ Resister

[Service] OFEIL., @H. TDFEF [Automatic Startup] TR L £,
[Service Log On) ®#iX, ADSync h—bE R ZE#T 257 H v h T, SDConnex LML KL HIZERELET,
FHTFicdh b <Register>%27 Y v 7§25 &, Windows D% —E AL LTEEINET,
¥ Y- REFERBBGTHTAVY ML, BEFEOGER D —H5WIERREICHDOE TGEINT 22 LN TEET,
F74+/)V & iEIL TLocal System| T%., [Account] THRETAHA. [6.1.SES THEHTAT I T b
THALIEH—DT By bR LTSN, [TRAS a2 —F—) OFXTEKERZALET,
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®  TADSync Service] WHIZ, 2 DORES T INFRENFET,
[General] # 7 Ti%, SDConnex L[R U L HITEHEL T ZEWY,

AD Sync Service  Configure View (service status: Stopped)
General  Sync Config
Keyfile
Keyfile Path: | c.¥SESKey¥seskey.dbk
Keyfile Password || | Login
Database
Serverflnstance:
Database
Mirror (optional): [[] Enabled
®) Windows Login () SOL Server Login
Login 1D
Password:
AdSync
Move deleted Users to Recycle Bin
Logging
[ Log Events
[] Enable Detailed Trace
Trace Folder: C:¥Program Files (x86¥WinMagic¥SDDB-NT¥Logs
Maximum Log Size (MB): 500
X Reset o Apply

[Keyfile Path: ) Ti&, [8.1.1 WHHEHX—T 7 A N LT XX 2DEk] T, ERLEZEREHAY—7 74
NDT 7 AN ERELET, @FEEIEBTALSNET, )

[Keyfile Password:| T, ¥—7 7 A /LD XAT— K& AN L, <Login>%27Y v»7 LET,
FELWSRZRT— KRR ASEN%E. [Server ¥ Instance] . [Database] OE#HNABIC AT SHET,
WIZ, SQLDBIZT 7 ¥ AT 572 OFRBFESF LA E L £ 9, #HIX, Windows 8iEE— KT SQL #5125
[©Windows Login] Z#IR L £,
K%, <Apply>%27 U v 7 LET,

@ [SyncConfig] #7 %27 Vv 27 LET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
\.d SecureDoc

® e\ T, [Root of Tree View] »F v /Ry 7 A% 427 U2 L, [Add Domain]Z2V v 7 L£7,

AD Sync Service  Configure View (service status: Stopped)

General Sync Config
Il] "W Root of Tree View

Create Azure AD

Add Domain )

® WwOBmENERINET, <Browse Forest>RKZ %227V v 7 LET,

o) Add Domain X

Server Name

| | (®) MS Active Directory B
Example: winmaeic local, Host Address / IP [port] Forest
User Name 0 | Authentication type

Password

Root Naming Context

@ WOBEHEPERENET, SESIZA VA —F L2V RAAL U EFEIRL, <OK>%2 7V v 7 LET,

a5 ADSync Forest Browser - O X
B wm.local (current forest)
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ATOEEIZRY £97,
[Server Name] & . [Root Naming Context] HZ2sHECTAL SN E T,
[User name] iz KA A v a—HF—4% [Password] flic/SAT—RZASHL, <OK>RZ %27 U v 7 LET

o) Add Domain x

Server Name

wmjlocal (® MS Active Directory T
Example: winmagic local, Host Address / IP [port] Forest
User Name 0 | Authentication type

Password

Root Naming Context

DC=wmjDC=local

©® WomE IRRENTZS, VI —ZEFLET,

AD Sync Service  Configure View (service status: Stopped)

General Sync Config
~ TN e Ve -

auditingPolicy
creationTime 133062664303502687
de wmj
distinguishedName DC=wmj,DC=local
dSASignature 0100000028000000000(
dSCorePropagationData 16010101000000.02
forcelogoff -922337203685477580¢
fSMORoleOwner CN=NTDS Settings.CN=:
gPLink [LDAP//CN={31B2F34C

A FR—bF50U ZERL, <Save Sync>%7 Y v 7 LE7,

AD Sync Service  Configure View (service status: Stopped)

General Swnc Config
Name Value Ll
oy auditing Policy
gﬁ‘gzlr:";ters creationTime 132662209390763
OL=Domain Contoll de it
ON:Fgr:?I:SeIZ:rrito ::;ci alz distinguishedMame DG J DG=loca
CN:Inf gt 4 ¥ P d5ASignature n1ooo0002so0000
GN:KerZS e dSCorePropagationData 16010101000000.0
MLt frdFound forceLogaff -92233720368647
ON:MDaSna ned ;L;:\tice Accounts fSMORel=Owner CHN=NTDS Setting
CNANTDS Guotas gFLink [LDAP:/ fen=l3G24
Ch=Program Data ingtance Type 5
GN=System iz iticalSystemObject TRUE
ON:T?;M Devi lockoutDuration -18000000000
GN:LI sviees lock OutObservationiindow — 18000000000
OU:'“"'S;”E lockoutThreshald 0
OU:-‘E’ :E mastered By GN=NTDS Setting
ou:**;;;s maxPudee -922337 20368547
Sl minPedfee 1]
minPmdLength 4 "
< >
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X OOUZREHTL L, BRMTOa—F—2flx BRI TEET

[Synchronization information saved.] W9 A v —UNFREINET, <OKSKRX %227 U v 7 LET,

AD Configuration Utility: X

o Synchronization information saved.

I AIRIORMIFHCIE, < O EZET 2580360 £,

@ FHA L OEEA =2 —ITHDH[Start] 27 U v LET,

& secureDoc Senvices Configuration — O X
TPVE) BFA 'RV AVTH)
o =
q; SecureDoc Services AD Sync Service  Configure View (service status: Stopped) BE
Qo SDConnex Service .
%, AD Sync Service General Sync Gonfig AD Sync Service -
& Analytics Engine Service - D K Root of Tree View Value B configure
=[] wmijlocal - [Directory Server] B Monit
+[]  CcN=Buitin ontter
- D CN=Computers [;‘ View Eventlog
&L 0ou=Demain Gontrollers -
# D CN=ForeignSecurityPrincipals @
# D CN=Infrastructure @ Sstop
+ D CN=Keys _
# D CN=LostAndFound @ Register
#{]  CN=Managed Service Accounts w Unregister
&[] CN=NTDS Quotas ‘
&[] CN=Program Data @ Apply
#{]  CN=System & Reset
# ] GN=TPM Devices = o
+] CN=Users s= N
] ouEzs >
# ou-HiHiER
“ ou=EEss
< >
Full Sync Save Sync
o - = > N H - =
® Fy7EHEICEY £9, ADSync ®H—E Z73 Running (272> TWA 2 & 2R LET,
[ SecureDoc Services Configuration - O X
THAME)  BER) BRV  ALTH)
=
% Ssantocsoin W
90 SDConnex Service X . 2 ~
, AD Sync Sewvice Service Name Description Status Startup Log On As Path SecureDoc Services &
q, Anal:tics Engine Service bo WinMagicSecureDocSDConnex WinMagic SecureDoc Communication .. Running Automatic = WMJ¥SESA..  C:¥Pr. T »
% WinMagicSecureDocADSyncService ADSync Service securely synchronizes .. tnmatic WMI¥SESA..  C¥Pr. G BEHOEE-
Ql R
% WinMagicSecureDocAnalyticsEngine  Service is not registered
= —EOIZAR.
AT

WinMagicSecureD.. 4
% Configure

B Monitor

[E] ViewEventlog

& start
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© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
d SecureDoc

@  HASA DOEEA =2 —IZH D [Monitor] =27 U v 27325 & L) LIZREORER SES ITBM S v/ —F—%
ENFRINET,

AD Sync Service Monitor View atus: Running)

Q) Reset Counters Refresh Rate (sec)

Process Gounters
Total tarker Threads: 1
Total Successful Synchronizations: 5

Tatal Failed Synchronizations: 0

Domain User Gounters

Total Added: 3
Total Modified 9
Total Deleted: 1]

Domain Group Counters

Total Added: 1]
Tatal Modified 1]
Total Deleted: 1]

ADSYNCIZ L DRRENTTTH L, BRLEZ0U La—V— JIL—F0NSESITBMENnNE T,
SES #EE L, LA VITFERD 7 +LERBEIMENTWSZ L 2R LET,

¥ ADSync #ERTIC, BEIZ SES #E# L T\ 23541k, <Refresh>h ¥ > %27 VU v 7 LTHR/RIN TV EHZ

FHLTLIEE W,

ﬂ SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O X

i A ? SecureDoc

Enterprise Server

o (&) X
Add Refresh, Del Generate Key File Install Filter Help
E- | Folders i | | Folder Encryption Palicies |g Drives
SES Administrators L email
i L \_»lmj.lccal ktanaka wimj tanaka@wmj.\nca\ EJ B$ Jltanaka@wmmaglo.jp
] Domain Contfoller 2 skobayashi wimj skobayashi@wmilocal  [EZ N shoji ko bayashi@winmagic.cojp
N ==z
W s
W REsE
Wi All Folders N
Q Purged Devices
Q Exempted Devices
f:; Recycle Bin
gj Profiles
);j Installation packages

Murn Device  / |lanufacturs Serial Modifiecd Unigue 1D Created Enc Deploved S

;E' Machinelnfo files v

ﬂ SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O X
Database View Folders Keys User Tools Help SecureDQc
— N Enterpri er
- X & B @ ¥ ?
Add Refresh Del Generate Key File Install Filter Help
- ), Folders a Usevsl o Devices N Key: | % Groups | Folder Encuption Policies | M Drives
SES Administrators i Croup /. Descri
= wmjlocal E—
Uy Domain Controllers
-~ W EEE
|
S
Wi All Folders

Q Purged Devices
Q Exempted Devices
. Recycle Bin

3 Lser mermbers of the droup
[

La
ik

=&y | Profiles
};.j Installation packages
,}' Machinelnfo files

Description

1)
kmvashi@winmagic.co.in

Logs

Record(s) visible: 1, available: 1. Total user(s); 9. Total computer(s): 0. Total key(s): 3.
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¥ SEARRFMIT. ADSync OV —EAEBIRFICB I RbhvET, ZO®%IE, BEOLEEHT 2B 1 R
BIhbhET,
SES @Y — /W ST SR WS, HDVWITEE Z 3 <IT SES 1Tk S ¥/ I5E1E, [Sync Config]
4T &R, <Full Sync>R& %227 U v 7 LET,

1% SecureDoc Services Canfiguration - ] x
JPME)  RIEA) RN ALTH

e

%% SecureDoc Services AD Sync Service  Configure View (service status: Running) iE

90 SDConnex Service
% AD Sync Service
% Analytics Engine Service

General (( Sync Config_| AD Sync Service -
=0 “Roo % View

O wmilocal - [Directory Serve

Name Value Configure
Monitor

View Eventlog
Start

Stop

Register
Unregister
Apply

Reset

#R »
AT

N K KoK= RS

A
v
>

=

Full Sync Save Sync

R CTRWRAAL VOB EEBELZ T H LN TERDOT T — FRFRENEHES. <iZWvw>a2 27V v 7 LET,

Full Forests Synchronization

Only domains not in process of being synchronized will be
! affected.
Do you want to continue?

INFETHEINTW RV OU ZH7-IGBIRT 2581, KA OF v IRy 7 A% V7 LET,
KA AL ~OERERNERINDDOT, "AT—RFEANL, <OK>%7 1V v 7 LET,

@' Connect Domain: wmj.local x

User Name | SESAdmin|

Password | |

REMINDER: Format is NetBIOSname¥user. NetBIOS name is usually same as domain

name prefic. (eg. it Domain name=Domain 1 name local, then NetBIOS name=Domain1).

If NetBIOS name is different: Use ADSync Configuration tool. a) Right-click on domain;

b} Open Parameter Settings; ¢} Set the” adsync service domainnetbios name” parameter to 1.

Domain Contraller Name

wmilocal
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[Sync Config] # 7 %%, FHILZWOUDF = /Ry 7 X% 412 L, <Save Sync >% 7 U v 7 4,
<Full Sync>% 71 v 7 L£7,

AD Sync Service Configure View (service status: Stopped)

General Sync Ganfie
Name Value L
S auditing Policy
oo creationTime 132662209390763
ou:DDmpy eés troll de Wih.J
o reciale || distineuishedName DG=WM.. DO=loca
g e IIEREE | dsasignaturs 0100000028000001
ON:K d5CorePropagationData 16010101000000.0
Mol dFound foroeLogatt ~02233720368547
ON:MDaSna ned ;L;:vice Accounts f5MORoleOwner CH=NTDS Setting
CNENTES Guot gPLink [LDAP:/ fen=18G24
ON:Pro ramu[o)ai instanceType 5
ON:S gt igCriticalSystemObject TRUE
ON:T;Srtde[:n . lockout Duration ~18000000000
ON:USErS eviees lockOutObservationWWindow 18000000000
OUZE%“E lockoutThreshald 0
OU:ﬁﬂ*:E mazteredBy GN=NTDS Setting
ou:”é:s maxPudhge -92233720368547
e minPrdAee i
minPwdlength 4 -
< >
| FullSyne | | Save Sync |
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8.5. Analytics Engine ORE

SES Web = >V — v 23 544, Analytics Engine O3 E% L E7,
Analytics Engine Service i&. SES v8.5 Tl Z#L7-#RE T, SES Web @ System (ZRRT 253 HMED 72 HIT 2
T,
[*#— 1] > [SecureDoc Enteprise Server] > [SecureDoc Services Configuration]% %47 L £,

® /1 v LV, < Analytics Engine Service > %R L £9,
[Analytics Engine Service Register View] A £ R I E T,

.45 SecureDoc Services Configuration ra o X
I7VE)  BEQ) RRV) AVTH)
e 2 H

%%, SecureDoc Services Analytics Engine Service  Register View BE

% SDConnex Service

& Service Analytics Engine Service &
< ; i : : ; R 7% Configure
%% Analytics Engine Service D Service Name: WinMagic SecureDoc AnalyticsEngine s Ju

Monito
Executable: C:¥Program Files (x86)¥WinMagic¥SDDB-NT¥SD Connex¥WinMagic.SecureDoc AnalyticsEngine Service.exe J

Startup:
O Manual Startup ® Automatic Startup

Service Log On

View Eventlog

Start

D eeeoE M

Register
O NetworkService Unregister
@® LocalSystem e 7 »
O Account: AT
Password

Confirm Password:

®  [Service] OFEIL, WH ., D F ¥ [Automatic Startup] ZER L £,

LET,
A Fichb<Register>% 27V v 795 L, Windows D —E 2 E LTEESET,
P—EREZEBT D7 I T ME, BEROBERY > — 5 WIEREICHDOE TRIRT 52 &N TEET,
774V baxiEld (local System) T7, [Account] THETS%HE. [16.1.SES THHT DT v ] T
MALEH—OT7 o bPEERALTIESY, [ RAS Y2 —F—] O TEREREATLET,

@  TAnalytics Engine Service] @ [General] # 7 Tix, SDConnex Y[R X HIZREL T Z&EW
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Analytics Engine Service  Configure View (service status: Stopped)

General

Keyfile
Keyfile Path:  C:¥SESKey¥seskey.dbk

Kevfile Password: || Login
Database
Server¥hstance:
Database:
Mirror (optional) [[] Enabled
®) Windows Login () SQL Server Login
Login ID:
Passward:
Logging

Log Events
[] Enable Detailed Trace to Folder C¥Program Files (x86¥WinMagic¥SDDB-N

Maximum Log Size {MB): 500

Warning! Where multiple SDCornex servers exist, ensure that only one of them runs the Analytics Engine service

X Reset v Apply

®  [Keyfile Path:] <Tix, 8.1 1%EHEMNT— 77 ANET—H_X—2ADMEK] T, ERLEEBEAS—7 74
NDOT7 7 ANZERELEYT, (@FETEHTALSINET, )
[Keyfile Password:| T, ¥—7 7 A /LD XATU— K% AN L, <Login> %7V v 27 L%,

FELWS2RT—RBRAS &5 &, [Server ¥ Instance] . [Database] OIE@®RAHBIIC A SNET,
WIZ, SQLDBIZT 72 AT 572 OFBFESF LA E L £ 9, #HIX, Windows 8iEE— KT SQL (#5125
[©Windows Login] Z#IR L £,

%Iz, <Apply> #27 U v 27 LET,

® HAOBEA=2—IZhb[Start] 7V v 7 LET,

@  [Status] ##i2% TRunning] (272~ Z & 2R L ET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
\.d SecureDoc

9. E A DL

P SO GRERE L ET

THNAADT 4 A7 DIHENGEHL L SES THIHT 255 TH, il o HDD/SSD dffi, TCG Opal H &l 51k K7
A 7R, BEIC BitLocker THESALE T A A0 F 2 U T 4 L%, BEICL > TT A ADREITRRY £,
AF A THEERT 7 A NS OMRE, REHFIEOFEMIOWTIL, [SecureDoc Enterprise Server Version 9.2 V
Ty VYA w=aT V] B IBRAEI N,

> EFEAGIEERELET

TrbeYam =V EESTDRAGIET, EORE—UEERTINERELET,
TueYa = b— v EFEDROVERGTIEIC OV TX,  [SecureDoc Enterprise Server Version 9.2 UV 7 7 L > &
~v=a T B, IERIEEND,

» SES O E

sa—Ntrvay (NRAT—RKL—)b a—HF—HROHEE, 748 ADOXE, a~r FEIHIR) O E
7 A OIERKR, HEHEHOKRE, EEHE ID 2{ERLET,
ADSync %# - T, Active Directory 75 OU A >V 7R—1+T25&, OURT 4V F L LTHEEINDIDT, 741

ZEAERRT D EITH D E8 A,
I'O‘] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin = O X
Database View Folders Keys User Tools Help g\::ﬂ Secure L‘) ocC
& @ = . . NP ;

o ¥ X & & 4 ?

Add Refresh el Generate  Key File nsta Filter Help

= |, Folders A& Users ™ Devices I Y Keys | ™ Groups I Folder Encryption Policies | M Drives | ist of users

SES Administrators Num User ID Domain Name UPN /| _First name Last name email Descrip'

Test
= k wmj.local

& Domain Controllers

EEF

-
b = 5
g =E=

m All Folders *

|

¥ ADSync o TOUEA LV AR—brTDHE, EDOTANET A a2 TRREINET,
SES BHEMNTFENCTIER L= 7 A NV FITEOD T NV E T A 202720 £,

X THNAVFHAMT, 7HFNAEZHNOT AL RAZBU T 0 7 7 ANV EREATLZ L0, AT 4 TS HAOLH§H0%
HEID Z2—FICHFT 52N TEET, HiKks)

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
d SecureDoc

P o7 A NDIER
SecureDoc 7 A4 7 v FOEBHEICETAREELZRE LET, T 4 A7 OGS v&E, WEMME. HEaEM 5.

VTP A F R, NAT— FRFREARELE T, T T 7 A VIIEEERTE E T,

ﬁ;] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin — ] X
Database View Folders Keys User Tools Help SecureDOC
‘ ,x = 1= = = 7 Enterprise Serve
] , H al H
Add Refresh Del Generate  Key File nstal Filter Help
S | Folders List of profiles
; . MNum Profile name Comments / | Type
SES Administrators i E IS SecureDoc Enterprise for Windows
Test 1 EBEIEI0IFAIL SecureDoc Enterprise for Windows

-y wmi.local

i All Folders

i a Purged Devices
! a Exempted Devices

'o‘ Recycle Bin

*LI Profiles

fiq] Installation packages

/f Machinelnfo files

5 Logs

Record(s) visible: 2, available: 2. Total user(s): 11. Total computer(s): 1. Total key(s): 5.

P (A RL—T g Ry — Y OERK
[ — P =BT NV H ) ORES 22—V —{El L . [Ter7ryA0) OFE, [TrEeYa=r7L—

V] HEOBREE LET,

ﬁa‘] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O x
Database View Folders Keys User Tools Hel
e e e L ) SecureDoc
& x i | = T ? Enterprise Serve

=Y , '.,,’ H ﬂl H

Add Refresh Del Generate  Key File nstal Filter Help

% Folders List of Installation packages

Al Fold Num Package name /! Comments | Type
olders L ‘ SxRobEI =Y SecureDoc Enterprise for Window

BRIl

F @ Purged Devices
+ @ Exempted Devices
o l‘:; Recycle Bin
@3] Profiles
i P
;l ;,’.J Installation packages
: ,' Machinelnfo files

5 Logs

Record(s) visible: 1, available: 1. Total user(s): 11. Total computer(s): 1. Total key(s): 5.

» SecureDoc Enterprise for Windows @1 > A ~—/L

AVANL—Va Ny b —UEFEHLT, 7747 NI SecureDoc A VA h— LET,
LY OIEL 72> CWADRER L E T, MBS L T, Ze— 47 g, SDConnex, a7 7 A, A

VARNL—=Ya RNy —VEOREERELET,

SecureDoc Enterprise Server Version 9.2 7 A4 v 7 4 A h—)V I A R

© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
\id SecureDoc

10. ot Pa=r I —Nick 3 EARBEFE

[Fevva=vrnr—n] CEANEBFIE IZXV. A A M—ANDLRABME T, EETORKRL REATREICKE
IETEET, TubeVa=r s — kB SecureDoc DY T ATV hA VA M= TE, A VA M= LOETNLT
VI Ra—P =R TEOREBETEY AL M VAPV THEEED Z &R0, EMT AT LEM O FHET N
A ADOFEBLUSNDB, FHEDONRRAT— RRERTEE LTy b7 v %5 T L, =—F—IZ SecureDoc 7 54 7 >
N RdfES 5 2 & b ARETT,

10.1. =—HF—ID OFERFIEIZDOWT

27547 b~ SecureDoc £ > A h—/VERZ, {Hx Da—WF—ID IZHB TIERISNDEDT, HH0EH
SecureDoc D —H#—ID BT D MEILH Y ¥ A, Windows = —HF —L R U4RET (Windows A > A »4) @
IDEAARL—yar7aAPICHEBTERLET, SAM T A T2 M2 TR<, v8.6 LKL UPN IZ b %5 L
TWEJ,

SAM (SamAccountName) :TRASDBYI—H—4 ]
UPN (User Principal Name) : Ta—+—& @Active Directory KA 4 |

¥ Windows %1 > A v 4 BIERT % SecureDoc @ ID /32U — Kk, Windows ®/2 U — R L [GHT 5 %
NHY, VT —  REHETHENT 5327 — RiX Windows LRI U2 T — R&2FEHLET,
¥ Windows Y1 A VALUSMI S, HRHINE SES TIEKR L7 ID 0T A 2405 ID #Ek3 56 Z & b AHETT,

% SES ICERNIEEFF O —Y —ID OH % SecureDoc 7 A4 7 MIEMiT5Z &b TE £ T,
FEL <X, 18.3 SDConnex Y—bEADFLE] & TS 7ZE,

10.2. AU — FREIZDOWNT

SecureDoc (Zi%, T/\A ZAEFATHHAHE L LTO [F—F—] LWIHIHERH Y, 22—V =082 T — FRRE
SINDHET, TS RCA—F—FREINFERF AL, TrEVa = — Va2 RBIATIE, Windows ¥4 v A 2
ML ID ROSAY = R LA =T =D ID Z{Fk T 5720, NAV—=FOANTLARETY, HFHET2—Y
—D/NAT— FANCEET 2845 EH Y £H A,

10.3. XA U — FREFAIZDOWNT

NRAT— FREMIC L > T, =2—H%—» SecureDoc D/XA T — FAZEHE T3 L. Windows D32 T — R AEE SN E
T, NAT—=FRMICE - T, =v Fa—F—iF, OLODRSRAT—F&2ELZ57 T TEL, AT — RAL—L Ok
EEETHOICELLET,

FERIZ, Windows D/XA T — REZZHE 4% & SecureDoc D/3AT — RH AR INET,
E Zo%AEIE. SecureDoc DR Y — F—/WTEH ST Windows D32 T — RL—/ WiV E T,
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10.4. Credential Provider OF|AHIZ2v T

SecureDoc Credential Provider] ##E9 5 & . SecureDoc D/ /S A U — KL— L2 k5 Windows 4 > A > &
R0, NP A Ay (SSO) OFBREDL AHETY, SSO Tik, 7'V 7 — FRIETH 7 A IZHThT 5 &, Windows
DI A A IR AEINET, 2=V —0FEEE FIF 9N, NAT— KL— VO it b 3,

U— 27 FNA—TBREDTINA RZDOWNT

INAT — RL— LR E Z T Windows 734 AT, RN AT— RIZEREIND &, FEHENEE VL
IRNRAT—RT, 7Y 7= FEHEB L O Windows IZ% A A v TETCLEIRNAH Y £,
Windows {2782 U — RL— L FRE SN TWAR WS, SecureDoc @ [Credential Provider] OFIf 2 LT 72
él/\o
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10.5. rEVa=I—)LDNRE—

Tuveva=r I N— L EMHHLTO SecureDoc 7 7 A 72 b A A M= LiE, RD 4 8% —2 (A~D) 7 5HIEIR
TXE7,

R —v (A~D)

A. F—F —HfEE
(A B)

B. A —7 —MftiE
(F-8h)

F ¢ R YAl
B4R

Illiiiiiﬁiill
F—F—HEEET {5k )

FYHT Y —a—F—T

e
7V 7= bt D. A —F—fiE
(F8)

Deploying User
1ERk

SecureDoc 7 7A 7 v haA v A —NTDL, FVT— RIET T T LDA A F—/L L& TDeploying

User] #fEfk L. BB {bZBs L £, =D Deploying User 2D EEA4A—F—DID &T50, ¥ —2A] T
To TAAAFTHEEAHBA VA M= T HEAICHE L TWET, £z, BitLocker THEE{LFEDT /A Z|2, = R
—PF—BHENA A R—ATEHEAEICHE L TWET,

T ZAFAELS D, BIZITEIT MPERA VA b= 55 a1F, v Fa—P— I LS MHREBECAT—F—%

B Cc& D [x—2B] & X% —> D] ML WET, HIziE, 74 7HOT7H Y T Windows 1291

VAL, A VA=A EEITTLE, T4 THOT I 4T, Deploying User 2MER S k4, Fn il
Bz, =2 Fa—¥—o Windows VA A T h 7 b4 S ID 1B L, A—F—DID L9452 N TEET,

SES =2 YV — /A TiE, 2To % —> (A~D) T, BB(LORECA —F =230 LEHATET L THDHIDNT
HUBTEXET, ROXIE, F—2 B TA Y = LTS Z2OREEEL TWVET,

[%] SecureDoc Enterprise Server SQL Plus - Server name: SESO1¥SQLEXPRESS, Database name: SESDB, User na... M

Database View Folders Keys User Tools Help SecureDoc"
ol ] = - Enterprise Server
e = - 4
6 X & B A ?
Add Refresh Del Generate  Key File Install Filter Help

B l Folders Rad | | Folder Encryption Policies | g Drives
' SES Administrat i
| E=m
= |y All Folders
Q Purged Devices _ <] L [ >
Q Exempted Devices - 1'»-'1ng z o th
"‘:: Recycle Bin

SDAdmin
userl

Pregent

Present

| Profiles
f Installation packages

_E.; MachineInfo files

£ m > € m >
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RE—V A (F—F—HEET, 7V 77— MERER L., BB T —F—HE)

k) . A—F—fE £T, BTHBTBIRIPA L b VA P—ARARTT,
AVARN—=NEFATTDHE, TV T RAET 0 7T LD A F—)L &I, Windows ~HA A L LIzT HD v b
4 L [FI4 o TDeploying User] Z1ER L. Ki5{bZ Btk L %9, Deploying User (. SecureDoc 7 A 7> b %l
FTH72DD "ROa—F =" TF, BEE(LDE TIZERELS 7, R 2FmEE§25 &, 73% — A TiX Deploying user
O ID # BB A—F—D ID ICEE L ET,

;¥ Deploying User i, Windows {ZH A > A > LTWAT Iy MAKUSIAT— RnBIERL, e 4 —TF—0
ID/RAV—=RELTRELETOT, TS AFAEOZ—HF—BHBA A M= AT OHAITHEL TVET,

3 Windows Yo v A ADBIER LTz A—F—ID /XA U — Rk, Windows O/ 32T — R &R 2 HEN D
D, 7V 77— FERETHAT 2327 — Rix Windows LRI L/XA T — REERALET,

% BitLocker T SALIE DT /N AT, T Fa—P—HHNA X b= HHEFITE L TV ET,

(f51)
O =y Fa—¥—2, BHFD Windows 777> k(] : user01) THA AL, A VAL —VarRylr—

EIITT D,
@ Deploying User ® ID & LC, [user01] »MERK S5,

A Users | M Devices ' Keys | 5 Groups | |, Falder Encryption Policies | M Drives List of de
i Manufacturer Modified Created
LEMNOWD —

0

[userot |

® FHiE#EEE, luser01) < Windows ¥ > 1 ., Deploying User ® luser01] |, #—7— (Owner) &L
TOIDICHBTEE SN, BENFET LIeAT—Z A& DS (Deployed) .

A Users g Devices Tg} Keys | m Groups | . Folder Encryption Policies | g Dirives

(Mum | Device s | Manufacturer SFE Status
0 202 215 [ 202 9:06:17 ) M (=1

LEMOWD

ha
| Mum | UserD s | Firstriame | lastrame | email | KeyFile | Owner | Uss
0

[userd1 o

@ A—F—DRE L= LT, EBIRFEARC SecureDoc 7Y 7' — MRGENERENIT D L DT D,
7V 7—hTOID X luser01) | /XA YU — RiX Windows 7% 7> b Tuser01] &R U /RAT— R&EMHEHT
%o

® TuTrANT, PO NAYA T (SSO)DRENEENTVIHEAIL., HEITRESN D,
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NRE—v B (A—F—HEET, 7V 7—FRIAR L., F—T—FEIIFEH)

IT PO MEER., FvT 4 v 7RO Windows T H 7 v R &> TA v A b= T 385108 LB FETT,

AAM=NEETTLE WS $TE2ABTEIRN, =2 F2—¥F—IC XS MHEREIET, 7' 77— FMEREICL

272 ID MER S E T,

A VA M=V, Windows ~¥ A > oA L7=T7 B v k L[E4%4 D Deploying User 1Bk L, BE5{b&BRLA L £9°,

Deploying User i%. SecureDoc 7 7 A 7> F &BET 27200 "D 2—V—" TF, B LD TIZEBRELS T

A AEHEETE, XX — A LEALY [SecureDoc 77 A~V T U hDORE] XA T 0 JEENFRINE

T, ZIZT, <OK> 227 Vv r35L, A—F—2EEL 7Y 77— MBI L ID AMERESIVET,

[SecureDoc 77 A~ U T HU Y FORE] XA 7 v 7l

T, <BT>%27 Uy 73, A—F—IELEE
lo NE—2 BT, A—F—PEETHET, V7 —
FREGEIZMEL L SNEF A,

T Fa—P—ZF N 2B fith,. 2—F—PEFD
Windows 7 v hTHA A L, [SecureDoc 77
AXVT I NORE] ¥A 7T v ZEE T<OK>% 7 Y
v 795 L, Windows %A A>T Hh o b ERKAD
SecureDoc ID 2MER S, ZThdAd—F—L LTHID
LY NAT = FHLHBTRESNET,

SecureDoc 75/ VU THIV DR TE x

SecureDoc

by WinMagic

8808 i 0T A ADELFEETHBBAR. [OKEIUILTT
1.'} HIVHERTELET.

Windows1——% :

User-001

JEEE ¢ SecureDoc)—ERMEEE (V4 PYHEREEEY) [F. J34NUFPHTY
MZESNBETHATERR A

OK

£ Windows 1 v oA AN BAER LA —TF— D 82T — KX, Windows D/ X2 U — R LRMT 2 0ERH Y, 7
V7 — NRRECHERAT 24 —F— 32U — KX Windows L RIUSAT— RE#ERALET,
¥ <OK>%7Vvr35%T, [SecureDoc 77 A~ VT Hvy FOE] 447 v 7 #EikEiL Windows &, &
WCERINET,
(1)
@ IT #9235, Administrator 7 7 w7 > kT Windows A v A >, A VA N L—a Xy r—V5ETT 5,
©® Deploying User ® ID & LT, [Administrator] »MERKEh 2,
A Users Ig_ Devices ‘{g Keys | ﬁ Groups J/ Folder Encryption Policies | lg_ Drives |
Hum| Device / Manufacturer Modifiéd Created Enc | Deployed State SFE Status
0 PC-01 LEMOYWD 2020/0522 18:06:48  2020/05/22 15:03:37 s Deploved Mat activated
>- PZ-02 2020/ 3821 202 78 Temp Autoboot Mot activated
4 m
Mum Lzer IV First name Last name email Key File Chyyner User Can Unlo
M | | [Present Deploying Uzer
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® IT#M<TI%. [SecureDoc 7S A~ VT AT FDORE] AT T T, WII<BT>SHI ) v I35,

SecureDoc 754U FHIVFDETE h4
o .
SecureDoc
by WinMagic
888 i T A ADELFEETHEEAR. [OKEIUILTT
"f Ny HEBRTELET.

WindowsI1-%—4% :
User-001

R ¢ SecureDocD—ERMEEEE (U3/TVRRERE) 3. T3ANUTHDY
M ESNSETH A TEIA.

oK

@ F—F—EETDHET, OSEBEFIOT Y 77— FRFHIMLE L ST, RxIhEHA (Temp Autoboot) .
® MEETH, = Ra—¥ =271 2% 5,

® v Ra—F—nHH®? Windows 74 v K (fl:user02) THA 1T 5,

@  [SecureDoc 77 A~ U T H T NORE] XA T v JHENFERINDLDT, <OK>%2 Y v 735,
F—F—L L TOID NEEMTER S, BMNET Lic AT —X X124 H 5 (Deployed) .

A Users g Devices ‘{q Keys |/é7‘_‘ Groups | |, Folder Encryption Policies | g_ Dirives |
Hum | Device Manufacturer Modified Created Enc | Deploved State SFE Status
loved

0 PC-01 LENOWO 2020/05/22 1506:48  2020/08/22 15:03:37 _ww Mot activated
>- P 2020405422 17:41:06 |2020/06/22 17:37:51 Mot activated

First name Lazt name email Key File Ciner Uszer Can Unlo

Deploying Lser

Prezent

©@ A—F—DFE L= LT, EIRFEARC SecureDoc 7Y 7 — FRFENSERENITH L D12 D,
77— hTOID X Tuser02) . /XA U — RFix Windows 7 7w b Tuser02) LRI U/NRA T — REfEHT
%o

TRT 7 ANT, Y TAYA A OBRENESNTODH5EIE, SSO OREDS HETE Z2bihvd,
7' 7 — hiBFET, Deploying User ® ID [Administrator) [3F|H CT& 8 A,

NE—v C (A—F—HEEET, —FR2—F—TFSY 77— ’BiE, BBV CTA—F—HEE)
NRE—=V ALRRDZOF, A—F—MEET, 7V 7= EREEA— M7 —F (BBIrZ A ) Tiddel, —FFIC

HHTE7 ATV —a2—F =D ID LNAV— FaffinEd, A—F—Ek, 787 ) —a—F—0IDIF, 7

TAT Y NTAAL ANGHIBRISNET,

TV T = NRIET B ST ADA VA M= A OBRET (K5 LOETICERE) | Deploying user @ ID % HEhY

WA —F =D IDIZEFEFTHDOT, TONRE—E, X T 4V TETT AL AFHEEUINBA VA M= T DA

WLEEA,
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NXE—v D (ﬂ—‘—‘j‘—%ﬁ’i <. —H:IVJ‘::L—'H:“"CTU 7 — }‘WD:IE j‘*‘j‘—%ﬁﬂiiﬁ)

NE—2 B ERBDONE, A—F—MEET, 7V 7= REEFA— T —F (BEIn /A Y) Tidal, —FIC
FRATELTVART Y —a2—F—DID &R T— REfnEd, A—F—MEk, 7>RT7 ) —a2—P—DID L, 7
TAT YV RTNRA ZANBHIBRENET, [RXF—r Bl L0 bExa T RERFETT,

#H) Windows %1 > 7 vk [Administrator] T, A A h—/L
A —F—WeER, 7Y 7 — FRAETIE, —#f2—¥—D ID ] ; WMITEMP] Tr /A

Users Devices Keys | £ Groups . Folder Encryption Policies | 54 Drives iet of ¢
i 15T of «
Manufacturer Modified Created
LENOWOD 2020405423 1:01:05

ln e D Frstne Lstne | enai

Administrator

WJTEMP Present

F—F—fiE%, —Fa—F—n ID TWMITEMP] [ZEHB)THIFRS D,

A Users 5 Devices w Keysz | m Greups | | Folder Encryption Policies | g Dirives

De\-'lc:e i/ Manufacturer i | b SFE Status

Mot activated

awing

Administrator

Present

FuvePa=r I A— AR A LEVEBRFE

FubeYa = I — VAR LARVEARBGIEICOWTIEL,  [SecureDoc Enterprise Server Version 9.2 U
Ty LA w=aT ] EIBRTEIN,
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11. SESEHEHa YV — /Lo T

11.1. SES OiEH)

[*#— 1] > [SecureDoc Enterprise Server] > [SecureDoc Enterprise Server] %37 L £,

@

@ vlAVEENFRTIENETDOT, SESDOA VA F—IFICRELEZEHEHOF—T7 7 A VD/RATU— K%

[Password[#ic A JJ L. <Login Key File>®Z > %270 v 27 LET,

% Login to the database

Key File
Key File Path: |C:ASESKey\seskey.dbk ‘ Browse
Login Key File

Cancel

Password || ||

[ Automatically connect to the database last connected-to

[Automatically connect to the database last connected-to]0F = v 7%, ZOFFIZLET,
#H4D SES DB 3 & D i e A A H T 256, HDWIEHHIC DB Z1ERT 5581, F=vriftLTrr oA

LET,
¥ OER=T g ST v TS L—RLESEAS. DBOT v 7L — RIZOWTHERDO R 77 v F A v —IN0n
FREINET,

® SESOEMaL Y —LEHEIERSNET,

- O x

0 SecureDoc

ﬁ:] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin

Database \View Folders Keys User Tools Help

& & = — 5
o X & B A ?
Add Refresh Generate  Key File nstal Filter Help

A Users M Devices I\i Keys [ ’5 Groups | Folder Encryption Policies | M Drives I
Num User ID Domain Name UPN /| First name Last name

= |, Folders
email Descript

SES Administrators

m All Folders

% Purged Devices

% Exempted Devices
,; Recycle Bin
&y | Profiles
----*;J Installation packages
- fyf Machinelnfo files
¥ " Logs
. >

Record(s) visible: 0, available: 0. Total user(s): 11. Total computer(s): 1. Total key(s): 5.

@ SES % TT5HAE. [SES]V 4 v RUDL ED<Xx>REZ %7V v 73575, [Database]-[Exit] # == —% 7

Vo7 LET,
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[5) SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin

<Q!iew Folders Keys User Tools Help
& ) & - .
& i ?

|
nstall Filter Help

Secure

>nerate  Key File
A Users M Devices I‘u Keys [ ¥, Groups | Folder Enciyption Policies |  Drives
Num User ID Domain Name UPN / | First name Last name

email Descript

Key File Info

Change key file password

Access rights k

p— o
¥

3
.

4 | Profiles
>3

11.2. A=V arhb T v 77— RLIEES
O ERX=TarhbDT v 7= RKLgE, XAV RFAD%, ROBEPFRRINET,
<OK>%7 U v 7 LCHkEEL£7,

X ORRINDT —FR—2ALIIBEROETRIC LY, B2 £,

SDDB

o Database: SESDE at server: SESO1¥SQLEXPRESS must be

upgraded!
Ensure no one else is using the database.

@ DBDOARYIT v TIZONTOMRA v E—UNERENET, <iTWV>E27 U7 LT, M LET,

SDDB -

Database upgrade

e Backup SESDB database at SES01¥SQLEXPRESS server now?
Please wait while database is upgraded.

T

e || wam || #ar |

Ny 2T v TR 5L, WOBEEIFREINET, <OK>%27 Vv 7 LTHEELET,
Ty T T L= RLIERA—=Ta ilbbd T, —4_X—RA&T v 77 L —FLET,
Ty T T V= RRE T, <OK>%2 274 v 795, SES oV —ANEHLET,

SDDB -

®

Database SESDB was successfully backed up to
i l\; SESDB_auto.bak.
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11.3. SES B o Y — )V O#EEE

R ZE, 22— —ID T A REOREFETH D [Folders (7 4/v%) | X [Profiles (Z’u77A41) | |
lInstallation packages (f > A hL—Ta Ry br—) | HOT7 A4 arRNEREINET,

A= —/N— WL N—
F’ SecureDc}Aterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAAmin - O X
Database View Folders Keys User Tools Help I SecureDOC
= R Ea s Enterprise Serve

. B X & B A4 ?

Add Refresh Del Generate  Key File nstal Filter Help

SR A Folders & Users M Devices I\g' Keps I . Gioups | | Folder Encryption Policies | M Drives List of users

i SES Administrators Num User ID Domain Name UPN / | First name Last name email Descript
st All Folders
= a Purged Devices

_& Exempted Devices
‘:: Recycle Bin

2 1 Profiles

=

1..‘1 Installation packages

- ,1} Machinelnfo files

— | ’
[ /

B Logs

Firit v

TAarvs4 | it B

Folders Folders it Fi2lZ, SecureDoc 7 A 7> hDa—HF— T4 R §E AT —HF 2%
DIGHEPEMESNET, FH3A 12k, [Users]# 7. [Devices]# 7. [Keys]# 7%
NFRENFET, Folders il FICH 7 7 4 VA ZERRTH Z LN TE, 7 4 /LA BT
HHT A SR — Y —ID 2EV Y THI L L TEET,

Microsoft Active Directory &Ef L7234, Folders fid FiZ OU NE R ENET,

All Folders Folders Bl T2 2 &2 TOT7 + NV FZITHM SN TV DH—HF— FT/A 2§ AT —
HABDIERNE L O TERIENET, SecureDoc 7 74 7 > b ERDBERIRI & TeZR
L7z BRI L ET,

Purged Devices —EWIE. SecureDoc 7 T A 72 b SES LilE LR T2 T AN, Ak RERT N
A A & LT Purged Devices 7 # VX IZBEI TE £,

Exempted SDConnex #fifH L CT A A% TV 7 —h 3y NU—JFFELTND T T4 T bT

Devices NA AT, WEVA 7 VTHESNEES, SDConnex &iBfE Lieh-2a, T34

2% Exempted Devices 7 + /L X IIBE &5 2 LN AHETT,

ZOF T arORME, FBET A AeA— N T — FEFFA LW L— T Bl
THZEILEY, MAOHERHHEO T RARA VM T A A (I0T 7351 A, BEHFET
B/ BERTERE, AR TN RE) OkXa VT4 2T H5Z & T,
SDConnex &g TEXRWGA ., TA ARBEEZ T TWEHD, FFfaRics b &
NTWAAREMER SV £ GEBEMFYF) . Exempted Devices 7 4 /L X IZBE S iU
72T A AFA— R T = =T 7 A AR EE SNV, A— b7 — MIFETS
NEHE A,

Recycle Bin a—H— FSA A, % Folders 225 HIBRT % &, Recycle Bin icB#h s g,
Recycle Bin N7 —# 1%, Folders (285695 Z L3 Tx %7, Recycle Bin 25 Hl
PRL7-T—Z IS5 2 LIxTEEEA,
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TA a4k ‘ U

Profiles SecureDoc 7 7 A 7 MZiH L7z W& Rl E % Z @ Profiles Bl FIZ/ER L £ 77,
SecureDoc 7 7 A 7 b & SES NlIET 5 Z L T, FHRENZ 74 7 > Mz A
NnEJ, [Profiles]7 A 2 &7V v r35L, SESDOT—HX—RA BIFETHT
077 ANDOEREREINET,

Installation TFGAT UV MIA VA=A TBIZDDA A L= a Ny =D R L ET,
packages

Machinelnfo files | SecureDoc D7 T A 7 > h~DA VA h—/LiE, < OREILABTB ebihv, 77
AT FTER SN D 22— —ID RO #H T SDConnex & #&H L TF — & X—X|(Z
kS Ed, SDConnex LilfE CERWEREE CTA U A M= T 554, £ DOFH
127 74 7> bk PC IZ Machinelnfo File & L CIERESNET, 7 747> FTERS
7= Machinelnfo File # SES [CTFE#CTA v HR— R THZ LT, 7747 MRIHZ DS
AT —RU R =R TEHLH720 FT,

Logs Audit Log, SFE Log. RME Log @ 3 fifio a7 RSt ., REAERH 5
L. MBS LTe 2R LET,

11.4. SES O#fEHiE

Ble LT, 7N FalBlT 258 OBETIECOVT, A LET,
V= WNR—=IZEDHEL, A7) v TERIRSND A= 2 =0 b OBENTRETT,

BIEFEO

fe~A @ [Folders) WV, YV —AN\—0D[Add]%Z 27 Y v 7 LET,

[3) secureDoc Enterprise Sgver SQL Plus - Server name: SES¥SQLI

Database View

N4
Refresh

Sl A Users ™ Devices

Foldérs Keys User Tools Help
g ,i\‘ E'

Key File nstall

SES Administrators Num User ID I
il All Folders
a Purged Devices F;l SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, D
Database View Folders Keys User Tools Help
Add Refresh Del Generate Key File nstal Filter
ﬁ'ﬂsﬁﬁ@) = “@ T l\.’ Keys
w sesAd 21 Add Folder Insert hNan
E~f o [Folders) #4271V w7 L, FRENTA=2— | Al Folders MW Add Group -.:
a Purged Dev ) q
75 [Add Folder]a 2 V v 7 LE7T, '
a Exempted O
) Recycle Bin| *
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12. SES {£fRE

A=a—"—0, [Tools] > [Options] TRET HHE%E [Frn— AT var] LOET,
ZhIZiE, SESERTHZE RDBMEREHANRH Y T, KT, N"ATV—FRL—LVDOREEL I TAT Vb VA —
IR IR T A B ADA R— MMISLTEL T ZE,

12.1. [Juo—rNF T arv] NRATU—RKIL—ILORE

Ta—NVF T g lld, SR TENE R B NNAT— RL—LDOBRENHY F3, 2T —RICETANEE LT,
[10.3.3A2 07— REHIIZONT) L TIEEW,

JL—ILDEREIL. A VA ML —2 a3 o RNy —C5ERTARNCB 2> T EE W,

O [Tools]»»&[Options]a 2 V v LE,
[Options]” 4 v RUNERENETOT, FEbicdh b <Password rules>RZ %27 U v 7 LET,

@ WOBENERINET, LEIJSUT, NAT—= KL= LE2EHTL, <OK>KRZ %27 U v 7 LIERFELET,
[Options]” 4 v R D FEICH H<OK>SREZ %27 ) v 7 L THREXRELET,

| AT }—\ Password Rules %
Password Contains At Least Passwiord Contains At Most
| }\SC?U)%{LESC?%{ |—\ ] = character(s) II = consecutively repeatad character(s)

0= upper case letter(s) II = consecutive character(s) in the old password
T = lower case letter(s)

E = numetic character(s)

INICF D IAR ST

— -
E = non-alphanumeric character(s)

| oo — Ffremm

General Options |

=S
in
S
g
=
<
+F
)ﬁqf‘

foo

ALy DRIESC T

Change initial password
Password must be retained for 0 claw(s)

Fassword will expire in 0 day(s), with waming 0 2 day(s) earlier

[ ]Expiry entorcament (Cannat be used after expiration
Password Recowery Options INAT) — }\ﬁgjjﬁ;ﬂ F)E

Disable password hint

A e

For selt-help password recovery the user must answer at least o 2 question(s)
The summed lengths of all self-help password recovery answers is at least 12 % character(s)
Cther Options

Maximum number of passwords saved inthe Key File histary o =

After atoken-based Key File's password has been recovered, the password expires in 0 2 day(s)

SecureDoc Enterprise Server Version 9.2 7 A v 7 A4 > A h—)LJ]
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® H

Password Contains at least

# A
NAY — FIERS 2 //ANFE L XFOEEERELET,

X character(s)

RAT — ROFAR LT AR TE L £97,
T 74NV ET 8] BFEEINTWET,

X upper case letter(s)

IRAT — RIZE D KRXFORMMLFHERELET,

X lower case letter(s)

NAY— RIZED /N CF DR TR HELET,

X numeric character(s)

NAT— RIZED HHF ORI ST AEELET,

X non-alphanumeric character(s)

IRAT— RIZED L 5 ORKCFHRERELET,

Password Contains at most

NAT — FNORRCFEIET DV — V2B ELET,

X consecutively repeated
character(s)

RNAT—=RIZEDHDHZENTE DR —LFOHGEDOR KRB EIRELET,
0 #%E L-HA. XFodk A2 chbira LET, =& 2,
[passssword] b CEE9, 1 2% ELHE. XTOHkEHH%
—EIFFA LW EEEWRLET, 722X, Tpassword) (FfEH T
FA, 2 BRE LA, CTOMEHEHEZ 2 Bl THTLET,

X consecutive character(s) in the
old password

TR ZAT—REFLWARZAT — ROl LT T& A ki Sr5s o
BRBAERELET, & 2E, BHsCFORREE 2 ([THREL, Huvs
AU — R [PASSWORD| 7Zo7za, HiLuvWwIATU—RELT
'WORLDMAP] I T& £ A, Zid, 3 D0 T

( TWORJ ) MEWART = REFLWARZAT = FTHRBEL TN D720
T, 7277 L. TWORLDMAP] iZ ToJ 2/NLFIZR-TWAHT0,
TEET,

General Options

NAY— ROFHIRICET 24T a v 2RELET,

Change initial password

22— —73 SecureDoc (TR 7 A Lz & YRR T — RO
HERDLGEE, T2y 72 ARET, 774V TR Ty Z3A
STWEY, 7rEYVa =2 I —LTRELIZ/ANATY — NIZZ@EA S h
A,

Password must be retained for X
day(s)

AT = PR SN D RIGABEIRE L £,

Password will expire in X day(s)
with warning

Y day(s) earlier

INAT— ROAMPRAZ X IZHELET, N2 T — FOFHMRE 30 0
(CL7ZWERE, X &2 302 LET, YIS, MHEANOEEA v —Y
EERRSELNERELET,

Expiry enforcement

FrxvrTHE, NAT—ROFHHIERBOIND &, F—T7 7 A VL ED)
WIRRGIAIZ 72 . 22—V —Fn /A RN TER RV FET, F=v 7 LA
W RRAT—= ROFYHFRPIUINTH, 2o LAFETd, 72720,
HLWRRAT— RO AN ZEFITRD HILET,

Password Recovery Options

NAT—=RYIN) =TT AT a v aRELET,

Disable Password Hint

F vl hBTHENRRT— e FNEITARD FET,
NAT— Kb v hOFHIZHELRE S EE A,

For self-help password recovery
the user must answer at least X
questions

T T AT RZAT — RY BN —ZF AT 55512,
BRI O/ MEZFREE L ET,
() B TANVTNAT—RY I8 —X, ARGEIEZ A,

TP NEZ D
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© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
\.d SecureDoc

" H & H

The summed length of all self-
help password recovery answers
is at least X character(s)

T T AT RAT — R Y BN —EFHAT L HEIC, 22— =R AT
BB OEZ OB LTHOR/IMEERE L 7,

Other options FOMDF T a L BRELET,

Maximum number of passwords N2 —= FOMREH LB Z20ET, FIZIES5 ERETDH L, iS5
saved in the key file history RORNIZERE LT AT — RE2HHAHTL 2 L3 TEEEA,

After a token-based key file’s F—2 o ZFIH L TWAZ—F— NS Z T — RY IR —Z2 B o
password has been recovered Gy HEDOHEE T RAT—=REFTrr/A > T&E5 L2120 E3, 0

the password expires in X day(s) | 129+ 2 &, b—27 Ungidinid, #ERRT—=RY IR —2BI7R95 %
ERH Y FT,

12.2. [/ue—rn1FFvayv] oa—F—HBORTE

WIIROE TlE, NAT— ROLEFELSTERUVMERE 2> TOWET,
AVAS=AT R RATERIND 22— F =T E SN OHRTY, SES LT, fMilica—%—%FElT 2586, =
Z CORENIREIC Y £,

R, AT 4 THZR7 7 A VIS 2T AHEN TRINDGE. TALICKNERREREZME L T 2 &bk
LET, HRZMAELTWTYH, 7077 ALV TY A—=R"TNRAT 4T OB TR T 7 A VESALOFREE L2 T,
2—P—RENOEFAT L LI TEEY A,

AT 4 TR ICHLERHMER . [Convert Removable Media]

T 7 A NI LEMERR © [Config SFE]

@® [Tools]»&[Options]z 27 U v 7 LET,
[Options]v > RUd, EA 1 D <Key file options>7 A a2 %27V v 7 LET,

%

Key file options

©@ WoOBBENFRINET, [Privileges il &L D 5 LIEWVEROF = v 7 Ry 7 A% AL, <OK>SHRHZ %7
v LET,
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Options X

General These options are related to the operations on the "Devices" tab: adding user to the device, Key File creation,

=l

X []'When Key File is created for the device, autoratically send itto devics
Server's RSA keys

Key fle options

[~ Automatically update Key File on device when user/device/group keys are modified
@ [ Automatically generate Key File when user is added o device

Authentication Enahle password propagation

questions [ Always include a personal key in Key Files

Key file options Default user privileges will be uzed as default package settings. and for creation of new users through SES

console or during import from AD

h Privilages @ User Rights () Admin Rights

Other [~ Modify Password [ odify Profile ] Convert Removable Media
E [ Modify Key [ selact Profile [Jcomven Hard Disk

i = [ Export and View Kay [ Contig SFE [ Disk Integrity Check

lrezizss [CIWiew Transaction Log [ Create Emergency Disk
E:E [ Exclude fram DAC (password syne should be enahblad)

Device

Authentication

Certs

Cancel

12.3. [Fue—rAFFvav] S4BV ZADAL VAR —F

Ta— A g 0lF, FABEVADAVR— M A=m2—RbY 34, 11 5L ED SecureDoc 7 9 A4 7 &
LR AYAIE. TROFIEICIE, S4B AT 7 ANV EA R—F LTSN,

@® [Tools]»&[Options]z 27 U v 7 LET,
[Options]Y .t > Ko D, A b b<Llicenses>7T A ar %7 Uy 7 LET,

©@ woEEIFERINET, [License Key]DfE%x 7 A v ABATIEZ, T4V AT 7 A NVEKBELET,

Options K

o

General

&=l

Server's RSA kevs

Licenses

License key I|CEEEI—FA21 - BA78-ChF6 - CF17 - EEFF - 2B55 - 29D4 I ‘

To obtain alicense file, please send the license key and number of licenses recuirad to ‘Winhagic

@ TFJABLATFANATFE, <Browse>HZ %7 ) v/ LTZHELETA BV AT 7 AV EERLET,
FD%k, <Load>AK¥ %7 Vw7 LTIA4 B A% AR —FLET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A h—)
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Options x

d“ Licenses
General
|
&
Server's RSA keys

License key |BA9F — 1548 — BC14 - 24BB - 9DE1 - 9206 - CB1A - 3094

@' To obtain a license file, please send the license key and number of licenses required to WinMagic.
Authentication
questions License File:
& Browse Load View
& Avallable Used
i Endpaint Encryption
E FDE Enterprise Client 10 0
L\c;es
) FDE Enterprise Server 3 0
al
Dewice Authentication
Certs Add-ons
SFE 10 0
Phone Token (Bluetooth) 10 0
MagicEndpoint Authentication
Access Management 10 [o
FIDO Eazy Enterprise 10 0

)

@ TFABVATFANDA R—= MK L, [Available]DEENEZ TWD Z & 2GR LET,

® THIHD<OK>RKRA L EZ7 Vw7 LT, T4V ABREERFLET,

12.4. [/ue—rnFFvar] a<wr RESHBORE
SES W BRAT Lz a~ 2 NIZAIHRE T 30 AMOALHIRAHE S TWET,
—i > SecureDoc 7 74 7> hTH SES LiBfF LARWHIMNELS D T EDNEEINDIGLAIL. =2~ ROFR)
HRERESRELET,

® [Tools]»»5[Options]&a 2 UV w7 LE1,
[Options]V 1 > KU DLESRAL izhbH<General>T A 2% 7Y w7 LET,

@ [Command Expiry] DA &R % LEIECER L, FICHD<OK>SREF %27 ) v 7 LTREFZRFLET,
DBe, LSBT 2a~y ROASHIRAEE LcEE a0 £,
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Options

General

=

Server's RSA keys

e

Authentication
questions

&
Key file options
.:

Other

General

[]when moving user or device to a differsnt folder, also move all related users, devices and keys
[when moving user to recycle kin, remove user keyfile from all devices

[ ] Delete drivi information when computer is deleted fram the Recycle Bin

[JHide Machinelnto files after extraction

[ ]Rename ald key during sxtraction fram maching info file

[]Enable "Crypto-erase device" remote command

[ Automatically update device's profile setings when profiles are modifisd

Show top | 1500 : recards in table views
Passward recovery length |10 (the length can be from & to 32 bytes; Longer values are
more secure )
Command Expiry |[30 clan(s)

A A ry

Dslete commands fram history |10 day(s) after expiration date

ZDOBDOBREIZ. 7TAT 2 hDA VA M= VIHERKERELZBZRVET,

SecureDoc Enterprise Server Version 9.2 7 1
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12.5. 7+ VZDIERR

TANZIZ, Ta—F—)  IF 2] EEE] OBEEL VI TZIT TR, ZHAVFETOT A ZA~IHHEE
T GEE) OEAOID B IXEREHRD ID) VY TLHIENTEET, 2R Ly 1 DDOT 4 L FEERL
THEIICLTLTEEN,

ADSync Z{E->TOU A R— M LIEBAIE. OUNR 7+ E L LTHEELE4 DT, SES TY 4NV F & VERT 5 %8
THY EEA, AD D2 —HF—IFFEL RN —F—DBIT, 7HNVFEIER L. OU M OAERR LI 7 404 LIRTET
52 EBAMRETT,

TANZHHAREZEV Y THZ LT, 27 ANFIIFBT 22— —ID OF—7 7 A VITIE, T4 AT IESHO
ENCEEHEPBNEINET (F—T 7 A /VEFHERSNET) . FEEPEGENF—T 7 AV E2bDa—P—ik, &
AR CHESLSNIE TR T 4 TR T A NF A~ — KAV AT 7B ARREE 720 £F,

Flo, FEEID 274NV FIEIDVETH L, ZORTICH DT, R, EHRIBEIC L - TEREZE ID B h
FT, I IA TV A VA MRS, 7ANVFZICEBEID NEV L THRTND L, A A M—/LRHTEHERE ID 2
7747 MBS, 7V FICEEREPED L ToNTND L, A VA M= ARIZa—F—DF—7 7 A VI
#EMENET,

ZOM, TANVFEFICHLTNA AKX LT, ZHANVFRATHRL T 7 7 A V2RV HTHEHTEET,

O ALY, [Folders]7 A a 8RR LICRIET, Y —AN—D[Add]Z 7 U v 7§50, G727V v 728D A
==2—7/b[Add Folder]% 2 U v o7 L &9,

ro‘] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin — O X
Database View Folders Keys User Tools Help SeCUI'e
- X & B A ?
Add Refresh Del Generate Key File Install Filter Help
E- ) | A Users M Devices |‘{g Keps ‘ Ii?‘. Groups | |/ Folder Encryption Policies | A Drives
SES Ad AT Add Folder Insert - LUPM /| First name | Last name email Descrin
Al Folders | Add Group
g Purged De
g Exempted

® ROBHENFERENETOT, [Folder Namelic 7 # V&4 %, ME(Z)E LT [Description [l /& i B 2 A )
L, <OK>RZ v %7V w7 L, 7HNVZEERLET,

Add New Folder X
General
General
o5 Farent Folder ‘ |
- Falder Narme I ||
Member of
groups Description ‘ |

Keys assigned to the folder

Key Marme On-Dema.. Add
Remove

Eclit
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@ b 7 ANFEER LIZWEE, AFIEEZBREYVIEL T7 A VZE2ER LET, 31 o O[Folders]fid FIZ/ER L
T A NVERERINTNDZ L EfERLET,

[8] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin — O X
Database View Folders Keys User Tools Help SeCUI'e
* v X & B @ = ?
Add Refresh Del Generate Key File Install Filter Help
a | A Users M Devices |‘{g_ Keys | 155 Groups | .. Folder Encryption Palicies ‘ & Diives
SES Administrators || Num|  User ID Do main LPH /| First name | Last name ermail Descrip
EEFE
EERR
-\l All Folders

12.6. HLHEDIER (USB A EYRT7 4+ /LXRESH)

T A AT B AACT DG, 7 747 MNEA O SRAHH L THESELET, THUIA R b= LRICH2 DT T
ATV MTEBRENET, —FH. USB AEURLE 7 + VT a2 SbT 256, AORSHRAEMN L TR 542
L. A ES SecureDoc 1 —HF—[TlE, ¥ —A L AT — X DOZIFE LN AIRETT, A% SES TIER L
T, 2= F=BBBEINTNWD T VIR T DN —TICHDETHIENTEET,
O ALy, HHEEEERLIZWTANZHE 7 ) v 7 LET, RICEXA LD, [Keys]¥ 74527 U > L,
Y= N=D[Add]E 7 U v 7 TN AA D ETEZ Y v/ L, R A=a—5b[Add New key]z 2 U >
7 LET,

ﬁ:‘] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O X

Database View Folders Keys User Tools Help

J o X & B &4 T 2
Add Refresh Del Generate Key File Install Filter Help
E‘ |, Folders A Users | M Devices {l ‘&' Keps }ﬁ Groups ‘ |/ Folder Encryption Policies | M Drives
P SES Administrators || _Mum | Key Mame / Kev Type  |Protection Key Descrigtion Date Created
=X

il All Folders

@ WoOH@EAFERINETOT, [Key NamelfilizF—4 ., #EIZIL U C[Description iz #fi @78 2 AJ1 L.,
<Create>R% %27 U v 27 LET,
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New Key
Mo, of Keys
Key Name I|USB Key forSales I

Description |E%gﬁrﬂ[1 USBHEESE B |

Frotection Scheme
SecureDoc Key

AES Wk ~

® "Key successfully created” & W H XA T I RERENETDOT, <OK>SKRZ U Z27V v 7 LET,

@ MICHT = OZTWELPBERIT V=T B L5E1E, AFIEZRDIRL THAREERLET,
[Keys]# 7BLTIC, 1R L= ERHPRRINTND Z L MR LET,

12.7. EHEHER ID OERK

i, = Ra—P—0 IDZIFNA T — REFHER LI5S TnEFA, LHEIZSE LT, SecureDoc 7 747
¥ MTBMT & EEMERO ID Z1ER L ET,
O EA Xy, EHEERL =V —ZER LW T 3V EBIRLET, RICESXA XD, [Users]Z 7 %2271 v
7L, V= R_—D[Add]% 7V v 7T Bh. AL DETEZ Y v L, FpiA=2—»5[Add User]% 2 U
v 7 LET,

ro'] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDE, User name: SESAdmin — O X

Database View Folders Keys User Tools Help

@ e x & W 4 ?

Add Refresh Del Generate Key File Install Filter Help
= | Folders A Users )M Devices |§4 Keys | ﬁ Groups ‘ | Folder Enciyption Policies | A Drives |
- |, SES Administrators | | Mum | User 1D Dormain UPN S| First name | Last name email Descrip
- ' I
EFE
ITER = Add User Insert
ol & Modify U Ent;
= odi ser nter
il Al Folders -
g Purged Devices < & Delete User Del >
g Exempted Devices Move to Folder.. I
= I Kiim Mans 1micne M Mraztad

@ [Typelo7VEZ o A =2—T, [Regular] ZER L E7,
[User IDIRICE BRE D4 RTA2 A S L. [Password[HliCiRE 7R S AT — R&Z AS LET,

E T 740 FERETIHL. [User must change password at next logon] B3 Ac72>TEBY, T ZTHRELE
NRAT—REfHioTr s A %, Windows EC/RAT—ROEFEEZRDOLNET,
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FOZITH. = Ra—Y—0ADID Tiikel, FEHHEIDZ7 747 MIEETHZ L #HELTCNHOT
[User must change password at next logon]®F = v 7 4 L E7,

\

Add User
LJser properties
- Type | Regular w7
User properties l d l
'& UPMN narme
Member of SAM name DUser rust change password at next logon
groups Domain Firsthame
Email Lastname
Description Phone ) X . R
Croato corine of ‘ AdminRights Z &R 5 &
reate series of * useraccounts
Use this screen to manage this user privileges on all histher devices P e y [ETN
Use groups to manage privileges of multiple users on multiple devices i*ﬁﬁ&z})% B é h i ‘J‘Q
Directly Assigned Privileges (@) User Rights @ dmin Rights
[ Modity Passward [ kodity Prafile [ canven Removable Media
[ kiodity key [ select Prafile []Conven Hard Disk
[C1Expon and view Key [ Config SFE [ Disk Integrity Check
[ view Transaction Log []create Emargency Disk.
[C1Exclude fram DAC (password sync should be enabled)

® &z, [Directly Assigned Privileges]®IAH ¢, [Admin Rights]Z VA R% %227V v 7 LET,
@

%Iz, <Create>hF %27 U w7 LET,
BE L7 A VA FICEBEHER L — Y —MER SN E T,

12.8. 7 3/ F DREEF o - EHE ID OB E-CF & DEM

THNVEOERET, BHEID 27 74TV T AL AT LI L0, 22— —DF—7 7 A VITIFREE BT
HIENTEET, 7ANFICENOGMRREINTNDE, 7IFAT MDA A N—VFHZABTERE ID 37 74
TV RTAL ARG S, FEREB - —DF—T 7 A VBMSNET, 7747 hDOA A MR, Eh
LA - BMLIEY, HIlRT22LbTEET,

O TAVFEEEE-T, BHEIDZ2 747 MIBMHEL £,
K HHO— =Y — (FEEHRIN) b7 4 L FHERE TR T £

@ IFolders] FToO7xnMFE4E7 U v 27 L, A=a—/5[Folders properties]z2 U v 7 LE7,
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[B] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin — Od e
Database View Folders Keys User Jools Help
- i e — o~
" + X ah i - ?
Add Refresh Del Generate Key File Install Filter Help
= |, Folders A Userz M Devices ‘& Keys ﬂ Groups ‘ | Folder Encryption Policies | & Drives |
: SES Administratore | Mum | User 1D Diomain UPN /| First name | Last name & rmiail Diescrin
B L i local kaida ! i ki aida@winmagic.co jp
. wimy.foca 1 ktanaka Wi 23] B ke njl tanaka@winmagic.co jo
-l Domain Contre | |2 skobayashi  wmj skobayashi@wmjlocz 1IE — Rz shoji.ko bayashi@winmagic. oo
W s = Add Folder Insert .
-l #FE M Add Group
All Folders
i =] Folder properties - — ;
g Purged Device zrial Modified Unigue ID Created
I Member of groups
g Exempted Dey
'3 Recycle Bin 5 Delete Folder Del

[Users Assigned to the folder] ®IEH T, <Add>%7 VU v 7 LT, —&EliZa—¥F—%2BMLET,

Modify folder properties

\

i General
General
a Parent Folder |wmjlm:a\
b
Folder Name |§¥%E
Member of
groups Description |

\

Keys assigned to the folder

Key Mame On-Dema...

USBKey fo.. False

Users assigned to the folder

X

Add

Remawe

Edit

UserlD
SDAdmin

From P.

/V

DApp\yfn\dar's users to subfolders

QK

Update Devices

Add

Rermowve

Cancel

¥ I TAT MDA A N—/VREIC,

<Update Device>%#FE1T9 5 &, TANFICBEEINTNDT NA AT, O —F—%BMLET,

HESNTWI=H4A. <Update Device> %2 ETHF L H 7 T4 T b D
A A M= VIRFICHBICENENE T,

74T v MIEHWRIBET, 22— %Wy, ZARUBEDID & LTRERINET,

<Remove>%7VU v 7 L, —&rba—HF—%HIERL T, <Update Device>% 347345 &, ZD7 4L FIT8Ek

SNTVDT NS AEThD, ZO2—Y—ZHIERLES, 7 T4 7 > MIESHRREE T, £0Maa% TRy

TN Apba—PF—FHlRS L E T,

[FIRRIZ

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A h—)
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¥ AT RDOA A RARNS, RESNTWE, 77472 MM YA M=V DF—T 7 A VAERIFIC
HEICEMSNET,

® 74T MDAV AN—ARBICHELESS. SESIZ. 207+ FIZERFEESNL TS a—F—L2TIZTEFRFh
WAL ENM L —T 7 A VEBER L, 72547 MIEMNRBET, HILVWF—T 7 A LEZ TR F
S

X F—T 7 ANOFERICE ST, 22— =D RT— RZEREINERA,

© <Remove>%7 VU v 7 LTHAREZ - ENOHIBRT D E, 7HFAVFRTOZ—YF—DF—7 7 A Lh b ILFHEH|
LI —T7 7 A NVEZNETNEER L, 77472 MIESNRBET, TILWVWF—T7 7 AV EZ TR £9°,

13. Windows A7 v 7 7 A VDIER
[SecureDoc Enterprise for Windows| 7 A E> 2 %&f3 % Windows 7 747 > NRAOT a7 7 A VEAERL
ESan

O A v DO[Profiles]7 A a v EZFR L, <Add>RZ %27 Vv 750, AA DO ETEZ Y v 7 L, FnRA
==—»5[Add profile]lZ 2 UV v 7 LET,

ﬁ’] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - ] X
Database View Folders Keys User Tools Help SeCUI’e
< ol Pty = < =
s x & L & | ?
: Refresh Del Generate Key File Install Filter Help
B~ |, Folders
H Num Profile name Comments / Tyee

SES Administrators
W wmjlocal
- i All Folders
g Purged Devices
g Exempted Devices
.‘-.: Re g Bin

------',:.J Installation packages

,j( Machinelnfo files

=] Logs

Record(s) visible: 0, available: 0. Total user(s): 10. Total computer(s): 0. Total key(s): 4.

©@ [Please select the profile type]” + v FUNRKRINETOT, [Endpoint] 7 NEF T A=a—L1 0
[SecureDoc Enterprise for Windows] #BER L, <OK>HKX > %27 U v 7 LET,

Please select the profile type X
Ovbl O Cloudvm

ISecureDoc Enterprise for Windows e I
Cancel

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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@ [Profile namelilic7 a7 7 A4 V44 %, LEIZSCT[Commentsiflica 2> M2 AT LET,

SecureDoc profile X

Prafile name IProfle-D‘I I

Commerts |3"3‘3th FOIrl |

Type |SecureDoc Enterprize for Windows |

Prafile data

General options Boot text and color B oot configuration

Part Control Disk access control

Edit marnually Cancel

SecureDoc Enterprise Server Version 9.2 7 A4 v 7 A4 > A h—
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13.1. General options O E

O Fu7rAER Ny FHEES S, <General options>RFZ %227V v 7 LET,
© EXArithsb[General 7 A 2 BERSNET, T2 TEEET 4 AV SALDOREEBZRVET,

SecureDoc options hod
= General
e H N N i—
H Custom error message:; | Wlnd(?WS YA K%
General a—¥—ID & L,

[] Device will nat reboot after boot logon has been installed TubrYa=r S —

flEoTA A M—AT 258
] Automaticall enupted encryption B F vl YA
Synchronize SecureDoc password with Windows pazsword [bi-directional)

ﬁg Uzers of RMO Packages will be automatically | t & boot Key File

Communication

f& [JUsers can Encrypt Files using *windows Explorer context menu
' [JUsers can create SelfExtractor archives using Windows Explorer context menu
BitLocker ) . _ . . )
Management [ 5ecure Wipe permits users toWipe a fils the follawing number of times: 1]

[] Protect device against repeated failled-password attack at 05 logon.

L | e

Crede_ntial Muraber of Key Files in SecureDoc space: 40 =
Provider
Clignt Uzer Interface Languags: Suystem w
EXE] -
Secureloc Encryplion
Password
Manager [] Only encrupt Removable Media [FMO) - Mo hard disks will be encrupted
ev;: (O Encrypt all disks [] Encrypt partition anly Refresh / Reset
Media Encryption ®) Encrypt boot disk only Use hardware encryption if available
() Encrypt boot disk and all fixed disks [ BlockSID enabled force software enciyption
(i
F |
SecureDoc File Iritial corversion will sncrpt: Every sector v | [OMorecaven [faster)
Encryption Exclude partitions from encyption: |
A2
Advanced
Opticns

Hardware ﬂ

Cahcel

F Windows 1 v A L& EA—FT—DID &TH570 bV a = I — L EHSTS VA N—LT 54,
[Synchronize SecureDoc password with Windows password(bi-directional)]®F = v 7 23 E T,

[SecureDoc Encryption] D% & E T, BHbxd5 @I L £7,

T BitLocker THEZALFT DT /A ATA A =T D565, BitLocker O S{LiliEZEM T 256, Zhb
OBEIIWHEINFE T, ZOFEIL. SecureDoc D= P THBALT 2 A A S ET,

O Encryption all disks ... £2TOT 4 27 RS LET,

© Encryption boot disk only ... 7— 5 4 A7 OREEBL L ET,  (WIHIERE)

O Encryption boot disk and all fixed disks ... EET 4 A7 & TE2EELLET,

O Encryption partition only ... /S—7 1 ¥ 3 V&R 5L L £,

A Use hardware encryption if available ...

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A h—)
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AVARL—=a Ry F—UR N—Ry =7 LXLVOKS{b#EEZH T 5 TCG Opal K74 7 & L%

A, V7 MU T AR LIZBZ b, FI4 7% Opal £— FIZEE L, Opal E— RicpE LS5/

V7= NBRET R T LA A =V LET, B LICET AN AEO D, EIRFT, 4 A h—nn

SETLET, FzvZ &4 LTWEEAIEL TCG Opal K74 7 TH->TH Opal E— FIZEFES, VY7 ho=

7 CHEEELET,

¥ A UEFI / BIOS ##7EC, HDD /X2 U — K L< 1% Block SID D% E A M L TR MLERH D F
9, UEFI O#l[R T Block SID R TE R2WF A ZDE4E, TCGOpal FIA4 7 ThHh->ThH Y7 b=
T TR LT AIVNENRHY, ZOF TS ardFocy 780 L TN,

¥ TCGOpal "—FY =7 DHAET, A VA R—IETH, vy N U URLETT,

[Initial conversion will encrypt:]
O Every sector ... £ Tht® 7 ¥ —%KE{LLET,
© Data only(faster) ...
A VAR, T4 A7 OFRAFEEO RS LET, SecureDoc DA A M—SE TR, T — X REX
AEND L, ZOR 7 X FHBTHSLENET, ez —V—RE#RT 22 LE3HY £HA,
T OBCAE =Y =MEA LTV DTS A YA M=V T D56, ZOFT v a 3RS ERA,
BLOWT AL ZEWE ST 5B L T ES0,
No recovery(faster) ...
VANY F =2 AR TR 5L 2 FETT 52 & T, Bk e AR @EbInEd, 2047 v a Uid,
LRI A 72T XA T 2R ERHDLEITRILLET,
F OB =MEA LTS T A, AT LRV TLES N,
FOIOFTVa v ERBRT D56, Kk, EREZDLRNTIEE N,
ZOFT v armERLTHWRWES, ISR TOT A A2y vy vy FH U UHRETY, EREZAND L
Wbz BB CHBLEJ,

® WiT. £ i2dh H[Communication]7 A 2> %227 U v 7 LET,
SDConnex & DEEfRIZHLER IP T RV A, A— MES, BEMR, LEISC CEEENTFHIMERELET,

SecureDoc options * |
# Communication
Communication Settings
General

IP 7 KL A/FQDN |

[ Use SDConnex to communicate with W client machines LS encryptio

Port

T
‘i":
Communication

BitLocker Management

Proxy Settings Jalidate server certificate
Verity host_name in certificat

ﬂ O Communicate with random SDConnex server within prior :
- R— &5
Credential Provider
) Communicate with server every : minutels;

Lot N = =
Media Encryption If no communication with server for more than b

Ir = dayls) - disable users’ access to -

SecureDoc File — ﬁ@{ﬁ er__é‘ T’jj;q FLIEJ
Encryption 0 - comm. cycles — move device to Exempted Devices folder to prevent PBGorme

[Server List] T, SDConnex A v A h—/L L7 —""—DIPT RLANY A MNIHDHZ L MR LET,
IP7 RUAPRRRDGEG, <Add>%227 U v 27 LT, YO IPT FLAZBMLES, A— hEZE, 7300 237

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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7 4V FRRETT,

BEMIMEIX, SecureDoc 7 7 A 7 k3 SDConnex LBETHMMRTY, 7747 MI&EBEE, & L IZWIE
BiBREIZ SDConnex LiBfE9 5 &, £ D%ILT 2 CRE I M7= [HFR T SDConnex & DilfE # R A E ¥,
MSRIEM TP OFEIL. [If no communication with Server for more than] D& H T,

[x days(s) - disable user’s access to computer]Z#sET 5 &, & iE H#ANIZ SDConnex & @EN ) - 725
HBITAT R TRALADF—T 7 A VEny 7 LET, By &b e, =0 Ra—F—n17 Y 7 — hEGET
ELWRBREEHRAEAD L Thbr A Tl £3, MRy 212id, SES OFMHAICHE L, FrL VLR
R 2N LDV N —EAER VBT,

@ BitLocker THEBALFE DT /SA AZA A F—T 545650, BitLocker OIS LREZ [ 5 54 1%, [BitLocker
management] 7 A 2> %27V v 7 LET,
;¥ SecureDoc ORETIE 2T 54<°. TCG Opal 4 A7 ~DA A h—/LTlE. ZOHRTEIFIARETT,

[BitLocker Encryption:] 7 NVE U A =a2—T, U7 — FBAFFIEEEIR L ET,

SecureDoc options X

EitLocker Management

General BitLocker Encryption IDD not use Bit_ocker encryption - I
ii BitLocker Authentication and Access Monitoring
!

Communication

Authentication method | TRk only (auto-boof)

! Additionally, allow independent USE Startup Key
BitLocker
Management

Allow Password as afallback if no compatible TPM available

H H L B

BitLocker Encryption: - Do not use BitLocker encryption
F T F IV NERIE
BitLocker (T L o5 A H L 8 A,

- Enable SecureDoc Pre-boot for BitLocker
SecureDoc O/ 7' — NRGEEEFA L £,
SecureDoc 7'V 7 — FRGEIZ L - T, MDA T — RL—)LCOiEH
L, 2=V v IHE, Fr LU V& VAR AEOMREZHEHTE
7
Fim, VT —bxy NI FELRIHARETY

- Enable Microsoft BitLocker Pre-boot
BitLocker 233 L CWAFEGEZZDOE EHEH L £,
[Authentication method]® 7' /L4 7 o 2 =2 —T, BitLocker ML
TERER L ET,

Z 2T, SecureDoc D7) 7 — FEREEEAE 5 HiEZ B L £,
* 9", BitLocker ®IFEA LT /LT XA ZBEIRL 5,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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BitLocker Conwersion Options

BitLocker Cipher Type: AES-CBC 25E-bit  w

) Used Space Only

(1 05 and Data drives

Enforce Drive Encrpption Type:

Dirives To Encrypt:
Drives To Be Excluded: | |

WIT, W SALHEIE R O 5t R0 T A 72BN £ 7,

BitLocker Corverzion Options

BitLocker Cipher Type: AES-CBC 286-bit

Enforce cipher configured in profile during installation if BitLocker already active
Enfarce Drive Encryption Type: (®) Full Encryption (T Used Space Only
Drives To Encrypt: (®) 05 Drive Onily ()05 and D ata drives

Drves To Be Excluded:

Advanced Optiohg

Ingtall SecureDoc encryption on devices that do not support BitLocker

Uze hardware encryption if available.

H H o B

BitLocker Conversion Options

BitLocker Cipher type TNHET A =2 —T, B b7 TV A LEFIRL ET,

Enforce cipher configurated in BitLocker W9 TIZT 7 7 4 7 RIGATH, A A M=K T T
profile. 7 A VCRE LT 52 mH L EJ.

Enforce Drive Encryption Type: WS b2 T T DA SR L £ 7,

Drives to encrypt: WA b2 FITTH RI7A4 72 RINL 7,

Drives To Be Excluded: Wb oxtg L LW RS A T &2EELET,

Advanced options

Install SecureDoc encryption on .... | BitLocker Z %" — k L CTWaW7F /34 204, SecureDoc (2 &
HYT7 N 2T EIATLET,

Use hardware encryption if TCG Opal 0 H AR5k R 74 72/ L7=3%4 . BitLocker (2 X

available LY 7 My =T THFEET, BOK Sk N7 A4 7 Ol 5{bine 248
ALET.

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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[BitLocker Tamper Protection] Ti%. BitLocker DX = V7 4 Z@mbD I ENTEET,

BitLacker T amper Pratection
[ Prevent unmanaged decryption

[] Prevent volume protection suspension

[] Dizable BitLocker management application [manage-bde. exe]

" H

BitLocker Tamper Protection

& A

Prevent unmanaged decryption

Z—#—|Z X % BitLocker Ol % A5 1L LE T,

Prevent volume protection
suspension

FRA ZADRY 22— L L~YLT Bitlocker % 220 RTEx 2L 20 F
E

Disable BitLocker management
application (manage-bde.exe)

2 —H—%, manage-bde.exe FE{TR[EET 7 /' T & (BitLocker % f&%h
IZZEH T % Microsoft vV —/u) ZEHTE R0 £7,

® Wi, A IiZdH bH[Credential Provider]7 A4 2> %2V v 7 LET,

VTN A A ERENCT DAL, [Automatically log in to Windows with Credentials entered at

Boot Logon] & [Use SecureDoc credentials to log into Windows]iZF = v 7 & AiLET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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SecureDoc options

.
General

'533
Communication

BitLocker Management

a

Credential Provider
&
Media Encryption
£
In
SecureDoc File
Encryption

Advanced Options

Hardware Authentication

=
it |

Trusted Devices

Credential Provider

Define whether credentials entered at Boot Logon automate user's logon into

Vadimdimn o

[DAutomatically Ing in to Windows with Credentials entered at Boot Logon

Automatic login to Windows wil time out afte 3

“redential Provider as last logc

Define how SecureDoc credertials are used to authenticate at Windows Loge

@Jse SecureDoc credentials to log into Windows
Additional options for token-based Authentication
when token is removed

Lock compute

[ Only users having SecureDoc Credentials may log in at Windows Logon and
other configured services

h to native Windows loar 10me Networ [ rYer is

Mutti-Factor Authentication

[ Enforce Two-Factor Authentication for Windows Logon

CJEnforce Two-Factor Authentication for Remote Desktop devices

[J Add SecureDoc Login enhancement to Remote Desktop Clier

wthenticate to Remote Desktop using MagicEndpoir equUires n

Password Manager Options
ible Windows password ) third—party apr
h a hot

Enable Windows pa

® Wiz, £E~A vizdh H[Advanced Options]7 A = %227 U v 27 LET,

[Installer will auto-adapt to device specific/technologies]icF = v 7 & AE 4, FNVF U DOFRET,
" Successful compatibility test will proceed to installation and encryption” %84 L £ 9,
FERZRBEN LI, A VA =T —NENERM L CHBI TRERRELB I RVET,

[If a device is determined to be incompatible, SecureDoc will: ] ®&E T, “Mark the device as

incompatible and uninstall” &R L 9,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
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H—. £ A= T&ERWES, SecueDoc 7 A v A h—L LT, ZDOFER%E SESITED £,

SecureDoc options X |
# Advanced Options
Ger_‘era' Enable sending of user's password and Self-Help password recovery answers to SES
E] [User/Date info from token certificates wil appear in dialogsdists to aid identification
Communication O SecureDoc icon will not appear in the system tray and notifications wil be suppressed
.‘i O Suppress SecureDoc notification messages
BitLocker Management 0O Show users” authentication answers text in SES Console, as aid to Administrator
ﬂ OlUnlock Self-Encrypting Drives (e.9.0PAL, TCG Enterprise) when system resumes from Sleep mode
Credential Provider Inlock Self-Encrypting Drives when system resumes from Hybrid Sleep
= Devices may Sleep when Intel ® Enterprise Digital Fence is enabled
AEEE FTELISN 1 Permit Windows administrators to directly modify SecureDoc configuration fies on client devices
Ir Windows Accounts
SEE:;%‘:;E"E New users will be protected with random pessword

Boot Key Files

e Oy [JCreate Boot Key Files for local users detected on device

g [ Create Boot Key Files for AD users detected on device
T P [ Create Personal Key Files for Windows users detected on device
= Login Personal Key Files automatically
3

o B Login to Personal Key Files with SecureDoc password
[ Create accounts for AD users only

[ Display Boot and Personal Key File pop-up messages

Exclude the following account(s):

SecureDoc Boot Logon Auto-Adapt
Installer will auto-adapt to device specific/technologies
Successful compatibiity test wil proceed to installation and encryption v
O Allow a less-featured boot-loader (PBUMN4) to be used if PBL(L) is not compatible
If a device is determined to be incompatible, SecureDoc wil:
Mark the device as incompatible and uninstall v

Cancel

@ THWHD<OK>RARFZ %27 v 27 L, <General Options>Di%EZIMRIEL £7°,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A h—)
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13.2. Boot Text and color D&% E

O Fe7rAMEK Ly FHEE) S, <Boot Text and color>R %> %27V v 7 LET,
SecureDoc profile X
Prafile name |F‘r0fle-D1 |
Comments |'T'3‘21L||- FoIe |
Type |SecureDoc Enterprise for Windows |
Profile data
General options B oot canfiguration
Part Control Disk access contral
Edit manually Cancel
© ROBEHNPFERIINET,
Boot Text and Color *
Presiew
[ oo 1 3 4 5 6 1 7

Header

Key File Prampt
Password Promat

Lock Prampt

Challenge/Respaonse
Prampt

Edit Boot Messages

Reset Boot Messages

Background Theme
Undate bootscreen background image when updating Boot-Logon

Modern w
Import Customized Text Color « | *Customized backgrounds and text colors anly apply ta
Background computers that support high-resolution at boaot time:

oK Cancel

REEVE LT HIEB L, <Key File Prompt>, <Password Prompt>, <Lock Prompt> @ 3 2F1 T,
O TAT RO T ANEERLTH, ERINDIAENREIIIEDLLRWEIIZRELET,

<Key File Prompt>

X, 2= —ID # ANTLHBEICEKFT D LFERELET,
W E  User ID (Enter for default...) :

wEH —¥—ID

<Password Prompt> (%, SAU—REANTHHBEICERT LU TEEHRELET,
Yk fE Password :
BER  SAU— K

<Lock Prompt>

E BT TID £/ AT = FOBAN R D > 2 HBITFTRT HLFERELET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A Y A =LA
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WIIRE
You have incorrectly logged into the computer. If you know your
User ID and password, please press Ctrl+Alt+Del and try again.
If you don't know your User ID or Password, please contact your
Help Desk for assistance.
Bl
Mi#E-S72ID b LI SAV— R A ENE L,
Ctrl + Alt + Del LT, FEBIL, ASLEL T 7ZEW,
HL, NRAT—=RFEENLTLESTZHE, NONLVT TR 7IGERK LIZS 0,
EOREE, BUSFICRBLEZREIND L O RIEROTCEITHERE LEH A, SHASE

@ FBENETLEL, <OK>%27 Vv 7 LET,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
\id SecureDoc

13.3. Boot configuration ORE

@ kIiT. <Boot configuration>R% %27 U v 7 LET,

SecureDoc profile *

Frofile name | Prafle-01 |

Camments |:T'3'2M~ Fo7vAi |

Type | SecureDoc Enterprize for Windows |

Prafile data
General options Boot text and color B oot configuration

Part Contral Disk access control

Edit marually Cancel

®@ [General]Tix. [Maximum number of permitted failed logins at Boot Logon] <, /S2A U — FifTE%k o E
Bz ELET, BIZIE, 5L3HE, BELTCORANRY—FREMEZSL LT 7R3 £3,

77 4V FEREIT 15 TY,
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Boot configuration settings >
General
? [ task keyfile input (2]
General [ Force user to input User [0 at logon
[] Pass uzer credentials ta your integrated sign-on DLL
g ange address if zera
= ek PCHMCIA 1/0 address if
[] SmartCard + password authentication; User ID iz derived from Smart Card used in Windows
Keyboard layout Enable SUISAM (] Enable SLUS4M for UEFI
i [ &l User to Crypto-erase device at Pre-Boat using keystroke sequence key Sequence Settings
|l rotect Auta-Boat wil 1 suitable/avalable
L e Auto-B ith TPt if TP suitable/availabl
Advanced [] Disable Auto-Boot, preventing bypass of Pre-Boot Authentication
Options Enable sient Auto-Boot [bypass Boot Lagon authentication) | INA T — RERATIE S
[] Force permanent Auto-Boat [never display boot logon] /
\“:_211' | Browse
Metwork Access Allow uzer to login to SecureDoc Contral Center without & pazzword
Control Automatically reboot maching after remote command activates forced permanent Auta-Bact
b axirum number of permitted failed loging at Boot Logon :
Unattended devices left at Pre-boot will auto power-down after [max B0 minutes] 0 :
Enable touch suppart
Smartcard reader type Auto w
temony mapping base 43000000
MBFR access mode i} w
irtual MBR res ~
Special BIOS mode Mo o
Special Y Mods (Hex)
Legacy Boot Loader IJEFI Boot Loader
(D) Use V5 BootLoader only (O PEU: Mative UEFI pre-boot ervirornment
(®) Default to 5 Bootoader, with option to use V4 (®) PBLU: Linux pre-boot for UEF] devices
(D) Use V4 BootLoader only Fawimum rurnber of failed PELL <
i 3
() Default to 4 Boatloader, with option to use Y5 B?;E?;TT&E?CEEEEIE?B%Bfme z

UEFI DF A RMFIZ, U =Py 7137 Y 77— bRk v 77 . (UEFI Boot Loader) % 2 SfgfiL T\ &
R
O PBU: Native UEFI pre-boot environment
© PBLU: Linux pre-boot for UEFI devices
¥ 7V 7 — MRAET, Bluetooth #5iD A~— b7 U EMEHT H5E1%, 47 PBLU 23R L CLIZ2&0,
F OV T — bRy NT—ZRGFET, Wi-Fi NIC #fEHT 285418, PBLU Z®IRL T 72 &0,
% PBLU CldlEEhZ 3[E (F 740 b)) L, b LEBTXARVWGS, PBUICEID X 7,

® &Iz, [Keyboard layout]7 A 2> %27 Vv 7 LET,
[Default Keyboard Layout]® 7 /v &7 A =a—M5 [Japanese] #ERLET, U7 — "L 07 T A
T, FHATHXF—AR— KL AT U RORETT,
FOEEER A FPHIRES N TV HDT, TAEELTLEIWN, LEFOLALT U FRRRDLDT, A
AU — RIZFFEHE TG EGE, vl A v TERIBRDIGEDRDV T,
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Boot configuration settings

& Keyboard layout

If wour keyboard layout differs fram the English (IUS) OWERTY layout for entering Latin characters, itis
possible to get boot logon to remap your keys. This option exists grimatily for some Western European
kewboards and Dwvorak kevboards that change the location of Latin characters. Most international keyhoards
keep the OWERTY lawout in addition to the |ayout for their own language. so this option may not be required.

General

Keyboard layout

Default Keyboard Layout: | Japanese

[
= . [ Automatically detect keyboard layout when installing Boot Lagon
Advanced Options (Mate: SecureDoc will only detect kevboard leyouts included in the above selection.)

) | Support Foreign keyhoards

<< PP gn key

MNetwork Access [[]Where an On-Screen Keyboard applies. itwill begin minimized et Pre-Boot
Control

@ <OK>AR¥Z %227V vrL%ET,
® k#%IZ, <Save>RF L &7V v LT, 7u7r A VERELET,

SecureDoc profile X

Profile name ‘?j#JH\jD:‘?{JL’ ‘

Comments ‘:’rim T I0774 ‘

Type ‘SecureDoc Enterprise for Windows ‘ SDDB x
Frofile data.
| Please confirm the following settings before saving the profile :
Genetal options Boot text and caolor Port Contral :
- General options
- Boat configuration
Boot configuration Disk access control - Boot text and color

- Port Control
- Disk Access Control

Edit manually Cancel /

©® BESNTORWENIZOWTOT 77— R ELEBEHOLIICFEREINETOT, <OK>%7 U v L, RS

S
ToRREEHE T, <OK>ZF72/X<CLOSE>%4 7 U v 7 LT, 7mB 7 7 A VEREFELET,

@ SES Blic7m7r A NAMERRENT-Z L 2R LET,

[8] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O x
Database View Folders Keys User Tools Help Secure
< o e = « ~
a X & B A ?
Add Refresh Del Generate Key File Install Filter Help

=~ | Folders
: SES Administrators
W wmjlocal
=y Al Folders
g Purged Devices
g Exempted Devices

& Recycle Bin
paeoofics|

------};L‘J Installation packages

df Machinelnfo files
- Logs

Record(s) visible: 1, available: 1. Total user(s): 10. Total computer(s): 0. Total key(s): 4.
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¥ BEROTe T s ANEERTIEHE. EREO T 7 7 A VERET D Z L CHRBICERTE £,
ERE D70 7 7 A V&4 Y v 7 LT, [Copy Profile]® %17 L ¥4, [Profile namelic#H L\W\WF 7 7 A 14
EANL, MERERERE L THRFELTIIEEN,

[3) SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - ] X
Database View Folders Keys User Tools Help 0 SeCUI’eDOC
_ ) e
" X & B A ?
Add Refresh Del Generate Key File Install Filter Help
B Folders
P MNurn Profile name Comments S Tvpe
SES Administrators Forh IO | #R T I0 T
H- i wmj.local
All Folders
dil i 2 Add profile Insert
a Purged Devices
g Exempted Devices "3 Copy profile
-5, Recycle Bin & Modify profile Enter
J ilzs #  Delete profile Del
44| Installation packages
14l Installation packag View Audit Log
-y Machinelnfo files
@ Logs Set Filter
Refresh

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A h—)
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14. Windows A VA L —Y g o X —DOVERR

[SecureDoc Enterprise for Windows] @7 At AT, rEya=ri— [REZ—=2A] BIO [RXx—r
Bl kDA A ML —va vy —VOfERFIEE P LE T,
ZOMDNE =V BffiolcA VA ML —a Xy =V OIERRFIEIZOWTIE,  SecureDoc Enterprise Server

Version 9.2 V77 L v X w=aT7 /L] 2B IN,

@® SES 01 kv [Installation packages]7 A = &R L., LEICHD<AAA>KRA %7 U v 7350,
FA L DETHEZ Y v 7 L, FRA=2—75[Add packagelz 2V v 7 LE7,

ﬁ:] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin — O hd
Database View Folders Keys User Tools Help Secure
L o Pt i — " -~
e 4 x o o g | ?
Add Refresh Del Generate Key File Install Filter Help

= L Folders
: SES Administrators
#-1 wmjlocal

~ il All Folders =(_Add package Insert

a Purged Devices ~
: 53 Copy package
g Exempted Devices
— ) & Modify package Enter
% Recycle Bin o Hody packag
3] Profiles 8 Delete package oe!
- Installation packages
L packag ]

Mum Package name I Comments Twpe

-+ Machinelnfo files ERAB e i
a0

= Logs ,  Browse package files

Save to file

@ [Please select the package typel]” « > RUBEREINET O T, [Endpoint] 7V E 7 o A=a—K 0
[SecureDoc Enterprise for Windows| #i&R L, <OK>HKZ %227 U v 7 LET,

Please select the package type X
Ovol (O Cloudvm
SecureDoc Enterprise for Windows ~

® [General#finFr I ET DT, [Package namelflicA > A L —va RNy lr—U4 %, LEINET
[Comments]iiica A NEATTLET,
ADSync Z#%E L TWARWEA., < TIChb<Browse>RZ %227 U v 7 L, 4 & M=k > TEREND
(F—F—ID) . [FA 2] [ THEG8E) OB + VX 2fE L ET, ADSync #ffi->TOU L ZDf T D
ID %A1 A= R LTWDEHAIEL, <Browse>HR ¥ &7V v 7 LTREET + NV EBHRT 5 0E3H D £8 A,
&Iz, [Device Profile] Ti%, <Browse>Ah% %27 Y v 7 L, FANIIERK L7 SecureDoc 7 74 7 > MIZiEH
THTRT7 7 ANEERLET,
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Installation package settings *
- General
eneral Package nams |31, 115s -3 |
A Commerts | ADSync % iE LTV 554,
Key file Create news users in this folder during the remate installation _— BETIVNETHY A,
== Mot selected = |

%,

Apply thiz SecureDoc profile during the remate installation

Hsers Device Prafile | Prafile-01 | | Edt
T~ [T A LDIEE
¥\ [ ek user to verify data before starting encryption
Provisioning Force user to complete all data fields
Rules

Default device D 1z empty
Default uzer ID iz empty

K.ey name format
(®) Device name Add random characters to key name to make it unique
CGUID

- -

]I commurication fails, retry every 5 2 minutels) upto 5 time(z] (0 = infinite]

=] ks =
[ Iy caze of communicaton emar. conbinue nstallation offine WAL OMERFR
ait for the file distribution software to reboot the spstem

[ kHide encryption progress from user

-

Restart device when encryption iz completed [ for hardware encryption will power off )
[ Allow SecureDoc installations to run silently when deployed using file distibution software
[ Suppress message after initial installation

[] Disable installation-time debug log

IRy =7 —/TiE, SecureDoc 7Y 7 — NREET v 7T ATHEMT 52— —ID (A—7F—) 1L,

Windows OH 41 v A fER N ID EREAD ID #ER T2 KO ICRESNTHNET,

¥ Windows OHA 1 > ID 4 & 1372 5 SecureDoc &= —F—ID & AERT 5 FIEIZ oW T,
[SecureDoc Enterprise Server Version 9.2 U 77 L2 A ~=a7 /1| 2RI,

I O EAEOEBIRIL A Windows T A2 b v 7 RICAT —F AR—THERT 584, [Hide encryption

progress from user]®F = v 7 4 LT 7230,
@ Wiz, EA4 L0, [Keyfile]7 122270y r7 LET,

2—F—ID IG5 DHEREFHERLET (Fu— Ut 7 g TRIELERNB S THET)

EET L2561, BROERICTF =y 7 2 AIVET,

Bl ziE, USB 2 V%51 %9 521X, [Convert Removable Media] DHEMRDS M BE T,

Installation package settings X
~ Key file
General

Fassword rules

Mote: These privileges are only applied for new users created during a remote installation.

Frivieges: (@ User Rights (O Admin Rights
Mudiiy Password [ Wadity Prafile [ Ccamvert Removable Media
I:‘Mudliy Key DSEIEC[ Frofile DCUnven Hard Digk
DEprr’t and View Key I:‘Conflg SFE I:‘Dlsklmtegr\ty Check
v DV\EW Transaction Log I:‘ Create Emergency Disk
Provisioning Rules [ ]Exclucle fram DAL (password sync should be enabled)

I:‘ Use hardware token to protect Key File

This is only applicable if on-ine communication with & server is used during remote installation. User
must existin the database and user's certificate must be loaded into the user's record
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® EA D [Users]7 A a2, BHEID 27 547 v b T34 ZIEMNT HEERETT,

Installation package settings X
- Users
General

Atthis point user or administrative accounts may be added to the installation package.

3l
‘*{“J Administrative accounts must satisfy the following requirements

- they must hawve admin rights;

- they must hawve cerificates loaded into the database, if token based.

User or administrative accounts can be either password or token based

Provisioning Rules

Ba UserIDr Privileg Protecti Add

Delete

BTHEID 27 747 MIBET D HIEZ, 22 TOREDIEN, KVERZR T+ VAR CTOHFERH Y T,
BHEMRDOID 27 747 2 MIBMLEWEAIE. T12.8.7 4 /L X ORERE 2 - 728 FLE ID O fidfi-C XA 4t
DIEN] ZIHFEALIEEN, T VFOBREEE S &, WO THEEE ID OBIMCHIBRA FIEE T,

® Wi, A 1T dH H[Provisioning Rules]7 A 2> %27 U v 27 LET,

Installation package settings X

Provisioning Rules

General I:‘ Dao not create and send down deploying user Key File
o)
Key file Device Provisioning Rules

Enahle a provisioning state so as to allow access to device until its owner has been identified
(® Device(s) will auto-boot to \Windows logon
(D) Users can access devics(s) at Pre-Boot using this Temporary user account

== Mot selected = Browse

Provisioning Rules

Owner |dentification Rules

(@ Automatically identity owner without having to prompt user

[ Allow offline identification

(D) Users will be prompted ta confirm device ownership; Firstto canfirm will be device owner

Device location

(@ Ownerfolder
() Registration folder
(O Specitied tolder Mot selectad = Browse

Move device to a folder on SecureDoc upgrade

Deploying user

(@ Use Last Logged On User
() Use Specific: User Browse

SecureDoc Enterprise Server Version 9.2 7 A4 v 7 A4 > X |
© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
\.d SecureDoc

T a = A — LV TCUERRTE

X2—2 Al OBE

Device Provisioning Rules

Enal:-le a prowizioning state 0 a3 to dlow access to device until its owner has been identified

Device(z) will auto-boat ta \wWindows logon

() Users can access device[s) at Pre-Boot using this Temporary user account

== ot selected == Browse

Owiner |dentification Rules

Automaticall_l,l identify cwer without having to prompt user
[] Allow offline identification

() Users will be prompted to confirm device ownership; First to confirm will be device owner

A Enable a provisioning state so as to allow to device until......
© Device(s) will auto-boot to Windows logon

© Automatically identify owner without having to prompt user

[(REZ—2 Bl DHBE:

Device Provizsioning Rules

Enable 5 provizioning state $0 &% to allow access bo device until its owner has been identified
Device[s] will auta-baat ta bwindows logot

() Users can access devicels) at Pre-Boot using this Temporary Lser account

== Mot selected = Browse

Owner Identification Rules

() Automatically identify owner without having to prompt user

Allaw affline identification

LI zerz will be prompted to confirm device awnership; First to confirmn will be device owner

4 Enable a provisioning state so as to allow to device until......
© Device(s) will auto-boot to Windows logon

© Users will be prompted to confirm device ownership;......

Enable a provisioning state to
allow access to device until its
owner has been identified

TurYamr ZIREEENCILET, A—F—PBEET DHE T, L
FOA Ty arkzfioT, HEERE® LWLz —F—%2fF->TF N
A ANDT 7B AET LET,

Device(s) will auto-boot to
Windows logon option

7Y 7 — FERET, T— bhu A U EE LB S TICHENES) (44—
r~7— k) L. Windows & i@ L £,

Users can access device(s) at
Pre-Boot using this Temporary
user account

TN T — NRGET, —Bi R —Y —ID XX T — REFEHL T /A
DT B0 ID ZBIRLET, A—TF—DHEEINDLE, VT TIAT
R b —a—P— 3R S ET,

Automatically identify owner
without having to prompt user
option.

AP BER BRI, ABMIICA—T —2RELE T,
[SecureDoc 77 A~ U7 U FOFRE] A7 7 ZHHEITR RS
A,
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H A K
Allow offline identification SDConnex LHfE CERWERETH, HEIMICA—T —%2RELET,
Users will be prompted to TNA ADFTHEE ZHRT 5720z, [SecureDoc 77 A~ U T o

confirm device ownership; First | FNORE| ¥4 7 0 JHEEZFR KL ET,
to confirm will be device owner

Device location

(®) Owner folder
() Registration folder
() Specified folder == Not gelected = Browse

Deploying user

(®) Use Last Logged On User
() Use Specific User Browsze
H B ‘ L B
Device location
Owner folder ADSync & i~ 723565, BElc=—% —» SES ITFET 256G, =—H—LH
CTANFTNA AZBELET, BEIL, ZNERRLET,
Registration folder [General] TIRE L7Z 7 # VA IT8EEL £,
Specified folder BT AN T ERELET,

Deploying user
Use Last Logged On User A A N—ABICn 74 > L7z Windows ID # @B~ ——& L7,
Use Specific User B — T —ZEELET,

@ ®wEIZT, <KOK>HREZ 27Uy 7L, A VAL —3a Ny =V FERLET,

SES k2 Windows A Y A hb—va v oy r—UNER SN2 L 2R LET,

ﬁ?‘] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O X

Database View Folders Keys User Tools Help
] ol [ -
" v X & B d ?
Add Refresh Del Generate Key File Install Filter Help

=~ |, Folders
SES Administrators

) wmij.local
il All Folders

g Purged Devices

Q Exempted Devices

p: Recycle Bin

iy Profiles
-~} Machinelnfo files

- Logs

Record(s) visible: 1, available: 1. Total user(s): 10. Total computer(s): 0. Total key(s): 4.
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© Wi, fERLIzA v A L—va vy =% 427U » 7 L, [Create package files]# /T LE ¥, fEkdh
B MDA Y=V RERENET, (THAE AT, BEHEOREICL> TRV ET, )

SDDB >

Package files successfully created in the following folder:
C:¥Program Files
(x86)¥WinMagic¥SDDB-NT¥RemotePackage¥SESDB¥

VB L= R r—V R HERZ U v L, A==a—)b[Browse package files]Z R4 25 L. Ny r—VORAF
ENTND 7 FVANRRRINET,

K OBHOA AN L= a Ny =V EERT A5G, BRSOy S — U ERET DT L THRBICERTE E
T, EREDOA AN —va Ry r—2%457 U v 27 LT, [Copy package]# 34T L $£7, [Package
namelicH LA > A b b—va Xy r—U 45 AL, MEREHZREL TRIEL TS,
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15. Windows PC ~O A VX h—)L

15.1. /A VX F—F—FEITRIOWEREIR

UTONEEZLTHERLTHLDL, AVAML—va Xy r—UEFTL TSN,

O

|

Windows O /32 T — RRFRE SN TND Z &

Irbeva =7 — Tk, Windows A oA L& EES T, 2—¥—ID Z{ER L E T, Windows D3
AT = RPRFES N TN RNE | F—F—%2fETET., ID 2EkTE EHA,

TCG Opal 7« 27 O, THDD XAV — K] H25HWiE [SID (Block SID) | #%EL TW Wz

HDD /XA U — K& 5T Block SID R ESNTWH L, Opal & LTEES 272007 77 4 _X— 3 v
NTEEEA,

BitLocker MRXE AR L T 20,

SecureDoc 2 L5V 7 N = THBEEITTHA VA R Lb— a3y —UTiE, BitLocker BAEMIT/2 >
TWo &, A A M—FRK L EF, BitLocker TIESALFE DT /A XA Y A M—AFT2HEIF, Tn77A
V@ [BitLocker management] DR E MM HE T,

PC DR % EfEICHE T 2SN,

SecureDoc A A h =4, BT LRI OEREMEIT, RERTHE L THRDIL, $—7 7V Ery 7 Sh
F7. (L ORFEEIBEINATWET)

Ao PC ZHF 5T 54, SecureDoc DA Y A M—ARIZT—H % v 7T v 7L, RILTDZT—F
=y 7L, HDD DBEIET 77 7 b TEITT L2 L 2MHEE L ET,

A =T ARIEDOFEEIZ SN T

Wb, EREHIC XL > TPC (HDD/SSD) MMEIEL7ZAWVE HIZ LTI EEN,

A VA N=NVT D PCOT 4 A7 22K BDOMER

10% BEEERFENDH DL Z LEHERL TSN,

H—/3— [T SDConnex $r— B ANBEE) L TV E0EHR L TLIZEN,

7747 v & SDConnex 34 Y A M= EINTNDH—"—RN@ETEHREICHDZ &

TNAAZAME USB AEVHEDA b L—UBEGRERV AL T EE N,

15.2. HIREHE

O

ID/RATU—=RIZiE, fIv—7 & Ny ATy va ZRHTEEREA,

T—= b a T F ko7 7Y T — REIET, A~v—72 & Ny ATy v IANTEERA,

UEFI 731 ZDAE, _ (TUrF—n—=) L TR T A,

SecureDoc A A h—/1% ., UEFI / BIOS ® AfFEBZNE, IELS R LI L TLEE W,

W, UEFI / BIOS o Aft & keZlid, Windows OFRE & M L TOEF23, B OHEIL, RIERTTH L
LTHbh, F—=77 A 0MEry 7 SET, L ORETIEERSLTWET)
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15.3. SecureDoc 7 7 A7 bDA A h—/VFH

A A b—=ZiE, Windows OFEBEHERNMLIETT, 4 A =D oA T, OSIIHEHINETOT, 1E
¥R OTF—HIIMREL, ETFOT T T L EERTLTHLE IR TLEE N,
®© I 14. Windows A VA F—/L 8o —VDOERR] T, fERLIZA VA R Lb—va v Ry b —VIZEEND 7 7
ANk, THFNVETE 72T7A4T v s PCOEEDOHFTIcar—LET,

I ¥ = | FIANCT-T

- m} x
ok mn | R ®
E i B e T B s Cavi BV S Vi B V- IN-7 - O EBFrv7ilyi2 [

: ) Wariy BE-m [ i Fimisi - T NERET )
FET-vay g manvEy z BNTES BE 2uFuY S| ENER L, : e )
Sl - g BATET B2 T E ANy (AESBNETTS | [ Bl
R4y bAPIb REOfa- ER/EET
1 « SESDBA1 » FIALM(wT— v | B 0 FIALNT-J0RE
~
WinMagic A& ExOeE &3 FA3
SDDB-NT _ KnownCenfigs.xml /1012:43 T17KB
Binary boot files % PackageSettings.ini 1017:28 3KB
Binary Installation Files # SDConnex.cer 1017:28 1KB
Licenses w] SDProfile.spf 1017:28 6 KB
Logs w SecureDoc_64.exe 3 478,569 KB
RemotePackage % SecureDoc_Surface_64.exe 522,372 KB
SESDB91
TINS5
SDConnex
v
s EOES =

@ A VA=V ETENS, ROT 7 AN, EFENTNDEZ L EZHERLTLIEE N,

77 AN FxE

KnownConfig.xml XML R =2 A b TSNS ARFAT DR E IS TR BEENE A3
bArGE, BB TRELZ ST ET,

PackageSettings.ini i RICRR

SDConnex.cer Xl T 4 FEE SDConnex &i@fE T 272 DIZMETY,

SDProfile.spf SPF 7 7 A v

SecureDoc_64.exe TV —va v

Windows 64bit 11 > A F—7 —
SecureDoc_Surface_64.exe 77V /lr— g Surface A VA F—F —
¥ Microsoft Surface /31 AIZA VA =T BLAEDEE :
Microsoft Surface Pro 1. 2. 7213 Surface Book ~®DA > A f—/L:
SecureDoc_64.exe ZHH L T 2 &V,

Microsoft Surface Pro 3, 4. Surface Pro 2017 %7-i% Surface Book 2 ~®A A h—)L:
SecureDoc_ Surface_64.exe #ffH L T< 720

@  [SecureDoc_64.exe| Z#EHEWERT IV P TEITLET, A VA M—ABBEEFVETOT, LIEGLFLET,
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@ OSITL2A VA= MTOVWTOMERE RO LD, <iFTW>Z27 Vv 27 LET,

a0 A M—LHC SDConnex & OBIEICHEENRAET S L, ROBEENAFRINET,

SecureDocDE 7

SecureDoc

by WinMagic

I5-0x782e
Ly H#-/-ADEEIS-. &y bI-JEREREL TN,

SDConnex ¥ — bt 2 DOBEIRIESSZ 7 4 7 > b PC & SDConnex 234 > A h—/LEN TN B P — "—Di@EED
RMEMR L TLIEEN, BEOMBAERRTEZE, <EEF>%27 0 v LT ES N, BE@REERARET,
COBEET, <Fywr>E7Yvr§5LE, WinMagic SecureDoc OFIARENFRT S E T,

O OFWILESEE TH. SecureDoc D7 1 7T AFA VA ML SIUICREETH D720, FEA A F— LTI,
SecureDoc &7 A VA b=/ LTLIZE, ZORFE TR BT Y 7 — bEFET R 7 T LD A A b
— IR Z b Tz, Windows Dy b —A %D [0 0T hDT7 A A h—)1] "
ToA A= LTEET,
EO<EH>IT. 7V v LARNTLEEY,
7V w3 5E&, ISecureDoc DX ERT +— 1)
(SDForm) 758y L %97, DA A h—/L T,
A 8 D DB CHIE R T 5 BB ) A, e

& SecureDocDEEIA- L X

@{&xweDmr

by WinMagic

SDForm It PC OfE#o a2 —4F —ID % 2 —+— [ 2 A z

AT HHEAFIA LET, =

CIC. A F DT Ea H A ETFAS L. e
IVE1-51B8E

<OK>%7 Vw7945 E, A A M—ILOFBRAZALE IVF1-5ID: LAPTOP-FUGIIOTA| ]

o . JITINES: PF1XG5QC
7, SDConnex &R CE L L, A VA M—ADBHEHE | Lin o
ﬂi#@f\ o ]\:L*—'H‘v—z)x/f R ]\_/1/%%1@ LT 7 20NBCTOTWW
&
WABLGE, VAT LEHENLEE W ID RREIND Joit54 5%
FREMERH D Z EICEE LTS, TP AR
#-1D: LAPTOP-FUGIIOTA key _2878368870e0b470_

B9

*ovl
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® SDConnex & EEFICEBENBIRDNDL L, T— el F RN A b—VENET, 1A M=%, BEIMIC
OS KEE#MLET,

SecureDoc

BESEN. T-NITAVHA VAN E TS,

IOT0EAZETRE. I0T/ M AEFHTEEHLEL TR,

T

©® Os miEEifk, BB ALARMmSNES,

SecureDocE & - (EITFTT.. -

N-FFRTIRERSLENTOET. WE1-IIBEEBYERTIILE, SLIRE
BUIBIEETEES. B TOUR, BER®IBELET.

Processing sector 4174525 of total 125829119 sectors

./‘\ iR, 00:01:00
K EEEE 23 MB/s
\ J EERYER: 00:42:29

zaay % |

=225 (] % |

BEbhThHoTh, Y v MU TBHZ LITAHETT,
(a7 7 A LRET, No recovery(faster) Z 5T LI2& 2 <)

TNA A%V Yy MUY LIEKROER), HovE TRk | T2V =7 RENSER LI25E, eboksd

MNoHERENET,

E e 7 AR ET, [No recovery(faster)iIcF = v 7 # ANV TW B AL, BBk CEREM U2V
EolHmEEL TSN,

@  WEEALRMOES EHERT A5, ¥ AY F LA ® SecureDoc DT A 2N H— I L ESDEET,
A AR L—va sy r—YdO[General]-[Hide encryption progress from user]®F = v 7 4 LT\ 585
B, BB L OEPRILSEmIZFICFE RS E T,

W bR T+ 5 &, 60 Bikic, FEELET,

SecureDocT 4 AZEEAL

SecureDoc

by WinMagic

FI(A AlFs6 &I vy bTIULET.

ool

% TCG Opal B L N7 A4 7OHAEIFT, N—FU=THRICESE, vy MU IR £T,

SecureDoc Enterprise Server Version 9.2 7 A v 7 A A =)L A
© 2025 WinMagic Inc. All Rights Reserved.




WinMagic
d SecureDoc

© Tubelaz=rIA—nD [RE—VB] IZLAA A ML—2 g0 07— TCL, [SecureDoc 754~V 7T
F1U Yy NORE] BENFERINET,

SecureDoc 751 Y FHIY FORE X

SecureDoc

by WinMagic

808 T A ADZ B AE TSRS, [0KETUILTT
1" NI ERELET.

Windows1-—4& :

User-001

SEEE ¢ SecureDocD—EMEEE (U4 TYHEEAY) 3. T34XUTHDY
ISR ESNAETHIATEIE A

OK
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17. Appendix

17.1. 7V 7 — FEREEOFHFIEZONT ()

SecureDoc ®7°) 7' — FRGEME X, [ID (Key File) | & XA T—K] OAS 74—V bV £,
BEIZLY, A—F—ID OHNBEINTNDET A AL HEO ID BEEINTWDLT NA AT, LBEOENRH
nET,
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PRAY — FREATEED ERIEIZSUVT
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EINFET, (FERENDAvE—VUNRERIGEANDY ET, )

[y Pa—HZELL{ A LTWVWEFA, 2—P—=ID L/RAT— )
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17.2. SDConnex /& - Hife—&

General
H B
Keyfile
Keyfile path: XF—T 7 ANERELET,
Keyfile Password: F—TFANDNNAT— REATLET,
Database
Server¥Instance: SQLOA VA R—/LENTWDH— "= L f L AXAERELET,
Database: Biid 57 — A _N—2A4E AN LET,

T—HR=ADIT—,

H:~A7may7 MLUCEb &, ZORREIX,. Microsoft SQL Server @
Mirror(optional): fRDONR—T 2 U THIBREILD TETT,
https://docs.microsoft.com/ja-jp/sql/database-engine/database-
mirroring/database-mirroring-sqgl-server?view=sql-server-verl6

© Windows Login Windows FEFEE— R T, SQL I L £7,

O SQL Server Login SQL Server i@GEE— KT, SQL IZHk LET,

Service

[0 PBConnex Autoboot TV T —bFy NU—IRFET, A— b7 — b EFAT LSS, Al
Service g

— 2 ALl ERi® SDConnex /X7 # —~ » AGEHE M A HIBR T2 % A7 &

O h le Task s
Schedule Tasks A Y a— VT BRI A AT LET,

Logging
[J Log Events AR Men Z\ZRELET,

R 7 2 BUST %A, AU LET,

B, AT HIR0ETHY FH A, VAR— M 7 OFRNH -
TS E IR L ET,

O Enable Detailed Trace to
Folder
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Communication

® H

PC SecureDoc Client Communication

Service Port Number:

SecureDoc 7 714 7 k& SDConnex 2N@E I+ 5 R — &5

Use restricted Ports (1024)

1023 U FOR— FEZEHEMT 256, A LET,

Service IP Address:

SDConnex OY—E A& LT 5% ——DIP 7 KL &

Maximum Concurrent Session

BKFEFY v 3y 7740 bEIX 100 T,

(B%E, RELETLHLETIHY A, )
20,000 G LD Y T4 7 NTF L ADGE . /50, K 100 24
BELET,

Receive Request Timeout:

ZIEV IV ZANDEA LT T K

(o, RELAETIHLEITIHY FHA, )

HALT U ML TRy ar&2UET 5112, SDConnex 237 747
N FTRAADSLOEREZET D E TRET DA A L £,

Send Response Timeout:

FEVARADEA LT T |

GEa%, REATTHLEIHY FHA, )

HALT U ML TRy ary&2UET 5012, SDConnex 237 747
b TN RAINEEIRET 2 CHET DR Z AN LET,

Checked for Active Commands
every

SDConnex W7 7T 4 77pa~>y K BI2E, ¥—7 7 A VOEH

E) 2Ty THEEE NN LET, BESN-MHT, SDConnex
X, I~ RRFETENTZ2 T4 T > hF 1A A2 D SecureDoc —=—
T NET AT T LET,

Quarantine Timeout

EEO LWT A ZAN[REEY A 27 7 M/ B2 A LET,

RO LT A AL, F—F I T AEFERR T —HF =R RN
L 53, SDConnex ~DO#HE & (1 LA DT /NA AD T & T
9, WREET . ZOT N ANG O T AR L £,

Busy State Sessions Count:

E—REDYT v Vg U
Giy, REELEHETHINIENIHD A, )

Idle State Sessions Count:

TA RVIREED® v > a9 UK
Gy, RELETHILEILIHD FHA, )

Keyfile Update Task Sleep
Interval

X —TFAINEHL AT DAY —TE
GE%. RELTTHXEIHY ¥ A, )

Remote Installation

User existence is required

SES DB IZfFTET D2 —HF—DHRITA VA F— LV EFFRILET,

AD Sync=<°CSV TSES |24 v R—hKL7=ID &, —%# L7z Windows #
A A BDT TAT DI SecureDoc DA A b—)L & T[T 5
ZENTEET,

54T " VA R—)VEITIFIZ, SES DB IZ 22— —3FE LW
G, A A M= VEFEFR T SN T RIS ET,

ik, BRILARWID BMEREND D EBHT £,

Use password from user
record for existing users

X¥—T7ANDA =2 ¥ VN AT— R & LT, SES DB O —H—[CRiEk
ENTRAT— REMERT L5656, Al LET, SEShba—F—%7
TATV MCERMET DBEFEIE DN ET,

Move devices into Recycle Bin
in case of reinstallation of
SecureDoc

SecureDoc X7 FA4 T > b FAAL ZTEFHA VA =L ENT-HE . SES
\CBEIZIEAET 55 /31 2% Recycle Bin ICBE) L £,
ZHUZ XY, SESDB TTNA ANEBETLH0EEET,
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Alerts

[J Enable Alerts

7T — e LET,

Email configuration

SMTP Sever:

SMTP h— =22 AL ET,

Port Number:

RN— b E sz BRLET,

[J Use TLS/SSL

TLS/SSL #3%ET %6, Ty /RNy 7 Aed T LET,

[J Use eMail Server
Authentication

A=A — NI E AT B0, 2—F— 4 E "2 — FE AN LE
T,

Email Group

BAE, ZHAWEEITEE A,

Performance Counter Alerts

[J Low Available License
count bellow [x] %

R FTREZR T A & v A% X %Kil THRE L £7,

[0 Total Created Devices

VER SNT=F A ZDEF 88 L= 58

Quarantine

Exceeding
[H§Z£$?“U“m PR ST P — DA FHR R L T 5
[J Database Connection Down | SQL IZEfk L7z SES 77— & ~— R ZHEE T X 2055
[J Faild PBConnex Login Alert | 7V 7 —h3x v MU —2FFET, 07 A VR LIZHE
O Application Event Log Full TTVIr—ar Ay ha BN —RCiE o m5A
[J Device Added to T A ZAPHIEIBINE NG

[ Active Sessions Reaching

TIT 4 Ty a VR KEICE LSS

Max
Email To: A—IVDFEERT FLAE AN LET,
Email From: A—=)VDEETLT RV AE AN LET,

Email Subject:

A=V EANTTLET,

Send test

IV I FTHEA—NDEETANEBIRAET,

Encryption Status Alerts

[J Device entered Encrypting
State

T AW SALIRRBIZ 22 o 72

[J Device entered Encrypted
Reboot Required State

TNA AP S LSz ) 7 — FESRIREBIC 2 o T,

[J Device entered
Encrypted/Partially
Encrypted State

TS ABE AL/ AN LRI 72~ .

[0 Device entered Decrypting
State

T AW SACHERORIEIZ 7R > T2,

[J Device entered
Decrypted/Plain Text State

TR ARG BAVIRRS) 7 L— T % X MIRBEICEAT LTz,

Email To:

A—)LDEELET RL A2 AN LET,
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H H ‘ B

Email From: A—/VDEEITLT FLAE AT LET,

Email Subject: A=W EANTILET,

Send test IV I FTHEA—NDORET A NEBI 2 ET,

Non-Communication Alerts

[0 Enable Non- EWET 77— M AMNCT GG, AT LET,
Communication Alerts

Email To: A—IVDEERT FLAEATLET,

Email From: A—/VDEEITLT FLAEATLET,

Email Subject: A=W EANTILET,

Send test IV I FTHEA—NDORET A NEBI 2 ET,

£  Non-Communication Alerts %7 5854, SES TTRORENLETT,
[SES] -> [Tools] -> [Options] -> [Other] -> Alert system

SCIM Sever

H H ‘%REE

O Enable SCIM Server I ARAAL L IDEHRY AT A (SCIM) L, 777 RR—2DT 7
Vor—varBIO—bvRICBITL22——ID HEHERFHIZTLH LD
(=Y NGRS

SCIM —R_—ZH{H L ET,

IdP R ESNTWDAMLERDH Y £7,

SCIM Client registration Z&k/ X% /L T<Add> R¥ > %27V v 7 LT,
BMLET,

[0 Enable Detailed Trace SRl b L —2An T E A LET,
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17.3. ADSync RE - BiE—&

General

Keyfile

Keyfile path: XF—T 7 A NVERELET,

Keyfile Password: X—TFANDNRAT— R AN LET,

Database

Server¥Instance: SQL DA VA M= ENTNDLH— =LV AX L AERELET,

Database: BT 57 — 4 R—AHm A LET,

© Windows Login Windows F8iFE— R, SQLIZHEE L £ 77,

O SQL Server Login SQL Server #FEE— T, SQLIZHEL £7,

ADSync

- Zg;’;ddee;aed Vsers to Bl L7 oo DRI LT

Logging

[J Log Events ARy N 7R LET,
Mo 7 ERST A, AU B

- Eg;i're Detailed Trace to grf iffi?iﬁgéﬁiéfiﬁ— kbR 7 DR A D
STHEITFALET,
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