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ro‘] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User na... - O X

Database View Folders Keys Qser Help Secure
- *s x ] b -4 ) ?

Add Refresh Del Generate Key File Install Filter Help
[General]
Cptions d
= General
Gener. wihen maving uzer or device to a different falder, also move all related users, devices and keys
en maving uzer to recycle bin, remove user key file fram all devices
Cwh i e bi key file f Il devi
m [1Delete drive infarmation when computer is delsted fram the Fecycle Bin
Server's RSA (] Hide Machinelrfo fles after extraction
keys [1Rename old key duting extraction from machine info file
[1Enable "Crypto-eraze device" remote command
o utomatically update device's profile settings when profiles are modifie
[ Automatically update d file zett h fil dified
Authentication Show top 1500 : records in table views
GUETENS Password recovery length |10 = | [ the length can be from 8 to 32 bytes; Longer values
. T are more secure |
a1l - -
"f_tj Carnrand Expiry |30 —| day(z]
Key file options Delete commands from history (10 | dap(s] after expiration date
& |Jze SDConnex to communicate with SecureDoc client machines
N
=
. [ &llows duplicate User Mames - Duplicated user names will not be automatically resolved
er
|Jzerz may alzo login using Sak, UzerlD@domain. com [UPM], UserlDigtdomain, DamaintUzerlD,
o Domain/JzerlD formats
=]
=l Allow |dP Software Token
Licenses [ Use token protection as default protection type
m Default taken type for new users | ikey 2032 w
Device Password rules
Authentication
Certs

[] Dizable AD folders structure Browse for rook folder

[ Do not impart groups Fep Uzage I:l Configure Key Uzage
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When moving user or device to a

@OV | ¢ Pemod

different folder, also move all "O®@Of ¢ Pemos %l L o3 A0

related users, devices, and keys

When moving user to recycle bin, * >@m> 4 [Recycle Bin] o7 - A <%| 2 A==—¢P =

remove user key file from all % D@) —« D hDmmi & o3 A°

devices

Delete drive information when «fi H* 3 2% [RecycleBin] o7 Ys | S I 7 S

computer is deleted from the A o3 A°

Recycle Bin

Hide Machine info files after Machineinfo h Demi - | & «' et fiJ ¢ Pum®<” D@2~ A

extraction % 9 =™34°
SDConnex < SMNroh’' wmfieafi ® 20 <V 8/ —e P
w0l SESZ AV E-| SES«fi 621 — Quafi —
[MachineInfo Files ] # wafi w2 J A %Nef 5 A °

SES DB ~ % +w |8 SES fisdi i d f-hOwi &
co™lera{r-]|8 1t —oke Tfidofir oqA°

Rename old key during
extraction from machine info file

| ez

- 1t VIi<—N| ¢ Pum®% wm0d © 1d° wafi @
did oV /) — e fi ¢ PO =L %
o™ me o A AV E- -3 A°
Machinelnfo File N Dmmi ~ | & ¢ P um®r - = v %
34d308°1—0oke "fidofi-ra{<eSES| ™ — 4L
o8l —e! i) 4P am®— —V Er o AL =3 A0

Enable I Crypto -erase device A
remote command

SES¥%t' 2 2. «vfi» # CryptoErase &
CryptoErase | ¢ Pum®@% |t &  A{—z¢
Me ¢2 = | tdV—=< ~od34¢0

Crypto Erase 4 Ve amr fi) ¢ Pam®| 8 K. ~0fike
-t e Loy ~0o20d3A°

2] fer =qa°
AMis|#%

Jv o4& -8 ehoi | # | £A°
Automatically update device T s —K. hOwai & =V 8 —ke hDwal % td =™
profile settings when profile are |ePemeot 2 =V K. hOwmsi 4 SDConnex # -
modified =3 A°
Ll —oke "fi— | A %Ne| 3 A ®
Show top XXXX records in table SES «fi 521 #8 — XXXX™ €2 A =3 A0

views ~ A —]|®SES«fi 53 — Quafi -~ Nef| s Logss # t
14 =4
¢hoi | 1500 #A ¢
Password recovery length XX ">@m>—Re: D>y 4 -~ A w7 fi 0& ewfi @2¢" @
(the length can be 8 to 32 bytes; wfi @ — 4 “3 A°
longer values are more secure) ™E> 8 | 3d38% A%< L - o5
ehoi | 6 100 2Nef 8 ¥ ¢* ' wo < —P' fi %
J=rfs o:fsac
Command Expire XX Day(s) ! amr fi) ¢ Pam®t—«yvfis (Crypto -Erase « v fi » &L o) i
A L =3¢ v L Af<socvfis—
% 4 30° ¢hoi s |30, #A°
Crypto -Erase « ¢ fi » — | & 10,000 s -~ t 43
A° SES | Crypto -Erase « v fi » — 4 £ %0
™y ks Yoo oV g fi ¥i A Y%Ned 3 A °
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Duplicated user names will not
be automatically resolved

Delete commands from history XX — XX - Yol owfipd oq A9
day(s) after expiration date e e fiJ ¢ Pam®f—cvfird  A{gz- Ak o3
FANR]
LL# eV ¢ Pem®%0) PO < eo ™ 8y <4
81 —¢Pam®—Kk. hwai & A{ 722, «fisedi «w
o] 4rodqa
Use SDConnex to communication SeueDoC - ' wmr fi J ¢ P um®| 8 SDConnex 4 == o3 A°
with SeueDoc client machines
Allow duplicate User Names ~ E “om> 4 o3 A0

Users may also login using SAM,
User ID@domain.com(UPN) ,
UserlD @domain,

Domain ¥UserID, Dmian/UserID
formats

* D®@>) | 8 SAM# User ID@domain.com(UPN) o 2

hodwes#., ~wmafinf sl #A0

Allow IdP Software Token

o

SO | FIdP shy pve s ofid  #F%3A°PO 0"
fi 9.0SR3 # | ® SES< MagicEndpoint IdP % “=8" J@mI —
ht»ve D<fid SESed 270 or e3 A0

Use token protection as default e et fi ¢ Pem®% D cfike Yoo Tfidoenoi g A
protection type - HVYE e o3 A
Default token type for new users SES # A ¢ d2hDmi - A enoi =1 ofi o makdt
=3 A9

<Password rules>

Re:>yioid oq A0

s SecureDoc Enterprise Server version 9.x cmmP - umfi ®) D1 @

Disable AD folders st ructure

mm) o & > J o0} ™9

Active Directory ¥ |fwafi WD J <V A==—">@d<=-123k% 0
ot e iddferas

Active Directory —h ¢ 1 L -3 Y%

Do not import group

Active Directory = i D k A wafi WD J <3 T 9

Key Usage

Active Directory % |- Loafiwd s A - A=% —

( — ) 4 2% 0° A== — 2 wak — AL fi W2
) A ~ | ® digitalSignature —e¢ R 0 1 0 —33r-<=34°

— — L efiwd s a8 — L& =3 A° V<4
r® UserSMIMECertificate 4 = — 7 L wmli WDy =5 A
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[Server & RSA keys]
Lirl @t =™ |°®SESed=z3 e— R ALY
— Ve tde e cves Koo < o= td=™MyA9 psds—
[ = tdv g  #Ae — CA%[ 14V L A % Nef| & <Import>
= wafi WD 4 8 <SetActive> Lol po =8/ dd - eq A0
Options s

(

server's Roh keys

Forthe secure communication with SecureDoc clients, Enterprise Server needs RSA key pair. rou
have to load FKCS#1Z file. containing server's key pair into the database. in order SES to be ahle to
control client machines remaotely.

Server's RSA keys Diescription Devic..  Status Import
SES Certificate 8/25/2022 15:25:31 2 Active
Generate
Authentication -
questions SetActive
XJ Delete
Key file options Expon
\
Other Certificate info:
g = Serial Number:
= fOB0ZCFY
Licenses lssuEE
[:E Ch=SecureDoc Enterprise Serser
i Subject:
Device Ch=SecureDoc Enterprise Server
Authentication -
T Walidity:
From Aug 25 06:25:37 2022 GMT
To Aug 25 06:25:31 2032 GMT
[Authentication questions]
2| o ™Votg3yFo
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[Key file options]

. - L . i = J
aze g =V Yomnli ® 7 Do "fiRE "D O ~ehoiy Se= q 3934°
Options .
4 Key file options
General These options are related to the operations on the "Devices" tab: adding user ta the dewvice, Key File creation,
[:;E eic
. [“]¥hen Key File is created for the device, automatically send itto device
Server's RSA keys . ) ) ) -
[] Automatically update Key File on device when userfdevicefgroup keys are modified
@ [#] Automatically generate Key File when useris added to device
Authentication Enable password propagation
TR [ JAkways include a personal key in Key Files
< Key file options Default user privileges will be used as default package settings, and for creation of new users through SES
consale or during import fram AD.
Privileges: (@ User Rights (O Admin Rights
Other [ Modify Passward [ Madify Prafile [ convert Removable Media
5:J [IModify key [ select Profile [ Corvert Hard Disk
) - [CJExpor and View Key [Jcorfig SFE [ Disk Integrity Check
Licenses [J¥iew Transaction Log [JCreate Emergency Disk
m [C]Exclude from DAC (password sync should be enabled)
Device
Authentication
Certs
When Key File is created for the ¢ Pum® r(DhDwai % 198/ 4L ¢ P o
device, automatically send it to - =3 A°®
device
Automatically update Key File on TO@MO /e Pam®/~i Dk —¢2% td v 8 ¢ P am® —
device when user/device/group (O hDmei & - =3 A°
keys are modified
Automatically generated Key File “D@Ode Pamor eV 8 D hDmi 4 # .
when user is added to device AR
Enable password propagation Re®: >»— 4 - eqA°
—¢Pwm®- 0" D@O% 4= ¢ >®md %R
e D)L =V 8 SDConnex &£ <= —¢ P am®r -
VRe:d»d 43Ac0
"O®O% 14 =™ ¢ P =m®% SDConnex < -
= ™Mp ™™ Y% [ =TMp ™ 8/_‘P_e| -
i
™R ®: D) L o1 Jom™m—ze —k' K>
J z | —Re®: 2 % #A°O0S 8
SDConnex < A < t4vR® 20 Lo
q s — Yelf| <o tdvVR® D)% -
odqnc
Always include a personal key in (ONDwai |8 ROl «2L J{ fer<gac°
Key Files
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Privileges:
U User Rights ¢hoi | ® & 1 Modify Password ¢ — # A ©
Yoo 0 L #£%3A0

U Admin Rights wveeA<se =— % 14340
Modify Password “o>@md | Re: Dy £ %3 A°
Modify Profile TO@) | B Ke hDmmi & % %3 A°
Convert Removable Media “Ho@d |8 FOPKIi 0ec s # %3 A0°
Modify Key “omo s 4L e 8 2| wafi WO U # g A O
Select Profile "o@) |t Ke hDwai & #%3A°
Convert Hard Disk "om@dy |8 ec @ — / Las na3A0

Export and View Key oo | ¢ 4L 2%3A9V<d B0 h Dl L e 0w

dDiA{rsds 4 —(ODRDwmi - - ®WD ) <V d # %3

A9
Config SFE “D@ |8 <! wm fis %8 SecureDoc h [ mmi 4
AL <%# %y A0
Disk integrity Check 4o ®- — HVE - % .Y gls~ >@mo | 4L
%5 0° ¢ Pemol =8 65 @v — —V ke o™
AL =3 A0
View Transaction Log " D@D | & Auditlog & 4 | < %% %3 A

Create Emergency Disk dD@) | % «vd ovficde: @-d # %3 A°

Exclude from DAC (password sync DAC 4 - e300 | -3 3+

should be enabled) m=fi ® " 2o TfiR?P *) ©—Kk. hDwa — ~=8 40 @«
r-¢tedfii.Di DAC % - tde o¢- =+
- % td=m™ 8 0O¢o s f—= ¥ @% 4[°
¢o @-dafi. b o=Ls 0¢c=02tedaA— %
13 3F°
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[Other]
Options X
) Other
General [ ] Disable Password Recovery featurs

X []User/Date info from token certificates will appear in dislogs/lists to aid identification
[ 5kip check of Key Usage atibute in imported certificates
Server's RSA [ &wtomatically flush the Becycle Bin on exit
keys

Alert spstem

@ Warning if devices do not communicate for D riri[z).
Authentication :
questions Error if devices do not communicate for D mir(s].

) [] Show alert notice in console after lagin
) I
'lg‘kJ Debug Logs

Key wlons [JEnable Log to Windows Event Log
: []Enable Log ta file an disk WSESLogFile bt

Azure AD TenantlD - required for AAD uzers pazsword change support

Azure AD ApplD - required for Azure authentications

Licenses | |
Authentication Saurce
Device [ authenticate AD users against Azure AD - ApplD required
Authentication [] &wuthenticate users against Okta Universal Directory
il [ Authenticate AD users against 4D
If multiple options enabled, the ones on top take precedence.
& Disable Password Recovery feature ofirA{<8A==— >@d>—R@®: D) % rods
A ° A Y ™ =|8 ~ o ™% 5 0] T™O
€ User/Date info from token certificates 1D < fi — >2@>/ YVobmmn . =/ @) - 1
will appear in dialogs/lists to aid q e L~ o340
identification
& Skip check of Key Usage attribute in % d2®@) " «J)— < o=wafiwdltd]ss® SES
imported ce rtificates |/ — Y - td 4 %= e % -8/ ega™
| =33 LAl —oke Tfidof
- =3 AN
& Automatically flush the Recycle Bin on SES « fi 6 D1 — ~ [Recycle Bin ] — 4 # =3
exit Ao
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Alert System

Warning if devices do not communicate <fi ) Wamfi | ¢ P am®3% SDConnex < — Y ™ 8 SES

for X min(s). - A —F 0 %Ne| < o014 ()4

=3 A9
L—oke "fi|8ATMo22 9 ¢P=med o= ™
34°

Error if devices do not communicate for ¢ Pem®¥ X en ™ |8 <« D =q3A0

X min(s)

& Show alert notice in console after % SES «fi 601 r. ~wafi A{ <8 gwek= koot
login ¢3 o ="' oy Leo | «“2 % td54°

Debug Logs

& Enable Log to Windows Event Log SES Audit Log ~ 8 Windows wmz fi /. = r~. =4 =3

A °

& Enable Log to file on disk SES Audit Log -8 . . oad o3 A°

Authentication Source

& Authenticate AD users against Azure Azure AD - ==" >mo i Ar|et1—wveeWe-~
AD i ApplD requied elofir «qA°

& Atuthenticate users against Okta Okta Universal Directory ~ <=~ >md>4L A~ || —
Universal Directory HYeE«We - @bofir «q A0

& Authenticate AD users against AD L—#ve-We-odofira{<s” Dmod | ofik"™
If multiple options enabled, the ones F ®— Active Directory ~ o= =3 A9
on top take precedence —HveeWe . ol =V 8* D@d | td =™

gl f—¢=" -, 007 @ o= td340
[Licenses]
s SecureDoc Enterprise Server version 92 v mmP v mmfli ®) D1 © mmd o & o 0 o0 ™9

" amifi @ L =8 o' s fi) ¢ Pum®- SecureDoC Loamfi ® 31 A1 < | # Y% T FO

[Device Authentication certs]

802.1X & A{tes:d- g8 -, DPI zd>e—+Pmme L <A s | —REi 4L

o= L ofi w2 A %N 5 A°
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Options

o

General

=

Server's RSA keys

®

Authentication
questions

e

Key file options

g &
m 1]
&

&

Liceps

Device
Authentication
Certs

SecureDoc Enterprise Server Version

Device Authentication Certs

SecureDoc Enterprise Server can (optionally) secure 802.1%-protected MNetwork communications
using a PKCS#12 Certificate. To make availahle such Certificates for use in

Device Profile settings, import one or maore PKCS#12 files containing cerificates for 602.1X usage. vou
may also delete expired certificates using this panel

Certificate Name #Profil..  Expiry Import

Delete

92 " ho" fi ev #°
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2. SecureDoc Enterprise for Windows

Ko ROl

n 0 wfi — [Profiles] = mme fi 4 =8 <Add> L' P oA{ % Qumfi— # ' P8 five @)
o7 d% [Add profile] L« @ A
r o] - - =3
ﬁ:‘] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - ] X
Database View Folders Keys User Tools Help Secure
b X & B & =z 2
Refresh Del Generate Key File Install F i
L1#E < PBe
= |, Folders A Users M Devioes | 5§ Keps | P Groups ‘ .. Fal J
SES Administrators Mum|  UsserID Domain UPN email Descr
“ wmjlocal
il All Folders
@ Purged Devices
g Exempted Devices .
" Recycle Bin G -fl
',,u‘.j Installation packages
-y Machinelnfo files
- Logs
< >
o [Please select the profile type] »s fi b % td3A—#8[U Endpoin] —ki »»fio s > |4
s SecureDoc Enterprise for ~ Windows ¢ 4 -8 <OK> Lot poagnv
Please select the profile type X
(@) Endpoint (@) () cloudvm
ISecureDoc Enterprise for Windows VI
> [Profile name] ke RO mmi 238 - 8 = [Comments] -cofi)d eq A9
SecureDoc profile K ‘

Profile name [7 74 L F 707 7 1L

Comments |#AEITF /(4 2]

Profie data

General options

Boot text and color

Type |SecureDoc Enterprise for Windows

Boot configuration

Port Control Disk access contral
Edit manually Save Cancel
" 11— % =V e ~<Save> 4. p. o= =3 A°
SES rKk. NOwai % t4visi =3 A0

SecureDoc Enterprise Server
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ro] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin — O X
Database View Folders Keys User TJools Help 0 SecureDOC
—_ N Enterprise Serve
. s X & B @ ?
Add Refresh Del Generate Key File Install Filter Help
= | Folders
SES Administrators
-~ wmjlocal
== j|f All Folders
g Purged Devices
|3 Exempted Devices
-, Recycle Bin
] Profiles
""FL‘J Installation packages
/_Df Machinelnfo files
[EXS Logs
Record(s) visible: 1, available: 1. Total user(s): 10. Total computer(s): 0. Total key(s): 4.
—Kke hDOwai &£ A 8 —Kke hDwal &£ A{ 1 <2 - %% A°
—Kke hOwal &£ <" P w=8 «five @ 05° D %[ [CopyProfile] 4 e3 A°
[Profile name] r~ ™k. h O 2 =8 o 4 = ~= 0 0t T™O

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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2.1. General options

[ General ]
Lo, ne —¢0 ®- 028 ¢ Pum® — £A°
SecureDoc options >
— General
w Custom efror message:
G |
kil [ Device will nat reboot after boot logon has been installed
.Ji:! Uzerz of MO Packages will be automatically lngaad-in to the boat Key File

E - Automnatically continue interrupted encryption
ammunication i ; . -
Synchranize Secureloc pazsword with “Windows password [bi-directional)

i& [JUsers can Encrypt Files using "Windows Explarer contest menu
. [JUsers can create SellEstractor archives wzing Windows Explorer context menu
BitLocker
Management [ 5ecue \Wipe parmits users to 'Wipe a file the following number of times: 0

[ Pratect device against repeated failled-password attack at 05 logon.

L: | CIE

Credential Murmber of Key Files in Secureloc space: an =
Provider I: =
r%-' Client Uzer Interface Language: System ~
SecureDoc Encryption
Password
Manager ] Only encrypt Fiemovable Media (FM0) - Mo hard disks will be encrppted
= () Encrypt all disks [ Encrypt partition anly Refresh / Reset
TErn B (® Encrypt boot disk only |Jze hardware encryption i available
() Encrypt boot disk and all fixed disks [J1f BlackSID enabled force software enciyption
I
SecureDoc File Initial conversion will encrypt: Every sectar ~ | [MNo recovery [faster]
Encryption Exclude partitions from encryption: |
&
Advanced
Options

Hardware ﬂ

Cancel

Custom error m  essage: SecureDoc # td=™]enhoi s —<«Doe¥d odo @y
-i}; 5}/8=1 A°
Zike @~ 1234 3 #2% ™ Fy0 oo ™9
Device will not reboot after boot SecureDoc — KD /. =ofi wafi ® D1 8 OS— Lz oo
logon has been installed ™ler =5 A°
Users of RMO Package will be "FOPKI 04 s —q%& A{ RMOReE® *> 0—" >@>
automatically logged -in to the boot | 8 KDJ ¢ DhDmal - I AN — $_ 8
Key Files [Only encrypt Removable Media (RME)] 4 =V -8 k'K
> L <™ A0
s Boot Configuration o # 8 [Force permanent Auto -Boot] o k
o Tfie ~of =™ ¥%Ned 3 A °

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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a file the following number of

Automatically continue  interrupted Fv%—  # % tqV zLs 4 - ty
encryption 3A°
Synchronize SecureDoc  password #veed J{<e&” >®m>d— Windows R ®: > » %8 SecureDoc
with  Windows password (bi - —(DhOwmi R®: D) < - t 4349 Windows R ®: >
directional) y — | ~ SecureDoc ~ t 4 ® SecureDoc R ®: 2 » —
L windows ~ td34c0
ke f ©" afiaioid Ay [ewwe-d 4 % Neg
Ao Hve.d J=mgm™m  sRpad0 el %
4ok hom L affe :4q80
Users can Encrypt File using “J>®@d | 8 Windows <~ ®k. D' D —«five @ 05" 2L
Windows Explorer context menu = h 0w 4 %3 A°
Users can create  SelfExtractor “D>®@) | 8 Windows <~ ®k. D' D> —«five @ o5 2L
archives using  Windows Explorer == ") O K £ %y A°
context menu
Secure Wipe permits users to Wipe L —oko Tfid A<se «-@k.d'D— T eodfive e

Joa* droke "five 14l FNeflb. ek @)% t

times: 1 v oo O- YN Dwai L %os= £%q A°
Protect device against repeated | e R®: 2> — %t Ly k- A1 <
failed -password attack Windows Yo# Y% A °
logon Windows . = wmfi ~ == =V Y8 | | Z =V -
A <e =8 k' KDy 3 Vv | Bittocker ' o P! ~
43 A°
Number of Key File in SecureDoc A ¢d2hDmmi — = -3 A0 40
space: A | 16 200 — = 4+ o3 A0
Client User Interface Language: SecureDoC * D @D wafil 24D h VD @F A 4k eq A°
s System s | & Windows OS ~ td =™ - 7 %S
SecureDoc — 4 -3 A9 L Af=ssos<| nos
SecureDoc — % 14349
SecureDoc Encryption
& Only encrypt Removable Media "FOPKI 0o s —q i A - =3 A°
(RME) 'E No hard disks will be HDD4 SSD—. Do ¢ @< o3 Y%
encrypted
G Encryption all disks =—¢0 -4 oq A9
U Encryption boot disk only KdJ o= v —q =3 A
U Encryption boot disk and all fixed KJ2J ¢ @+ < ¢ 0. =4 =3 A°
disks
& Encryption partition only Rowo o " fi =1 4 o3 A°
& Use hardware encryption if wfi ® " 2 Tfik. ¥ ® ~& TCGOpal » ' wmKi =V 8
available shiwve = |H | 251 o2 Opalz 2 pde cwo K
«8 k1 KD Ke »' Fdamfi @ 21 <5 A0
Hveed A<s TCGOpal ) ' wmK#ZNJ =Llshs pvwe#
e3 A
~ UEFI/BIOS #¢ HDDR ®: > » L =5 | BlockSID —
JL - o= 24T™= 9 oo { M9
TCGOpal £t 2> ) » Vs — Z8 mafi ®) D1 8o Py b
> fi ¥ EVAN
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& If Block SID enabled force UEFI—  # BlockSID % ~of =™ g shy bV #
software encryption =3 A° UEFI— # BlockSID 4 % %0 ™M Pam® 1 —
FA°
Initial conversion will encrypt: Every sector
=—% .00 =3 A° rFec @~ 0D A%t
J=m Ji-okeTHL oqas

Data only(faster)

-—fi ® D0 8 —q & 3 A°/ — B 6D A%
% 398/ —¥<ad] # td34ce i Hm
0% A1 s | N33y )
T O@) % e=Ts 04D A%Ne| ¢ Pum@— 8
booke TR ezt
€ No recovery (faster) 8 — - 4=l opl enad - =3 A
%s L —oke Tfid AfstoPledad S M- AL
e A% )" -k — L o PYV™ - LA
T o@) % e=Ts 04D A%Ne| ¢ Pum@— 8
L —oko "fi| tdlg>Fe . 8 % A
3#8 o4 =8 OS—c ' B b pfid L ko™
||~e.—.:,zooo1TM9
Exclude partitions from encryption [Encryption partition only] 4 =V -8 4 < e ™
Rywe o "fid ~qA° hedisr|ROYe o THiz!z

i dl o3 A°
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[ Communication ]

SDConnex < — - A A0
SecureDoc options *
) Communication
ﬁ Communication Settings
General |Jze SDConnex to communicate with SecureDoc client machines TLe .
encryption
ﬁ Server List 192168 2 27 Add Dizable TLS w
- "—J’ Port number: | 7300 Prozy Settings Walidate server certificate
Communication - - P
[] Communicate with randam SDConnes server within priotity group Werity host name in certificate
y Communicate with server every  |B0 = minute(s)
BitLocker
Management If o communication with server far more than
@‘ 0 = day(z] - disable users' access to computer
. 0 = comm. eycles - move device to Exempted Dievices folder to prevent PBConnex authentication
Credential
Provider PBConnes
% [] Enable machine to communicate with SDConnes at preboat
Device will locally cache PEConnes autoboot key file for: |0 = das)
Password [] Use Static IP Configuration from Client at preboat
Manager
M agicE ndpoint Enterprize
@3‘ [ MagicE ndpaint can assist/strengthen Authentication Validate |dP certificate
Media Encryption IdP List: YYerify host name in cerlificate
T} M agicE ndpoint Credential Key will not be backed up to SES and cannot be shared to other devices
h b |
SecureDoc File Silently perform FacelD Authentication for kagicE ndpoint Clients whenever possible
Encryption zers will be automatically logged in to MagicEndpoint using Securelloc Credentials
& . Y Do not show notification when logging into a website/services
2
Advanced | -
Options
Hardware ﬂ
Communication Settings
& Use SDConnex to communicate <! mmt fiJ ¢ Pum®| 8 SDCoNnex < — Lz o ™g A
with SecureDoc client machines 0 Yoo ™ H8 | — | =0 ™# 9 0oy MO
Server List SDConnex %mfi ® D1 14 vOd2PO>—IP=»" @3V | FQDN
AL =35 A ° SDCoonex | 8 16 % %3 A°
o' e fil |82 ¢+ 4| v SDConnex < Log, o™ A0
1 3
— SDConnex % ¢4 =™ 8 SDConnex —

Priority 4  #9%=3 A° - ' wm fi J | 8 Priorityl — SDConnex
<

< £ %o Yef V ¢ Priority2 — SDConnex < — & 33409

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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SDConnex Address List X
Enter SDConnex Server Address(es) in any of [Pv4, IPvE or DNS-Name formats
MNOTE: The list can contain maximum 16 addresses
[ | [ Aw
Custom pon number (if not defaul): l:l
Server Addresses Custom Port Priority Remowve
192.168.1.10 1
Set Default
Mowe Up
Mowve Down
OK
Cancel
Port number <! e fi J % SDConnex < A —wdy 4 s34
g 7100 £A°
Proxy Settings o' wm i) %k, ¢ cOmDPOL ~= SDConnex < A
— c)ﬁ A 9
Proxy Settings x
DEC()nnect to SDConnex via proxy server:
Use Internet Properties
Manually configure proxy settings
0
& Communicate with random — SDConnex # Priority — Li-c8 | —oko "fid -
SDConnex Server within priority A <8 <! wae fis | Prioity — % 2— SDConnex +—= - ¥ ®
group L 4 -8 Prioity — % 1— SDConnex +' fi b+ = - ¥ ®
L
= q3A4°
Communicate with server every X ' - il | 8 OS ad>f e — SDConnex < — —
minute(s) L 380/ — |8 11# t v # SDConnex < —
£ '|'| =| A 9 | 8 609 $ A 9
TLS encryption
- Disable TLS HTTPS Nef ™| TLs & A 8 omd L =3 A°
- Force use of TLS 1,3 & Validate server certificate
- Force use of HTTPS & Verify host name in certificate

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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If no communication with server for more than

X day(s) 'Edisable user i saccessto = -« wm fi | % SDConnex < =0 W[V 8
computer - =—"D0®)—¢DJhOmm (ODhDwmi & o5 4,
Pet Y309, B« -l w7 fi o0& ewfie L ™M Al
X comm cycle s 'E move device to SDConnex 4 c= ¢ Pum@®@lk  KdDJtey:D-~ o= ™
Exempted Devices f older to prevent et fi) P am®Z Omae i # tq v ¢ SDConnex
PBConnex authentication < =0 W[V 8 ¢ P am®d [Exempted Devices ] h¢O i b r
t Y3 A°
L —oko 'fi— | & ¢ Pamodon ) Koy L e ™a
idkr- A v |qe — — «fi ) Wamfi | ¢ P um®
IOT ¢ Pum®? L 8 €0 @e ¢ Pum® -
e Twad AJ 1 <#A° SDConnex < %™ o
Pum®% & 1 =™ %85| -t ke d =™ % Ned
3 A 9 [Exempted Devices ] h ¢ i b~ td Ve
Pum®- | 03 KD J ¢ DhDwai % 19 0™V E® 03 KD
| tda I+
PBConnex
& Enable machine to communicate Ki KdDJEPRJ:De PBConnex <t - <3 A°
with SDConnex at preboot
& Enable will locally cache K'KdJskees:de. 202, Kd>.oof el A 8 /
PBConnex autoboot key file for X 1 - 0021 KI)J «DROwm |ODPD # 148~
day(s) e fis ke 0 274 L Az L oaafid
< o= Mg A9 td o2 Koy «OhDmml | o' wme fi
bl iz
L—oke "fi|]gooPd> — & A vV ke o e
fiJ r ¢ dDhDma L¢* o 138 8 ¢ DN mm i en ™

fer =g eer 5y L -0

& Use Static IP Configuration from k' KdoJskes:D- # PL  #£%{|fer <340°
Client at preboot k' KdoJskes:D- # A 1P o— | & Windows
— P @ A& =3 A° Windows — IP= »" ® % DHCP
o' - fil— 8Kk KdDJEPJ:Dw LosineKdl. =
ofike ' ¢ | DHCP ' war fi ) < == -3 A°
1 —oke Tfid ~A{<® Windows — % DHCP% | 09
Ip o= ™ & Windows # td =™ P= )" ok

k'Kdustes:de £ A IPs)»" - =3 A9

MagicEndpoint Enterprise

& MagicEndpoint can MagicEndpoint 4 SecueDoc < = A s pwveod d5
assist/strengthen authentication AN
IdP Lis MagicEndpoint Identity Provider 4 A 8 URL v ®) :w
D) 4L =3 A°
MagicEndpoint credential Key is synchronized with SES and SES can share it to user's other device s
MagicEndpoint «2| SESrPe-=cktd8 —¢P o< £ %3 YF°
MagicEndpoint credential Key will not be backed up to SES and cannot be shared to other devices
MagicEndpoint «>| SES< t4eSES |/ 44 D@1 — —¢Pmmes< £%qA°
Users will be prompted to perform FacelD -based authentication
“>m>d | & FacelD zDe— &£ A{ffer EfEJ7a°

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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Silently perform FacelD authnetication for MagicEndpoint Clients whenever possible
o 4 8 MagicEndpoint - ' === fi J — FacelD 4L o3 D°

Users will be authentically logged in to MagicEndpoint using SecueDoc Credentials

SecureDoc < td =™ gle- >@m> | ~ MagicEndpoint +—. = wafid E|dgAc°
Users will always be prompted to log in to MagicEndpoint,even where sysnc'ed with SD Credentials

¢hoiy

* >@> | SecueDoc 4L ~= MagicEndpoint ~ e o wfl oq A°

Do not show notification when logging in to a website/services
P VKO wal /O f @r. = wafi A < %~ 4 oq Y Fo

Show notification when logging into a website/services

P VKO wal /O f @r. = wafi A < %~ ik eq A°
& Validate IdP certificate IdP 4L o3 A0
€ Verify host name in certificate —-ves 4 =3 A°®
Automatically log out MagicEndpoint key after N minutes (Note: 0 ,means never)
N ~ MagicEndpoint « 2 4 . 2 B =3 A
0| s ps oo™ <4 N

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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[ BitLocker Management

]

BitLocker - ) EAN
SecureDoc options X
. BitLocker Management
General BitLocker Encryption: Do not use BitLocker encryption ~
g BitLocker Authentication and Access Monitaring
o
Communication
Authentication method | TEk only (auto-boof)
Additionally. allow independent USE Startup Key
BitLocker Allow Password as a fallback if no compatible TP available
Management
BitLocker Conwersion Options
BitLocker Cipher Type: AES-CBC 256-hit
Credential Provider
Enforce cipher configured in profile during installation if BitLocker already active
@P Enforce Drive Encryption Type: Full Encryption Used Space Only
Media Encryption Drives Tao Encrypt: 03 Dirive Onby 05 and Data drives
B Drives To Be Excluded:
1
SecureDoc File Advanced Opfions
Encryption Install SecureDoc encryption on devices thet do not support BitLocker
‘ Use hardware encryption if available.
Advanced Options BitLocker Tamper Protection
?-‘Jf Frevent unmanaged decryption
2 . Freventwolume protection suspension
Uit D5t Disable BitLocker management application (manage-bde.exe)
BitLocker Encryption N Do not use BitLocker encryption
BitLocker &  ~3 y o
N Enable Microsoft BitLocker Pre  -boot
BitLocker —k ' K2 4 o3 A0
[Authentication method] —k i b »fi 0oa° D #8 BitLocker —
AL =3 A°
N Enable SecureDoc Pre -boot for BitLocker  ( )
SecureDoc —k ' K | ko =' ¢ d “3 A
SecureDoc k' KD ~ff = %™Re:D2»idi#—
dofieai Duafiofi SSO 8° D@D. B~ s’ " fi ©
" ewfie — L #wngace
3Vvek' Kdstes:o. L £A°
BitLocker Authentication and Access M onitoring
& Synchronize BitLocker BitLocker PIN/ R ®: 2 » & SecureDoc ¢ P em® " Oy)m@md—R
PIN/Password with SecureDoc ® D)< =3 A°
device owner user T s password
Authentication method BitLocker —k T K> 4 Y 8 L g
JANE]

SecureDoc Enterprise Server
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N TPM only (auto -boot)

n TPM+PIN

N TPM+USB Startup Key

N TPM+PIN+USB Startup Key

(incompatible with BitLocker password sync)

USB Startup Key

BitLocker R ®: 2 ) < Y%Nef 5 Y F°
N USB Startup Key only
n Password (no TPM)
& additionally, allow independent t k- -V USB @22, = pk «Dd =3 A°

& Allow Password as a failback if no
compatible TPM available

—Ne| TPM¥%ao™ 8 Re@: DL o3 A0

BitLocker Conversion Options

BitLocker Cipher Type:

i oy d =3 A°
N AES-CBC 128 - hit
N AES-CBC 256 - bit
N XTS-AES 128 - bit

N XTS-AES 256 -bit

& Enable cipher configured in profile ~ BitLocker % - td =™ S wafi ® 21 r~k. h
during installation if BitLocker O ol # t 4V it grd - g0
already active
Enforce Drive Encryption Type: ¢ o404 Al Y% -1 A% =30
40 @« - o ¢ = Y%Nef| | & [Full Encryption] 4 -
34°
Drives To Encrypt: OS—wufi ® 20 1 V)" waK—q8 N ™|/ d —»' ;mkl
A — vt o3 A°
Drives To Be Excluded: 4L oV ™y bk AL oq A9

Advanced Options

€ Install SecureDoc encryption on

BitLocker £OwW?d J =0 ™¢ P um®— s SecureDoc ~ || s h

devices that do not support > V= Lagy o ™3 A®
BitLocker
& Use hardware encryption if tospvwe" zi — > ' =K TCGOpal o> 4 -V
available. s BitLocker — sl e e sh pwe £ | %
LogFMNe oy pve” 70 — 4L oq A9
BitLocker Tamper Protection
& Prevent unmanaged decryption * >@> ~ ||{ BitLocker — & o3 A°

M

Prevent volume protection
suspension

¢ Pam®—W' * > +7 z i # BitLocker L0 @Qfi » 1 Y5 Y F°

& Disable BitLocker management
application (manage -bde.exe)

Ko ="
<V 4 # %] Microsoft 4> i &

a

BitLocker 4
£%00o0d3A°

> @D | & manage -bde.exe

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7
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[ Credential Provider ]

Windows O mmfi mmfi —

SecureDoc Credential Provider -

Provider 3

FA°

A # ® Windows — Credential Provider <7 #fio " T k. Pumbd %l

=3 A% o i~ Owafi ofi (SSO)r A ~ | SecureDoc Credential

SecureDoc options

o

General

i)

Communication

A

BitLocker
Management

2]

Credential
Provider

&

Password
Manager

Media Encryption

]

SecureDoc File
Encryption

@
Advanced
Options

Hardware ﬂ

Credential Provider

Define whether credentials entered at Boot Logon automate user's logon into Windows
[ &wtomatically lag in to Windows with Credentials entered at Boat Lagon
Ilzerz can zingle sign-on with Smart Card or Token

Automatic login to Windows will ime out after |3

Canfigure ‘wWindows Credential Provider az lazt logged on user's provider

Define how SecureDoc credentials are used to authenticate at Windows Logon
[JUse SecureDoc credentials to log inta YWindows
Only uzers having Securelloc Credentialz may log in at Windows Logon
Switch to native Windows logon in home netwark, [SES server iz reachable)
Additional options for token-bazed Authentication
Lock computer when token is removed
Two-Factor duthentication
[]Enfarce Two-Factor Authentication for windows Logan

[] Erforce Twa-Factar Authentication for Remate Desktop devices

Remaote Desktop
[ &dd SecureDoc Login enhancement to Remate Deskiop Client
[] Only users having SecureDoc Credentials may log in at Remate Desktop Client

Authenticate to Femote Deskiop using M agicE ndpoint - requires no uzer action

[ Permit Remote Deskiop connections with SecureDoc authentication only

Cancel

Define whether credentials entered at Boot Logon automate user

T slogon into Windows

& Automatically log in to Windows with
Credentials entered at Boot Logon

% — L ~= Windows r

k' K2
fi wafi <5 A0

or Token

& Users can single sign

ev D) odygV|ioefid Afi<#8cfiail Owilio

fid  #%3A°

-on Smart Card

Automatic login to Windows will time
out after X minutes

Windows 4+— O wafli wafi | X o -t t B g A

provider

Configure Windows Credential
Provider as last logged on

-

- Ol i =V D@O AT @ fio

~q A0

i Ky Pumbd—
useri s -

SecureDoc Enterprise Server
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Define how SecureDoc credentials are used to authenticate ad Windows Logon

& Use SecureDoc Credentials to log into SecureDoc Credentia | Provider 4t == Windows r O wafi
Windows fi =3 A° Windows O mmfi mafi +— % ¢ * " 9o d o5 A0
& Only uses having SecureDoc SecureDoc Credential Provider # — - 8 WiNndows r O mmfi sfi
Credentials may log in Windows £ %3 A°
Logon
& Switch to native Windows logon in SDConnex < OEPJ D # | ® Windows -
home network (SES Server is <7 ¢fic’ i k. Pumbdr 4 43A°
reachalble)

Additional options for token -based Authentication

& Lock computer when token is USBJ D> - fid o <8 Windows . p o =3 A®
removed

Two -factor authentication

& Enforce Two-factor Authentication for Windows 0O wmfi mafi — 4 =3 A°
Windows logon (SecureDoc Credential provider)
€& Enforce Two-factor Authentication for P20 0 @) ke Pamor 2 A =3 A°

Remote Desktop devices

Remote Desktop

€ Add SecureDoc Login emhancement 1.2 s @« K « " wm fi /- SecureDOC . - mmfi —
Remote Desktop Client 2 e3 A0
€ Only users having SecureDoc SecureDoc L = >@> b | %' 22 ¢ @eJ b K
Credental may log in at Remote o il r. = wfi # Y9 A°
Desktop Client
& Authenticate to Remote Desktop MagicEndpoint 4 Vi1 e @eu e Kk -|-— °
using MagicEndpoint -requires no user T om@md — | EWAN
action
€ Permit Remote Desktop connections SecureDoc -7 # 2016 @1 Kk 4L =3 A°

with SecureDoc authentication only
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[Password  Manager]
— 2m> <Re: 2L [V  ecdak! 22 Tfid— Lowds <54
SecureDoc options >
} Password Manager
# (] Enable Password Manager
General Enable Pazzward Matnager for non-managed Apps a3 well
¢ Managed Apps
ﬁ-ﬁ Add
Communication -
Edit
& Femove
BitLocker
Management
@' Pasgword miles for the App
Credential App URL of executable path/name Help
Provider
% Fermit the uze of YWindows uzer name/pazsword for login
Auto-generated password restrictions
Password - -
Manager Pazsword length from 12 2 to (20 - | symbals
Dizallowed syrbols;
@? Murmbers Lowercase Latin letters
e e Special symbalz of & Latin alphabet Uppercase Latin letters
"W arn uzer upon login bo changedrandomize initial passwiord
(i
1 Apply Cancel
SecureDoc File
Encryption _
. Fazzword record sharing between Apps Fazzword Change URLs
‘; Windows Pagzzword Fotation/R andomization
Advanced |D0 not randomize ‘Windows user passwords w
Options Automatically rotate Windows passwords every |30 2| days
i Exclude the following 'Windows accounts]: Helo
Hardware ﬂ
Enable Password Manager Re:diryvkd e o AN
Enable Password Manager for non - = Kk Pz LRe: D»vED 0O D4 - eg A°
managed Apps as well
Password rules for the App <Add> Wafido? p o o=8a k' — URLY V| hO i —
App URL or executable path/name R ®/ 4 =3 A°
Permit the use of Windows  user « = wafi -~ Windows ® D@2 /R @®: D) — 4L =3 A°
name/password for login
Auto -generated password restrictions Re®: >»—
Password length from XX to  YY symbols Re:D>)— 1| XX¥%JEYY ~ o340
Disallowed symbols: £ %o ™
é Numbers
é Lowercase Latin letters —' v fi
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é Special symbols of a Latin alphabet

"wfisi hozes —

password every XX days

é Uppercase Latin letters — v fi
€ Warm user upon login to
change/randomize initial password R Re: oL /fivr Alfe” >mdr-
3 A°
Password record sharing between Apps ko2 — Re: > 4L o3 A°
Password Change URLs Re: 2 URL 4 s A
Windows Password Rotation/Ra  ndomization
Do not randomize ~ Windows user Windows * 2@ —R®: D> &' fi bk —3 34
passwords
Enable password randomization for users ®v > . hofi [B'|U€t00th stel:D-]% td=™" o=
protected by Phone[Bluetooth and D—Re: DL  firr ~3A°
Network]
d=m™ == " — : ALy
Enable password randomization for all SecureDoc i ! "l B -" A >E>-R®: D0 fi
users protected by  SecureDoc A
€ Automatically rotate Windows Windows R @: 2 » & XX o< - =3 A

Exclude the following Windows account(s):

A= owfis L

@=1A9

SecureDoc Enterprise Server
© 2025 WinMagic Inc. All R
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[ Media Encryption ]

T FOPKi 0ec i A

SecureDoc options *

R Media Encryption
& Removable Media Encryption [RME] Settings

Automatic or Manual Encryption

BitLocker ) ) .
Management [ Automatically encrypt remavable media when it is connected
[ &llow marual removable media encryption [from context menu)

@ Encryption Method
Credential Full media Container-based [RMCE)
Provider

Free zpace to uze 100

% Encrypt entire zpace and mowve files into container
Password Securely format removable drive [recommendad only when sensitive data exists)
Manager

/ > Cuztorn Prompt

Media Encryption

Preferred Key for Media Encryption

@ | Remaowve Browse

S Do Fil ) ) )
eg::;p:;:onl & [] &llows user to change the default media encryption settings

[] Encrypted media can be accessed with a password
oy

~; [ Prevent using the device key for media encryption
3=
[JLog RME actions/changes to RME audit log

iz Obfuzcate file names in logs

Options

; [[]Enable Container CO/DWD encryption

[ TR T

Automatic od Manual Encryption

Automatically removable media when it "FOPKIi 04 % tds - 4k =3 A°
is connected

Allow manual removable media (five @) 05" >4 e=@éco =4 o3 A°
encryption (from context menu)

Encryption Method

s Full media Yoo zi 2oeo = d e3 A°
"omdy #oeco=4 A 8 —  %Nd gA°
N oec = | # td =™ N ™ R@: D #
= s
N ¢ Pem®- | SecureDoc Ymmfi ® 21 t 4 =™ | <
s Container -based (RMCE) «fivgzd e— dzs, o ™g A0
“Hom> #zoeeosLd A & — %N gAc
N oo | # td=™{e N ™ Re@: D #
P =mfso
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encryption settings

s Free space to use «fivn — 4 3 A°

s Encrypt entire space and move files Lofivn— < o= “3 A°

into container ~eDad -8 s ¢ ad tdvVoes
LI w:l A 9

& Securely format removable drive «fivn AL A roeosd =3 A°

Custom Prompt L A rroe¥ded  #%gA0

Preferred Key for Media Encryption ©éo - A £ eq A0

& Allow use to change the default media ©eo - - — 4L =3 A°

& Encrypted media can be access  ed with

a password

(D.D.,-Rg::)ysé--%éeaé%ﬂ ”‘e"@ﬂAg

Full media #

@\/(DOD'I—'-§0$5/8‘” <

SecureDoc Ysmmfi ®J 2 0 1 4 = ™ %Nef 5 A °
& Prevent using the device key for media 0@ Y0 4o o= - A Lz oo @ — -
encryption v mtYqA°
& Log RME actions/change to RME 0¢ow — =L g5
auditlog
& Obfuscate file names in logs e~ —hDOwi 4 =3 A°
& Enable Container CD/DVD encryption «fiv g # 8 CD/DVD 4 %] fer =5 4°
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[ SecureDoc File Encryption ]
heinhoi pd A .” —
SecureDoc options *
%\ H secureDoc File Encryplion
BitLocker [J Users may encrypt specific Files and Folders
Management Activate "persiztent encyption'
Once enciepted, filezfolders will remain encrypted even on other destinations or media
@. |Jzers may manage list of Applications that access encrypted files

Credential

Provider Allow uzers to decrpt and enciypt files uzsing the ‘Windows context menu

Password

Manager

Media Encryption

=
1

SecureDoc File

Encryption

& Users may encrypt specific Files and —hOwei <h¢i pd £ %3 A

Folders

& Active T persistent encryption A Persistent encryption &) 4 R A

€& Uses may manage list of Applications Persistent encryption  # 0 { v hOwal ~8~ D@
that at access encrypted files d|eodr" er ek v0o Tii—l @

£ %3 A°

& Allow users to decrypt and encrypt files Windows «fiv ®) o 7° d 4 o= hDmai & % |

using Windows contest menu J %] fer =54°
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[ Advanced Options ]

SecureDoc options >

tdvanced Options

%\ =
¥ Enable zending of uzer's passward and Self-Help password recovery answers to SES
BitLocker [] User/D ate info from token certificates will appear in dialogs/lists to aid identification
Management

[ 5ecurebios icon will not appear in the system tray and natifications will be suppressed

@ [ 5uppress SecureDoc natification messages

[ Show users' authentication answers text in SES Consale. as aid to Administrator
Credential

= [1Unlock Self-Enciypting Drives [e.q.0PAL, TCG Enterprize) when system resumes from Sleep mode
rovider

Unlock Self-Encrypting Drives when system resumes from Hpbrid Sleep
r%_' Devices may Sleep when Intel ® Enterprize Digital Fence iz enabled

Permit Windows administrators ta directly modify Secureloc configuration files on client devices
Password )
Manager Windows Sccounts

MNew uzers will be protected with random pazsward
] Boot Keyp Files Optiots:
[] Create Boot Key Files for local users detected on device

Media Ei ti
2 Eneryphion [] Create Boot Key Filss for AD uzers detected on device

mY [] Create Personal Key Files for ‘wWindows users detected on device
ll 1y
Login Perzonal Key Files automatically

S Doc Fil ) ) )
Feuretioc e Login ko Perzanal Key Files with SecureDoc password

Encryption
= [ Create accounts for AD users only
‘l [ Display Boat and Personal Kew File pop-up messages
Advanced Exclude the following account(z):
Options,
SecureDoc Boot Logon Auto-Adapt
i Installer will auto-adapt to device zpecific/technologies
Hardware Successtul compatibility test will proceed to installation and encryption e
Authentication [] Allow a lessfeatured boot-loader [PEUA4) to be used if PEL{U) is not compatible
= It & device iz determined to be incompatible, SecursDoc will
£ [T Mark the device az incompatible and uninztall ~

Trusted Devices

Cancel

Enable sending of user 1 s password "DOD@)—R®: D)< ¥ihZi k— 4 spcConnex £ =
and Self-Help password recovery SES DB ~ =| 3A°

answers to SES ¢ihzik'oP! o 2] o ™VwtgyFo
User/Date info from token certificates D < fi -~ >m@>/ Yobhmme o =/ @) - !
will appear in dialog/lists to aid q e L~ o340

identifi cation

SecureDoc icon will not appear in the ° @Y F " mmr SecureDoC — = mm¢ fi & ISR IE L
system tray and notifications will be L - IDEIE L

suppressed

Suppress SecureDoc notification oe ) ol - t >3 2> =+= °

messages

Show user T s authentication answers — < =8 SES «fi 521 " D@2 —%i hZi k—
text in SES Console, as aid to L 135340

Administrator 2| o ™VwitgyFo
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Unlock Self -Encrypting »>' ==K TCGOpal %8 @ dk:02»d 5%
Drives(e.g.OPAL, TCG Enterprise) when fer =3ac°
system resumes from Sleep mode
® ok-3:- | ifa5t
Unlock Self -Encrypting Drives when > wmK TCGOpal #8 temK' ) @ Dk:=02)
system resumes from Hybrid Sleep L 2% e~ 340
Devices may Sleep when Intel Intel Enterprise  Digital Fence 4o w> | =3 A°
Enterprise Digital Fence is enabled Intel Enterprise Digital Fence  # | ¢ ¢ P wm®% # %4 LAN
ZP Veme= tkA{<e ® Dk¥% 14309 cYes
- o2 # %4 LAN %o ™ 8 % 143
Ao
Permit Windows administrators to Windows Y% wme fil ¢ Pum® — SecureDoc h O
directly modify SecureDoc configuration — AL s =3 A°
files on client devices
Windows Accounts
Boot Key Files Options
Create Boot Key Files for local users ¢ P # td Ve d2o0i? 2@ 18 KIJCONDmm
detected on device i eq A0
Create Boot Key Files for AD users ¢ Pem0® # t4d Vv AD” D@2 1 -8 KDJJedDhODmi &
detected on device =3 A°
& Create Personal Key Files for Windows ¢ Pwmo % t4 v Windows * D@2 t~8RD s a0 «D
users detected on device O i 2 e A
k' KD L A" >m>#| -3 Y F°
— g Only encrypt Removable Media (RME) 9 T EA®
U Login Personal Key Files (O NhOwal ~ £F. ~mmfll o3 A°
automatically
k' KD L A" >m>#| o3 Y Fo
— g Only encrypt Removable Media (RME)s 1t #A°
U Login to Personal Key Files with SecureDoc —R @: D » # (ONDOwml ru = wmfi =3 A
SecureDoc password
k' KD L A" >md#| -3y %
~ g Only encrypt Removable Media (RME)s 1t £#A°
& Create accounts for AD users only SecueDoc —= o »fi J L AD” D@D - =3 A°
& Display Boot and Personal Key File pop - %{ RO i « DhDwmi —wek=ckoeyd od
up messages t>Y3A°
k' KD L A" >m>z| -3 Y F°
— g Only encrypt Removable Media (RME)s 1t #A°
Excludes the following  account(s): L2 Ve o pfiy | o3 Y F8
SecueDoc Boot Logon Auto - Adapt
& Install will auto -adapt to device ¢ P am®r - % o 8 #/ 94 SF mll ®)
specific/technologies DI =3 A
N Successful compatibility test will n ve,r A <® wafi ® 01 < -7
proceed to installation and encryption A
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N Stop after Pre -Boot compatibility test
and report results only

n k' Kd. ve
dL- W J =3 A°

-l ® D0 & -8 -

€ Allow aless -featured boot -

UEFI ¢ Pum® 1 —KJJ. ~ofik. ~' r — PBL(U)< %

loader(PBU/V4) to be used if PBL(U) o™ 8 KJ)J. ~ofik. ~' ¢ PBUV4AL %] |e
is not compatible - o3 A°
If a device is determined to in compatible, SecureDoc will:

N Switch to SecuerDoc BitLocler N KdJ. ~ofike =' ¢ — PBL(U)< Yoy ™ 8

Management  (SDBM) BitLocker Management  ~ =| 43 A°
~ 8 BitLocker Management — Y5 ZA°

N Mark the device as incompatible n — ™I Pam®< o= =8 n fi wmafi ®) D1 <3

and uninstall A°
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[ Hardware Authentication ]
Re: > — #8 «OhDms £ A £A°
SecureDoc options >

& Hardware Authentication
General

ﬁ Do ok wse TP

Communication

TPM Protection for Key Files [for devices with TPM available]

[ &llows Mabile Device-based Authentication using Metwark,

BitLocker )
Management Enable Manager-approved Recaven Login
[] &llows Mohile Device-based Authentication using Phone Token [Bluetaoth)
ﬂ' Enable Push Hotifications for Bluetooth Phone Tokens.
: . [ &5k users to enroll D TP pratection on their phones
Credential Fequires enabling MagicEndpoint in Commurication options
Provider

[] Default to use "Key File on Token" at boat logon

% ] K.ev File supparts both Passwaord and Token-based protection/authentication
Once token iz used to authenticate, Key File no longer zupports Pazsword authentication

Password
Manager [CT1F "Key File is on the Token'", remember Key File to be used next ime
@;‘ [ &gk wzer to switch from pazsword to token protection

Pazsword based Key File will be created in remote installation. When uzer logz in first time,

Media Ei ti
2 Eneryphion he/she will be azked to ingert token and change protection method of the Key File,

=~
IS Token type | ActivCard Activlisnt V5

SecureDoc File Frotection method | Jze token FSA kevs
Encryption

&
Advanced
Options

Hardware

Catcel

TPM Protection for Key Files (for devices with TPM available)

n Do not use TPM n TPML o3 Y Fo

N Automatically TPM -protect Password - N Re: Dy # P VeI RO e & z TPM - 4
protected Key Files 43 A°

N Create Key files protected by TPM and Nn Re:>)»— 54~ TPM < PIN # tdVed RO wi
PIN instead of a password AL o3 A°

PIN complexity rules:

€ Allow alpha characters in PIN PIN ~ AL =3 A9
Minimum PIN length: X PIN — ¢

& Allow Mobile Devices -based Ees:oed oV: Pumi ¢ Pum®zd 06— & .
Authentication using Network Ao

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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based protect/aut hentication

@=1A9

& Allow Mob ile Device -based ev>d ., hofir {2 -fi (Bluetooth) < oV s P i
Authentication using Phone Token ¢+Pumozd 0— L A
(Bluetooth)

& Ask users to enroll OTP protection on “o@d - —otP £ A |e A ok o
their phone Requires enabling é . " fi # MagicEndpoint 4 - A %N 3 A

& Defaulttouse T Key File on Token - ¢hoi J$|8J3-fizj o— / £ ¢) hDmm o2

& Key File supports both Password and
token -based protection/authentication

(ODhDwai |2R® 2)<JD<fi
awdJ <3 A°

zD o—

N Use token RSA Keys

N Token contains PIN

N Use Certificate on token - J D < fi

N Use Certificate from windows store
- Windows @) = % |-—

& Once token is used to authenticate, (DhDwai — rFJy2<fidt A{i<s<s-2R@ 2)»~|
Key File no longer supports Password ] L g9 mve-d J{ sk Ko - e
s @-#| o008 dfid oqA0
& If I Keyfileisonthe Token A, k' Ko £ D@0 % 4L A<ss k' KD
remember key file to be used next time Ke ' F | €0hDme £02 # <3 A% ¢ DR Dumi %4° @~
£ | 00D «firNe s/ 44 tygAQ°
& Ask user to switch from password to Re: D)2 td Ve RDmi &0 .fi# A{«dhD
token protection - At <%% %00
L—oke "fid A | ® 00 o fi o mmk L =
Token type %9 %N 3 A
Protection method
[Tokentype] # | &8 ki b »fios* 2% Ao -fid
-3 D9
[Protection method)] | Jo<fi — ~Nepyq A°
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[ Trusted Device ]

HV N USBo: ' o>4s SecureDoc —g Media Encryption o # tdVeP o< -8

tdVePmmos o= e |fer “q A

SecureDoc options *

Trusted Devices

. Wendor Name Vendor ID Product Mame Product ID  HWE Type

BitLocker
Management

2 |

Credential
Provider

=

Password
Manager

Media Encryption Add Remove Clear Import Load Defautt List
)}
{
SecureDoc File
Encryption

&
Advanced
Options

Hardware
Authentication

1
Trusted Devices

Cancel

<Add> W= fi <Add> L.7 e.nq<ss L #%3A0

Add trusted device wizard X

Select to authorize an inserted device, or manually enter the details:
(O Authorize a distinct device (e.g. Kingston DataTraveler 2.0 with serial number 1234)

(O Authorize a device by entering PID and VID manually

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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0 Authorize a distinct ¢ Pum®d SES«fi 621 ~ -8 1 VeP @ —¢Pamed -3
device ( e.g.Kingston AN

Data Traveler 2.0 —
. . Add trusted device wizard X
with serial number
1234)
Select a Device to Authorize
Vendor Name Vendor ID  Product Name Product ID
[[] Show previously connected devices Hardware Encryption: Private ~
<E36) Syt
0 Authorize a device £8 ¢ Pumod o3 A0

by entering PID and
VID manually

Add trusted device wizard X

Please enter the Vendor Name, ID, Product Name and ID:

Vendor ID: |:|
Product ID: |:|

HWE Type: Private ~

< F36) £yt

<Load Default List> - #%] SED—' @, 4 A~ |® <LoadDefaultList> L.' ¢.o o
34°
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2.2. Boot Test and Color

k' K2 2 A Lo @AV mmuZ % A0
Boot Text and Color X
Preview

[ e 2 B N

Header

Key File Frompt

Fassword Prompt

Lock Promat

Challenge/Response
Frompt

Edit Boot Messages

FesetBoot Messages

Background Theme:

Update boot-screen background image when updating Boot-Logaon WModern -

Impaort Customized Text Color w | Customized hackgrounds and text colors only apply to
Background —— computers that support high-resolution at boot time

o

Header SecureDoc Boot LogOn

Key File Prompt >mo D4 A - A 4L =3 A°

User ID (Enter for default N)

“D>m@OID
Password Prompt Re: 2 AL Aﬂ - Aﬂ i N
Password
Re®: D)
Lock Prompt t=IDgV|R® 2)»— Y%Nof V - A AL 3 A9

You have incorrectly logged into the computer. If you know your

User ID and password, please press Ctrl+Alt+Del and try again.

If you don't know your User ID or Password, please contact your Help Desk
for assistance.

JYviDLles|Re:22% 145 Ve

Ctrl+Alt+Del 4 o= 8 e o=Do0p ™9
LoseRe: Do J=cqfV 8 —Zi ke ®@er eo0 § T™MO
° - L% iqfleo - | e33fe
Challenge/Response BT fi o ewfi @ - t Y L #2%3A°

Prompt

SecureDoc Enterprise Server Version 9.2 | ho"
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Edit Boot Message KdJoe¥dod #£%3A0
o % ™ q4° | o330
& Update boor -screen K>)J. ~ofi— ~ 8 4L o3 A0

background image
when updating Boot -

Logon
Background Theme: Classic: 2 wmk —Kk i KD
Modern : - oV o™k KDy
Import Customized — 4L zwngAce
Background N O e |824}’ PJ—bmphoDwv el
Text Color L #%gA0
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2.3. Boot configuration

[ General ]
Kd)J. ~ofike ="'+ — o=
Boot configuration settings >
- General
@. [ tdask keyfile input (=]
Gener [] Force user ta input User 1D at logon
[ Pass user credentials ta pour integrated sign-on DLL
c.. [[] Change PCMCIA 140 address if zero
[15manCard + password authentication; User D is derived from Smart Card used in ‘Windows
Keyboard layout Enable SUISAM (] Enable SLISAM for LEFI
e ] &llowss User to Crypto-erase device at Pre-Boot using keystioke sequence k.ep Sequence Settings
r‘..ﬁ: [ Protect Auta-Boat with TPM if TPM suitable/available
[] Disable Auto-Boot, preventing bypass of Pre-Boot Authentication
Advanced
Qptions Enable silent Auto-Boot [bypass Boot Lagon authentication)
[ Force permanent Auto-Boot [never display boat logon]
\:..:2‘ | Browse
Metwork Access Allow us?ar to login to Secu_reDnc Contral Center without fa pazgwond
Control Automaticaly reboot maching after remote command activates forced permanent Auto-Bact
b amimurn number of permitted failed loging at Boot Logon 15 :
Unattended devices left at Pre-boot will auto power-down after [max B0 minutes) 0 :
Enable tovuch suppart
Smartcard reader type Auto w
temary mapping base 48000000
MBFR access mode ] ~
“Wirbual MER Tes ~
Special BIOS mode Mo ~
Special'y Mode (Hex]
Legacy Boot Loader UEFI Eoot Loader
() Use 5 BootLoader only (O PEU: Mative UEFI pre-boot envirorment
(® Default to V5 Bootloader, with option to use Y4 (®) PELL: Linux pre-boat far UEF| devices
|Jze V4 Bootloader onl t awimum number of failed PELL <
O Y ) . boat attempts permitted before =
() Default to 4 Bootloader, with option to use Y5 Pre-Baat switches to PELI
& Mask keyfile input (¥ “omd— =V % @ -~ % 4 k4740
Re: D>y |ehoi sz ~1— % tdg0°
& Force user to input UserlD at login KdJ. ~ofi -~ DmdID— % [ <A
o= ™A™ 8 ¢ hoi =" 2@)ID | 4 < -9
340
€ Pass use credential to your integrated O mmfi © fi DLL ~ <7 efior i d =3 A°
sign-on DLL SecureDoc % |f—R' ©2 224 A |fer t 4 vV DLL %
Nef 8 / — DLL c=KdJ. ~ofi# t4 v omd
<Re: 2L A F8 1l —oke "firmve.d d5
Ao | =3 2 F°
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& Change PCMCIA 1/O address if zero KJ>J. ~ofi%i o) PC—PCMCIA" > no 4 £ Y0 ™
ta)” ® - % Nef| %Nl 53 A9 378 - S
= | ® SecureDoc £+ »" L <o £%] et 2.

PC— PCMCIAI/O » )" ede hoi J =" o—
s DO000000 o ~ A %Ned 5 A °

€& SmartCard+psssword authentication; SmartCard+pssword — 8 D@D ID | Windows #
Use ID is derived from Smart Card t 4 =™ SmartCard % |- o3 A0
used in Windows
& Enable SUSAM L2 » Ve %K' KD Fowd ) tdl=™|%en o
~veed JqA0
& Enable SUSAM for UEFI UEFI ¢ P um®% 8 £ D) » Vs %K' KD ~awdJ td=
™| %ze¥% o - ve<d dgA0
& AllowUseto Crypto -erase device at k' KD #8 Crypto -erase & £ %] fer~ <349
Pre-Boot using Keystroke sequence Crypto -erase £ A4 <8 ¢ Pum@®@¥ |- 2% tqe
r.¥@® rodgA0
& Protect Auto -Boot with TPM if TPM TPM % - 0 s TPM#od ) Ko & =3 A°
suitable/available
& Disable AutoBoot preventing bypass 02 J K> 4L -e=8K! K. — P wmR @ 75
of Pre -Boot Authentication AN
€ Enable silent Auto -Boot (bypass odJ KD 4 - o3 A®
BootLogon authentication) Hweed d{<e” 2@ %y wKIIL ~ofid o= t
J=™am™ glsod,KduL z%fe-rodgac
& Force permanent Auto  -Boot (never t A Ve e fis—" D@2 o=k' KD 4
display boot logon) tYg3YF°" D@D | > %4 — # Windows r O mafi mfi
o3 A
Select Auto -Boot account 02 KD # A= owfisd =3 A°
& Allow user to login SecureDoc 0 =% SecureDoc «fi J. D1 ¥fi 4D F. - wafi 2 %] |
Control Center without password er =3 A° 021 K2JI ¥ 0O¢P am®- =3 A°
02 KXY — 87 D@)—«dDhOwi &£ [~ t 4

{v Es” >@m> | SecureDoc «fi . D1 ¥fi 4D r. = wafi #
%ooodgA°

& Automatically reboot machine after SES%|F' 22 «ufiyz 6034 KDy L - o
remote command activates forced Vs gy fid - =3 A°
permanent Auto -Boot
Maximum number of permitted logins at k' KD # e = i - L # %5
Boot Logon A # t v - A8 D NO -
193400
s 159
¢ Pemo®—. 2oL A~ (DhOwmi 3V |Re@:
2y oP! W% FA° — (D hOmm #. = =mfi % =V
£l coidveohom | 14734
Unatiended devices left at Pre  -boot will SecureDoC - ' wmt fi s —  Lofir o= % -" 2
auto power -down after (max60 minutes) @O % 4 o%f v 8 ¢ P mm®do ! £y b pfi o A0
BT L qa
€ Enable touch support Ki K> 58 0fi @« DfiedwWd i AN
Smart reader type Ki K> 8 ;0. fid £ Yo ™ 8 Kd)J. =~ofik
e 2l r %o fitorod o™ <% — =< o=
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1 Fdq30°1—feo 81 3 5 — o mmk (USB® PCMIAS
Serial)d  A{ 1 <2 L % 5 %Ne 5 A ®
¢+hoi | Auto

Memory mapping base k' Ko 8 KDJ. ~0ofi%e PCMCIA' 2> s 24  #9%
O™ 8 P am®—0:' v EHfiar %N % Ned 5
Ae L —|eo 8 ¢ Pum® FY=0:' v eHfia—s)"
o o3 A°
WinMagic v « sl Owd J r =V # “=19 0] ™9
MBR access mode Master Boot Record +—= - ¢ @~ A % EA®
BIOS t— #A°9 UEFI¢ Pum® 1 —  #| Neg Yo

[« « ¥ ® D) (]

—k. ~' r - MBRZ tYo™fe - o3 A°
[= « ¥ ®= D> » 1]

MBR— & e A0

[= « ¥ ®= D) 2]

MBR 4 — Lofes =™k, ~' +4L  ~=8 MBR
% o] rf=mamocs o if=ms r3qac

(Fs$2  t4q3327)
[= « ¥ ®= D » 3]

Rowvso "fiedKi — 4 -3 A°
Virtual MBR K2J7 «D>» — E 8 YESg —F 9 = ==
%9 A
Special BIOS mode Do Ve —¢fiie D' D%ePumo— - L 4=
- =3 A °
WinMagic v « soi owd ) ~ =V # =0 o0 ™o
Special Y Mode (Hex) MBR — LA % Nef| - -3 A0
WinMagic v « 2o i owd J ~ =V % =D 0 ™9
Legacy Boot Loader BIOS ¢ Pum® t KDJJ. =~ofik. - =
U Use V5 BootLoader only VEKD J. ~ofike ~' + —q =3 A
U Defaultto V5 Bootloader , with option V5K . ~ofike =' i -8/ 4 %eqo £ Yo ™
to user V4 < Y V4K)Ju-ofiku-!kﬁhODiPE-saE
A e =3 A° ehoi
U Use V4 BootLoader only VAKD J. ~ofik. ~' + —q =3 A°
U Defaultto V4 Boot loader , with option VAKD J. ~ofike ' +d <8/ d%eq0 # %0
to user V5 ™S %~ VEKD . ~ofike ~' rLdhodi Pres o=
A e egac
UEFI Boot Loader UEFI ¢ Pum® 1t KD.. =~ofik. - —
U PBU: Native UEFI pre -boot Eem?o KNk KdJ —KDJ. ~ofike ="' ¢

environment

U PBLU: Linux pre -boot for UEFI devices Linux K i KdJ —Kd>lJ. ~ofike ="

PBLUZ | o Linux 2> @02 RO vs ' wmk' T danid
A L a1=%{° evd s hofi—Oowdl - #
N °
ev>.hofidl A s PBLUL <=0 001 ™9
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Maximum number of failed PBLU boot PBLU—  # - A ¢ PBU+ -4 4=
attempts permitted before Pre  -Boot % #A°PBU+ 4 44 — PBLUZ-— 4 -9
switch to PBU A

[ Keyboard layout ]

COWI )™ wmr bu - A

Boot configuration settings >
) kevboard layout
w IF wour keyboard lapout differs from the English (US] GWERTY layout for entering Latin characters, it is
Geneml possible to get boot logon ta remap your keys. Thiz option exists primarily for some Western European

keyboards and Diworak keyboards that change the location of Latin characters. Most intermational
keyboards keep the BWERTY layout in addition to the layout for their ovn language, go thiz option may
not be required.

——

Keyboard layout

Default Feyboard Layout: | Japanese e

[ Automatically detect keyboard layout when installing Boot Logon
[Mote: Securelioc will only detect kepboard lapouts included in the above selection.]

Advanced Support Foreign keyboards
Options
[Jwhere an On-Screen Kepboard applies. it will begin minimized at Pre-Boat

i

Default Keyboard Layout ki bpfioa” D2 ¢Pwmo T3V —COWI )" -
=y A =3 A°
«OWD ) # | 85 Japaneseo &£ <=0 0y ™O
& Automatically detect  keyboard layout SecureDoc —wmfi ®) D1~ FCOWIY D e b AL
when installing Boot Logon =3 A° (OWD )8 USCOWI o288 o4 «dWD
D7 mmt b —¢ Pam®% A - £A°
S™MEO W) )7 e B EFHa™ |8
[Default Keyboard Layout:]
£ OCIWI )" e ©=0 0y ™
& Support Foreign keyboards English  United States — «dWd i A
spve.d J3A0
& Where an On -Screen Keyboard applies, ofi @« 2fiedWds» % 14 s k' KD
it will begin mi nimized at Pre -Boot e =3 A°®

[ Advanced option S|

8 A | N 3 52 A |eveaciawdy - oV #£2%L0[ =0wg ™
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Boot configuration settings X
. Advanced Options
H Advanced Boot Settings
General
WARNING! Please consultWinhMagic Technical Support before changing any Advanced
=z ] Boot Settings!

Keyboard layout ® Start: X After:
» Size: rrhdode:

Advanced Option: 04D mode: u

- Boot Parameters: |
=

Metwork Access
Control Fre-Boot Features

[JAdvanced ATR Mode (not recommended for most cards)
Device will attempt to contact PEConnex Servers for a maximurn of seconds
EFI

[“]Use UEFI BootOrder

[“]Use UEFI driver hook

Force Direct Boot to Windows

|Transfer Keyta 05 in BAM w

[Jweh Browser Default URL:

Foot CA Certificate (cer only): Browse

Intermediate CA Cerlificate (.cer only): Browse
PEConnex

[JHide the User and Passward entry fields during autoboot

[] Device will not respond to netwark pings until Windows has started

Advanced Boot Settings

X Start: ¢hoi 040

X After: ¢hoiy 0000

X Size: ¢hoiy 7¢c40

X-Mode: ¢hoiy 45

DVD mode: 0

Boot Parameters: KdJ. ~ofike ="'+ -8 1L # -VR' 0> and -3
A 9

Pre-Boot Features

€ Advanced ATR Mode (not ®v D ) =D ) # 8 Advanced ATR (Answer -To-Reset) 4L - A
recommended for most cards) F<F2—02) - | td3 3+
Device will attempt to contact PBConnex 0>t e+— & 4 4L o3 A0

PBConnex Service for a
maximum of X seconds

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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UEFI

& Use UEFI BootOrder

UEFI—KD>J oD »0 4 8
1. SecueDoc Boot Logon
2. Windows Boot Loader

1%k

~q A0

- afss Jo-

& Use UEFI Drover hook UEFI—) ' aaP ) Pumfi 5 fia% 14 =™ UEFI¢ Pum® 1 —
£A° UEFI) ' waP ) Poufi ¢ o fi = | OKe J €1 ZNe 85 wmPD
L oz AV E- <8 —> PO %  —«fis. D!
dd  g%{%zendt A{VE- %N gA°

& Force Direct Boot to Windows SED 0P—e$8ki KD ~ Windows 4 # %o ™ 8
Windows +— bem v KU 340

Transfer Key to OS in RAM ¢hoi
Ki KD # - =V 8 = 0 o- "4 [ =
-~ 0S4 e A°
KdJodhd% <2 A ¢Pumo—
s 1. SecueDoc Boot Logon ¢ # 8

F. D)t e

¢ 2.Windows Boot Loader o & A4

L 1= ¢JI|\/¢.:Q-£ =3 A°

Transfer Key to OS using —s 2.Windows Boot Loader ¢ & A rFso0:' ~. 2 oV
Persistent Storage Lol s o= c3e¢Pum®—  80S - tdvVeo @-d

£ %[° 0SL A1 <% %y TF°

L —|eo pro @t |8 — e - =3 A°

- A= | oo @-%lf  tdqAc
& Web Browser k' KD s K' »pmd  z%||fer o340
Default URL: ¢hoi s —URLL eq A0
Root CA Certificate URL—= - ¢ @~ ol 2J CA 4k =3 A°
(.cer only):
Intermediate CA Certificate (.cer URL—= - ¥ @r & CA 4k =3 A°
only):
PBConnex

& Hide the User and Password

KEKDJ#_EJ:D-

~F{ ooy KoL

A ¢Pumo@zs” D

network pings until Windows
has started

entry fields during autoboot @>% [=ID<R® d2)—h=2iyr |- ox2d Aq<s
OZ)JKZ)JS|Q=|=|2=|=9
L . VE-sID<Re®: 22— &L A L < %# Y
A °
& Device will not respond to Windows % A4 5 #° ¢ Pem®| Ping - o ™ler <340
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[ Network Access Control ]
k' Kdskes:de. LA —£PJ:D~
Boot configuration settings X
» Network Access Control
Connection Settings
General (@ Connectto SDConnex over wWi-Fi [ IHide wireless canfiguration at pre-boot
> (O Connectto SDCaonnex ovarwirad link Do not reveal passwords at pre-boot
Keyboard layout Wireless Settings

P Access point
R$:

Advaneed-Qptions Security Pratocal | Open P

MNetwork Access
Control

Encryption protocal |None

Credentials

Account name

Fassphrase Show text

802.1x Authentication

EAP method | Transport Leayer Security (EAP-TLS)

Authentication type |Device cerificate Use fixed account
Device Name format | The DNS name of the local computer Add "host" to name
802.1x Cert
Trusted Root CA <naone> e
RADIUS server

Connection Settings

U Connect to SDConnex over Wi -Fi EpPJ:D~ - & Wi-Fi 4 =3 A°
Hide wireless configuration at pre -boot k' KD #8 Wi-Fi 4 o Y £
G Connect to SDConnex over wired link EpJ:d. -8 4 =3 A°
Do not reveal password at pre -boot k' KD £8 Re: D) o3 Y #°

Wireless Settings

Access point ¢hoi J—n o % @Weafi J &£ o3 A0
“o@md |tk K2y £8 —u o @Wanfl | L@
fi # %3 A°

Security Protocol e ¥ OWmmfi ) - AV Er O wa T ®FCT L wo K
Lol 4t =3 A°
Open
Shared

WPA- Personal
WPA- Enterprise
WPAZ2-Personal
WPAZ2-Enterprise
Wired 802.1x

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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Encryption protocol # oV 8¢ T weoke J i~ g=s8 Ko J «i
Vs td 500
L—oke "fir| s <t @F % yFo
Credentials
User name (Account name) 802.1x Authentication ~ # 8 PEAPL =« o »fi J # A
o2
EAP method —  #¢8 % F43A40°
Passphrase WPA-Personal 8 WPA2-Personal = « ¥ ®@—. = =mfi R ®: 23 )
3V | Reh™ D i s A°
& Show text ~VR®: 2L e3 A0
802.1 x Authentication
& EAP method EAP 4k e3 A0
N Protected EAP (PEAP)
N Transport Layer Security (EAP ~ -TLS)
[Authentication Type] ok o ' fi | - 14340
& Use fixed account PEAP# 8 copfisd  #%yA0
& Device name format EAP-TLS # ® <td{ePwm® RODv e, DNS s
NetBIOS & FQDN — ™[4 % =3 A
N The DNS name of the local computer
N The NetBIOS name of the local computer
N The fully qualified DNS name of the local computer
& Add I host/ A toname Hwe-Wee@bo! ecA{<8¢Pam® — r~;host/od
{1 s %z%yae
Trusted Root CA L= 4 Ay 8 - Lofiwd s o3 A9 . @
kowfi' @ 4  ~=8 SES- wafi wd s 14V - %
Fo- L eqae
SES«fi 821 05" DPD
n [Tools] -> [Options] ->[Server i s RSA keys]
o <Import> .7 e . -8 Lfiwd ) =300
[Options] »= fi » »% 14 3A—%#° -
Nef <Password rules> Waifidko! e o oq A9
RADIUS server RADIUS o> PO 4 =3 A°
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2.4. Port Control

PortControl — &  A{<s — USB¢ Pum®—q & A LS %#E %y A0

n [Install port control] < 8 [Block unauthorized USB devices] -kweed J|| 8 <Authorized Devices> w

afide’ peeqne

Port Control X

Install/Uninstall Port Control

stall port control

Port Control Policy

Elock unauthorized USB devices

(@ Manually configure authorized devices

I Authorized Devices I

Ohutomatically build the Authorized Devices list on the
client, authorizing currently inserted devices

Close

Install /Uninstall Port Control
U Install port control l Port Control & wafi w2 J =5 A°
Port Control Policy
0 Manually configure authorized <Authorized Devices> Waifidk.! e o8 SA{+Pmmo
devices 4L =3 A°
0 Automatically build the IR 1¢Pmo’ @)L - -8 t
Authorized Devices list on the =™ ¢Pemod eqho 1 — L A8 o e i
client, authorizing currently - J 4P um®| 1 =™ ¢ P am® ik @0 fi o=
inserted devices  Security Fe Vo mml | @) g o8/ —¢ P amod -1
Protocol 04 P em®S == L #F%3A0 L — — | 8w
ofise oid - - == 8 ¢ P um® ¢ O «DWD)E
adi Lyl fiaus z%|llerafisza0l
-8 0P am® | —¢ P, —g—awdJ) A e~ 4
54°
L - | -8 —ATMd ¢ 0 @- ¢ Pum@®@0 22— IOT ¢
Pem®dl ~owd. A # tdg verd k- -~
A e o =t ga%e -
t v %8 3V | -V E-v »e/cdWd 4 *
Pemodl A s Nef| %Ned 3 A °

o — % 1 {-%c<Add> L. po g0
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Authorized Devices X
Description Vendor 1D Product ID Serial Mumber Add
Keyboard
Mice Remove

Human interface devices

° —+Pmo-'® % A | ® [Authorize a device class] ' ©o Wi fi @
—2 41 —USBe Pum® # A |  [Authorize adevice model] ' ©o Wi fi @
— USB+ Peme—q & A | © [Authorize a distinct device] ' oo wafid

coene| < fedot el oqan

Add authorized device wizard *

Select whether to authorize a device class, device model or distinct device:
@ Authorize a device class (e.g. Printers, storage ...)
(O Authorize a device model (e.g. Kingston DataTraveler 2.0)

(O Authorize a distinct device (e.g. Kingston DataTraveler 2.0 with serial number 1234)

[Authorize a device class] ' eoWafido! p o ov 8 — % 1dgAc0

Add authorized device wizard X

Select Device Class To Authorize

Human interface devices

Bluetooth devices

Display and image devices (Digital cameras, scanners ..)
Modems

Network devices

Disk storage devices

Floppy drives

USB hubs

Windows portable devices
Specialized Windows portable devices
USB printers

Mice

Keyboard

NOTE: A single device may expose more than one device interface class. All device interface
classes for a given device must be authorized or the device will remain blocked.

<E3(6) *rvtlh

¢ P em0. ! @i -=8 < >L T e g

[Authorize a device model] P eowafidol ooy & — % tdgAc

t YV ™ P amod -8 SES~ 1 Y30° ¢ Pum®% 1< - td3a—#s tyV
™4 P @l eq A° - eV 1<—Ne| ¢+ Pumod A | ®
s & Show previously -connectdevices ¢ —H# Ve « We « @dLofi- o5 A9

-8 < >d T el g0

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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Add authorized device wizard X

Select one or more device models to authorize

Description Vendor ID Product ID
Buffalo Usb Flash Disk USB Device 0411 023A

[] Show previously-connected devices

i

< FE3(B) =T Froeil

©

[Authorize a distinct device] "eowafidol po oy - %

t YV ™e Pumedl -8 SES- 1 Y30° ¢ Pum®¥% 1<
™o P um@d =3 A - <V 1<—Ne ¢+ Pumod A | ®
s & Show previously -connectdevices o —# ¥ P « We « @®do fi - =3 A

-8 < > Wafido! poaqne

Add authorized device wizard X

Select one or more distinct devices to authorize

Description Vendor ID Product ID Serial Number
Buffalo Usb Flash Disk USB Device 0411 023A 07001C7D88A0SED2
< >

[] show previously-connected devices

< =3(B) =T el

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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2.5. Disk Access Control

Disk Access Control — & A{<euUsB - # td]¢Pmo-=™= Al <%HERTAC
Disk Access Control X
Disk Access Profiles
Add
Delete
< >
Temporary Profile Scheduling
Use temporary profile: Feset
Prafile will be enakled for 0 minutes starting fram 10/16/2022 02:23:07 F1& = Start now
Disk Access Contral Profile Details
Frofile Name: Default
Femovahle Media: Mo Restrictions ~
CD/OYD: Mo Restrictions w
Windows Portable Devices: Mo Restrictions ~

Disk Access Control
<Add> Wi fi 40 @er c ¥ @cfil. Dl ~ehOi - —Kue hOwai &
A1 <%#%yA0
<Add> Wai fi # 8 Ko hOmmi 2 # %3 A°
Ke DO wai | =V - 0Kke hOma £A°
/4 | ¢hoi J ke hDwal — % 14540
Temporary Profile Schedule
Use Temporary Profile ke NOwai &£ A | e ki bpfios > <Add> W fi &
L - VKo NOwa &£ w370
Profile will be enabled for X Ko RO wai — %l M=k - A %t -3
minutes from XX/Xx/xx A
Disk Access Control  Profile Details
Profile Name: A ke hDwai % td354°
Removable Media " FOPKI 045 s F— 4L o3 A0
N No Restrictions ( O =
N Read Only, unless Encrypted
( td=mam | g 4
N No access, unless Encrypted
( i%l;TMQTMs._go
N Read Onlyaccess (1 4 TR )
N No access (v % ®

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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CD/DVD CD/DVD — A oq A9
N No Restrictions  ( O e
N Read Only access (7 1 r-Y e

Windows Portable Devices Windows w2 2 Ki ¢ P em®+f— 4L o3 A°
N No Restrictions ( O =
N Read Only access (7 1 r-Y e
NnNoaccess (= « ¢ ®

SecureDoc Enterprise Server
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3. SecureDoc Enterprise for Windows Reed e

s SecureDoc Enterprise for Windows o —' wm?fi @ A wafi ® 7 2 TfiRE *D 0— - = ™M=
g Ao

ke f T afii 0 [ Vefi @™ 20 TfiRe *D 00— ~= ™= | 8 5 SecureDoc Enterprise Server

Version 9.2 « mmP v mmfll ®) D1 @ mm) g &£, 9 00 ™9

A =mfi — [Installation packages ] = mm¢ fi & -8 <Add> Wafide! p oA % Qufi—

Pe 8 «five ® 07" D% [Add package] &£ - b« <5 A9

# o

[3] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SOLEXPRESS, Database name: SESDB, User name: SESAdmin — Od 4
Database View Folders Keys User Tools Help

Secure
Refresh Del Generate Key File Install

Filter Help
=+ | Folders A Users M Devices ‘\i Keys ‘ l-_z_?" Groups ‘ Folder Encryption Policies | A Drives
SES Administrators Num|  User ID Domain UPN /| First name | Last name email Descr
w wmjlocal
-y All Folders

g Purged Devices
g Exempted Devices
'\‘; Recycle Bin

z'} Profiles
- ',f “Tnstallation packages
Iy Machinelnfo Tiles

53] Logs

[Please select the profile type] o fiy »¥%

t43A—28 [Endpoin] —Ki b»fios" D |4
s SecureDoc Enterprise for ~ Windows o 4 «8 <OK> Wafidol po =3 A

Please select the package type X
(@) Endpoint (@) () cloudvm

ISecureDoc Enterprise for Windows VI
Cancel

— mafl ®) 7 i

e TfiRe»d 0d A 8
# - #F%3 A°

-fi ® " 2 TfiRe*D 0L A{<

—wmfi ® 7 2o TfiRE*D> 0L <7 p. o=¢2 [CopyP ackage] L oq A9

[Package name] - ~™Re *> @ 4 -8 o 4 o= =0 g ™9

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7
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[General]
i J
Ke RO wmi — d - 02 =|1|=|A9
Installation package settings >
= General
| Package name || |
i?‘*jl Comments | |
Create new users in this folder during the remate installation
Key file
a == Mot zelectad * | Browse
% Apply thiz SecureDoc profile during the remote installation
Uszers -
Device Profile | Profile-01 | Edit Browse
4y, [ Aisk user to verify data before starting encryption
Provisioning Farce uzer to complete all data fields
Rul . .
Hies Drefault device (D iz emply
Default uzer 1D iz emphy
Key name farmat
(®) Device nams Add random characters to key name to make it unigue
O GUID
[ communication fails, retry every 5 = minutelsl upto 5 2 timels] [0 = infinite)
[JIn case of communication eror, continue installation offfine
[]¥#ait for the file distribution software ta rebaot the system
Hide encryption progress from ueer
Restart device when encryption is completed [ for hardware encroption will power off ]
[ Allow SecureD os installations b run silently when deploved using file distribution software
[]Suppress message after initial installation
[ Disable installation-time debug log
Packa fi " i . L °
ge name A =afi ®J7 Do iRe*> o = =3 A
Comments - 0=° «ofi s oq A0

Create new users in this folder during the remote installation

=% Not selected *** <Browse> L.7 p. o8 fi @ D01 k. ¥ @ - A~ >
@D — hoi »d =3 A®
ADSync 4 e= ™ 8 — | Nef 5 S e

Apply this SecureDoc profile during the remote installation

Device profile <Browse> L.l po o8 ¢ Pumor A{Ke RO wai &

<:>=|A9

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7 = i
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& Ask user to verify before staring L A{ -2, SecureDoc— HhOoOdr o de @
encryption ek - 8" >@dr |f{" 2@m>ID o>2- &£ <=
3A4°
s SecureDoc — hOoDdF o
& SecureDocDEFI1—1 X
) SecureDoc
by WinMagic
1-¥-fl
a-1-1D: User-001
&t
55
=740
IVEI-91%8
JIVE2-7ID: LAPTOP-FUGIIO7A|
JITNES PF1XGSQC
RET: LENOVO
B 20N8CTOTWW
B
7051 54
*-771 &S
*-I1D: LAPTOP-FUGIIO7A key _2878368870e0b470_
EL]
& Force user to computer all data fields g SecureDoc — hodro— =—h=did - 3
A °
& Default device ID is empty s SecureDoc — hooroe —g «fiH D o o~ Aqh
oo 4 - eg A
& Default use ID is empty s SecureDoc— HhODJko —5” D@D o~ A{he>
i > & - <:=1 A 9
Key name format
U Device name ¢ Pum® < - 4 o3 A0
& Add random characterstokey ~ name to ik o &L «8” gl eol—<agno
make it unique
U GUID GUID < - & eq A0
If communication fails, retry every X - =V 8 X o<r x bt - A
minute(s), up to X times(s)
In case of communication error, < 12— 8 ON' wafl Zmafi ® 21 L& “3 A9
continue installation offline ~ 8 SDConnex < Lo ne<ss o' wmrfil ¢ Pum®z
t4+v | SESDB -~ td34c0
Wait for the file distribution software to h O - shi % evr L& A —-L L3a¢
reboot the system
Hide encryption progress from user — Ly @« bk - =373 ={= 0
Restart device when encryption is 8 ¢ P amod =3 A°
completed (for hardware encryption will to) pvs > amK AL o= ™ ¢ P am®— | &
power off) B b pfi o3 A o h

SecureDoc Enterprise Server
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Allow SecureDoc installations to run h O - shy pwed = A ¢ SecureDoc —
silently when deployed using file —=fi ® 01 L0 wm fiJ 220 # 2% fer =5 4°
distribution software

Suppress message after initial —fi ® 21 38 % =V td{oeide

installation s — o AL - eg Ao

[Key file]

Installaticn package settings *

o

General Password rules

key file

Mote: These privileges are only applied for new ugers created during a remote ingtallation,

Frivileges: @ UserRights (O Admin Rights
Modify Pazsword [] Modify Profile [ Corwvert Removable Media
[] Modify Key [ 5elect Profile [] Corwert Hard Disk
[C] Export and Wiew Key [] Config SFE [] Disk Integrity Check
[]%iew Transaction Log [] Create Emergency Disk
] [] Exelude from DAC [password syhc should be enabled)
P4
Provisioning [[] Use hardware token to pratect Key File
Rules This iz only applicable if on-ine communication with a server iz uzed during remote installation.
Iger muzt exizt in the database and user's certificate must be loaded into the user's recard.
<Password rules> W= fi ~.dPioke "fiz td=™|enoi s —Re: DVIiDI %
Jd
130°
[Tools] -> [Options] -> [General]
<Password rules>
L g — & %A
Privileges:
U User Rights ~.dPioke. "fiz td =™ % 19340
[Tools] -> [Options] -> [Key file options]
¢hoi # | ¢ s Modify Password ¢ —q % 14 = ™3 A°
Yoo o 4L £ %3 A°
U Admin Rights HveeAdse =— % tdg4a0
& Modify Password "om)y) |t R@ Dy #HyA
& Modify Profile "o@d |t Ke B wmi & # % A°
& Convert Removable Media “o@md | s FOPKI 0oL % %3 A°
& Modify Key “Hmo | & s 8 % |f mfi WD 4 # % A0
& Select Profile "omdy | «dd s 8 % |f mfi WD 4 # % A0
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& Convert Hard Disk "om)Y |t e @v— / Las aa3400

& Export and View Key "o@o | &L #F%IAOVLA P DN D 4 0wd A
sdes L (DR Dwmi - <« ®WDJ =V #EHBA®

& Config SFE D@ |8 <! wm fis #8 SecureDoc h [ mmi L A%
£ %3 A°

& Disk integrity Check 4o ®- — HVE % . zLls” >@mod 4 # %9
A° ¢ P amod =8 60 @v— —V E- om 4 3 A°

& View Transaction Log " Dmd | & Auditlog & 1 <%# %y A0

& Create Emergency Disk “D@d | ® «vdoviicdes @  #HyA

& Exclude from DAC (password DACL -~ -5Ac | -3 3%

sync should be enabled) =fi ® " 2 "fiR? *) O—k. h mmi — m—=8 60 @ v ¥ @
fis. 21 DAC % r td e o¢o=+— % 1=

8 0O¢o v f—r ¥ @% 4[]8 ¢ @cLafi, poo=Ls
002t eda— H 43 YFe
Use hardware token to | —mafi @ DT RE*D 0L  A{ - wmrfi)¢Pum®@—" D@D %S

protect Key File 1t VePmmor o ~wafil A - | JDfie  ENef L <L
A<" l‘Ofil‘c::l A °
Joefir|e” D@D~ tEdl v % 34=™ % Ned 5
Aot —oketfid Af-]e Sl ) 4L Active
Directory % |- SES - wafi W2 J A %Ne 5 A °
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[Users]
—|DL- - fi) ¢ P am®r- —" D@I < == A‘”
Installation package settings x>
" LJsers
General
Atthis point user or administrative accounts may be added to the installation package.
a7
'lg‘*J Administrative accounts must satisfy the following requirements:
Key file -they must have admin rights;
- they must have cerificates loaded into the database, if token based
@ User or administrative accounts can be either password ortoken based.
Authentication
questions
Users Bo.. UserlD Privileg... Protecti.. Add
' Delete
Provisioning Rules
<Add> W fi wfi ® Di k. ¢t ®@ 8 — D4 —* J@I< o= .
Pam®- £ %qA° — D4 =3 A0
<Delete> Wi fi Yo |k e — D& =3 A°
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[Provisioning Rules]

oDl aAd 1D - o2
Installation package settings x>
4 Pravisioning Rules
General [ ]Do not create and send down deploying user Key File
i N
Key file Device Prowvisioning Rules
@ Enable a provisioning state 5o as to allow access to device until its owner has been identified

(@ Device(s) will auto-boot ta Windows logon
Authentication

questions (O Users can access device(s) at Pre-Boot using this Temporary user account
= Mot selectad == Browse

Users Crwener Identification Rules

(@) Automatically identify owner without having ta prampt user

[ Allow offline identification

() Users will be prompted to confirm device ownership: Firsttn confirm will be device owner

Device location

(@ Owmerfolder
() Registration folder
() Specified folder = Nat selected Birowse

Iowe device to a folder on SecureDoc upgrade

Deployving user
(@ Use Last Logged On User

() Use Specific User Browse

Do not create and send *D@) — (D hDmi & SN2 ' wm fi ) ¢ Pum®- ¢ D h D L

down deploying user Key -3 Y ={= 9

File 1— —  |ek'Kdstes:De L AlePm@zsE el
>.d oy 4 < -8 ¢Pmmo-” D@D IDL e ™, < #A

Device Provisioning rules

Enable a provisioning state ke ¥ ©" afi = L o= % 193 zePmmef—n ¥
so as to allow access to ol - # =3 A°

device until its owner has
been identified

U Device(s) will auto  -boot 02 s KD |Ff =8k KD | R @1 4 & Windows & # %3 A°
to Windows logon

U User can access device(s) 02 02% A3z k KD 2|8 SES«fi 5821 —[Users]=K %
at Pre -Boot using this - =V Temporary ~mmk —" D@D D& [ =, = wafi # %3 A°

Temporary user account
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02 a2% A=< #
|

D fi L ¢ Pam®Ys|E 2

=V Temporary o mmk —°
tqlg40

>@>ID |8 -

<Browse> W= fi

Temporary = mmk — > @2 ID 4 =3 A°

Owner Identification Rules

U Automatically identify ¢ - ek~ L STe £odnandID4L 3 A°
owner without having to /A r e O i) wll ® 00 % #FA
prompt user od ndID— | 8 — g Deploying user o — - ™3 A
Allow offline oh' wafi 280> 90ID— & o540
identification s Deploying user o — # 8 g Use Last Logged On User o 4 ==0 01
™9
G Users will be prompt to ¢ ®- ) bk r~g SecureDoc Kk Yt w0 i — o boumme . =it
confirm device ownership; <8 4P um® #£Nef | <~ == L kAo
First confirm will be device <OK>&. ' eonf<s/ 1 - t 4 =™ Windows * >@> %°® 0>z
owner DID< == tdg0° t 4 =™ Windows * >@m> |8/ — =
Windows ~ O wafi mafi == ™{ ID # A °
©2a2ID% A{<? P o —k ' KD L 2% |fer-
04540
SecureDoc T 54 VT HI Y FDERE X
) SecureDoc
by WinMagic
808 DT MADELFEETHEBAME. [OKET UL TT
1 IV EERELET.
Windows1——& :
User-001
SEE : SecureDocD—ERMIEEE (JSAFYMRERY) 3. T3MNUTHYY
M EENSE TR B TEE A
OK
¢ Pum® zo™ 8 g 8T deepwofia Lagaf=m™
] Yomnli @ 21 L2451 o =254 87 D@ — Windows ID # O wafi i
o= TMp ™ |8< $>£_iE'@=|A9
<OK> &." e .A{32%2 o0d>s2ID% A{s# 8O0S 8
s SecureDoc K' wav ' soBfii— o % 14740
Device location
4 Owner folder ¢Pum®| 800 02IDS dhOP br 3 A°
0 Registration folder [General] -> [Create new users in this folder during the remote
installation] ~ # 8 “VhOi br e P amod “3 A0
U Specified folder <Browse> Wo2fi £8 ¢ P um@®— Ak =3 A°®
€ Move device to a folder SecureDoc —= Pk =" 2 ) 8 ¢ P amod =Vhoi b r o3 A°
on SecureDoc upgrade
Deploying user
0 Use Last Logged On User —fi ®) i ~ 8 Windows +0 wafi mafi == ™{ ID & ™5 A9
0 Use Specific User LL# ~V IDL ™3 A0

SecureDoc Enterprise Server
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4, SES « fi 821 @ A~ D

- =
41.* >mdr~ A 0 A8° D
[Users] =aKze~ D@L Js «fiveo@ os* > vre— -'c.o0s" D> % t 44 | ® —
voKid =0 0§ ™9
ﬁ’] SecureDoc Enterprise Server SQOL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O X
Database View Folders Keys User Tools Help
L +y x &R i & 2 ?
Add Refresh Del Generate Key File Install Filter Help
= | Folders A8 e 4 Devices |g¢ Keps |g',r_. Graups | || Folder Encryptian Policies |g Drives
; SES Administra | Num | Usger ID | Domain Mame | UPN £ \ First name I Last name email Description
é L ) | o] wimj kaida@wmloca jE ko ji aida@winmagic
wmj.local ktanaka@wmilo #5] i3l ke njitanaka@winm
- Domain Co El B L dU pum—
B oz 2 Add User nse
- &HFER 5 Modify User Enter
W s S i P e & Delete User Del
{11 All Folders Move to Folder...
QPulged Devices ,DVE Di i
Q Exempted Devices View Audit Log
\: Recycle Bin View RME Log
LLgJ Profiles Set Filter
ﬂ] Installation packagt Num | Device / lanufacture  Serial Modfied Refresh e ployed State
A Machinelnfo files
= ) Logs ¥ Generate new keys for the users
L0 Audit Loa v Assign keys to users
>
e e oo Member of groups
Create Key File =]
Challenge response F4
Remote installation
Save to file
Check PBConnex Access
Add User hoi »-" Dmd 4 =3 A°
i = - L
Modify User e=™{” >m>— & -3 A0
L # o= o= Lle ¢ Pumor | td e ¢Pamdr t4d =
™ 2@ — ¢ DR i | Yoeoq T Fo
Delete User c=™|" >@mdodhoi Y% =3 A°
* >@> | & Recycle bin ~ =3 A
Move to Folder N c=™{” >@dd —hoi br o3 A0
View Audit Log "D2®@d>— ~ A{. ~s Auditlog o &£  #%g A0
View RME Log “>@)>—RME~ A{. =~s RMELogs &  # %3 A°
Set Filter hei 2> # 8 Ve & 2% A0
Refresh Ll R po wg A0
Generate new keys for the "Ho@mo— -~ Ve~ & 3 A° 4 8 0ec - - °
users
Assign keys to users SES¥% | L D@) —«¢ DN mmi -  #%3A°
4r¢”2@m>— ~ & ~8” D@D~ A 1% o
Member of groups ~iok+4-— 4L # % A°
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Create Key File TO®I)—« D hDmmi & #%yA0
Aok h Ol — 2 tdl -2k’ K> £8 USBo: ' r
oV . dok hDmmi & [ =, ~wafi ]t % #£A°
¢ Pemo- | tdMe ¢ Pemor td=™" >@2 N0 i
Boq T F°
Challenge response B' 7 fi o ewfie °° D@m>—Re: D) q- o A0
Remote installation Oh' wafimafi ® 7 2o TfiRe »2 ol £ %3 A°
Save to files "o@md>— devdoe F % YgA°
Check PBConnex Access PBConnex — 04 Pam@d £ %3 A0
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42. ¢ Pumor A ©5° D

s Deviceso dK#° ¢ Pum®@d 18 (five ® 05" 2% t 4 | & —woKi & ©=0 001 ™9

Fﬂ SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin

Database View Folders Keys User Tools Help
@ * x & i -l b ?
Add Refresh Del Generate Key File Install Filter Help
=~ | Folders A usevslg Devices | L7 | Folder Encryption Palicies | & Diives
SES Administr Nurm i / Modified Creatad
==l wmjlocal : —
il All Folders

Q Purged Devices Delete device
Q Exempted Device: Move to Folder..

E; Recycle Bin View Audit Log
@] Profiles View SFE Log
View RME Log

Modify device info

1 J Installation packa:
,:-g Machinelnfo files
=- ) Logs Set Filter

L ST
< 3y Refresh

Add keys to device

Add users to device

Assign device profile to devices

Assign folder encryption policy to device
Member of groups

Create emergency disk

Mark as parent device
Activate auto-boot
Reboot device

Lock device

Setup Port Control

Prevent Login to Device(s)
Show commands

Cancel all active commands
Save to file

Check PBConnex Access

Modify device info ¢Peme— L FHmg Al
Delete device o= ™| ¢ Pum@®@dhn 0 i b4l oq A9

¢+ Pum®| 8 [Recyclebin] - o3 A0
Move to Folder N o= ™| ¢ Pum@®@d —NOi br o3 A0
View Audit Log ¢ Pum®r A{. =5 Auditlog o &£ # %3 A9
View SFE Log SFE- Aq. =s RMELogs &  # %3 A°
View RME Log RNE- Aq. =s RMELoge &  # %3 A°
Set Filter hei 2> £ e L #£w%mg A0
Refresh Lipm pot w30
Add Keys to device L+ >@> 2| 00° ¢ Pum®r £ %3 A°
Add users to device oD@ Ll e fi 4P O % %3 A°
Assign device profile to SES #38 . —Ke NDwmi L0 Pemor A 48 k.
devices RO - AL <%# %gA°
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Assign folder encryption hot b —w'i oo =3 A°
policy to device 8! wmtfi ®% EAO
Member of groups ~iok+4-— AL £ %3 A°
Create emergency disk e wmr fi) ¢ Pum®—k ' KD Ko ="' k- % v - -
0 4vd OVficdens @ed By Al
Export escrowed key 4®-. DD — 4~ ®WD J 9
| # %3 3o
Mark as parent device | o YEe
parent < child device — L =4 Pumo— 8 parentdevice < <=¥ D
~q A0
Active auto -boot -V n —q8 o2 KdudE  —#FHmyAC
Reboot device ! - fi 6P el e A0
Lock device ! wmt fi ) ¢ Pum®— WindowsOS L @' dfi. ¢~ =3 A°®
Crypto -erase device(s) ¢ O — - o LT .oz o3 A°
t 4 Yt fi |8 < mm fi ) % SDConnex < o &L oo gy
zs L& Az D@med | tdV—< £A°
L—evfisd 1 [ VePwm®| 8 k' KD ke =" r L~ =0
2 Q={ 3A°
Setup Port Control wdJ «fis. i — 0 L #£%3A0
Prevent Login to Device(s) ¢ P am®f—. = i i e3 A0
AV E-| w7 fio ewfie-|f{' oP" % zA°
Show commands SES % |k — oVewfiy— L #wngAe
Cancel all active comman ds |= «weo Ko ewfird =" figi oqA0
Save to files ¢Pmo— Lvioe, 2 % YqA°
Check PBConnex Access PBConnex — 04 Pem@d £ %3 A0
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g Devices o

/ =" D@D

ic

SecureDoc

td=™)|" >omo>+—- 05" >
AK#Ee ¢ Pum@®@l <8 —REI | ¢Pmor td=™{" >@>ID% tqgA°
DL .fp. o= 1A five ® 05" d— | 8 —voKi i “=0 c0f ™9

ﬁ:] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name:

Database View

L
Add

Refresh

SESAdmin

Folders Keys User Tools Help

x & 8

Del Generate Key File

¢ El % ?

Install Filter Help

s

|, Folders

o

il All Folders
- Q Purged Devices =

- g Exempted

=, Recycle Bin

Profiles

Installation packages
,j Machinelnfo files

Logs

<

Remove the users from devices

SES Administrators |
wmj.local
i~y Domain Contrc

A Users | M Devices G Keys |?a Groups | | Falder Encryption Policies |g Diives
i i Iodified Created

Ium

S lanufacture

Num___UserID /| Firt name | _lastname ___emal
! = = =

0 Hiro

Devices Remove user from device
Access rights

Set Filter

Refresh

Modify User

3y Create Key File

Challenge response

Remove key file from device

FileVault

Remove user from  device ¢Pmmo|t” DmD L o3 A°

Access rights .t @ 4 -3 A°

Set Filter hei 2D ¢ 8 Ve & %3 A0

Refresh Li g pos eq A

Modify User "omod #Fwmgave

Create Key File 4 — 028" D@I—«(DNDmmi & # %3 A°
<! == fi J | SDConnex £8 ™ORN Dmmi &£ 1 48 -k 'K
> | ™ORN D #. ~wmfi A1 s -0d3A0

Challenge Response “D>@m>—Re: 2» 4 816 —dd<qdgzs Wt = wafid o
A9 D@D | 8 WiNdOWS O mefi mafi 8 - ™R e: > 4L

S

Remove key from device ¢ Pam@s|f & =3 A°

Set Device Owner ¢ Pum@od s A 8 — H>mod o= -3 A0

File Vault mac ¢ Pem® 1 —0 3" D#EA°
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5" DMI)K. RY° — 9 mmk - = ™=

"D®@d)Kk. RYe ~ | 85 Typeo — %Ne 5 A °
ADSync & [ =~ > @> & Active Directory % |kmmfi wd J A | 8 3 Regulars % ¢t 9 =™5A¢
#F—" D b - | 8 - N% z = =3 A9
Add User
LJser properties
= Type [Regul >
User properties AR | RELlE
a UserlD Auto Boat Password
% UPN name |Temporary
Member of DAY D User must change password at next logon
groups BemmEin First name
Email Last hame
Description Fhaone

Create series of “ | useraccounts
-

Regular : > %4 A{v E— >m>dID
AutoBoot: k' KD £8 L <sqne « ~wafi 02.KJXJ <A{  D@mOIDEA®
L= 0@ DL mefi)¢Pum®- A{<® -~ Regular “mmk — D@D ID% 4=

™= Loy, KD

IN

o] —#¢ % EA®
Temporary: k. f ©' afi~i 2i g Radfi Co8 s RaDfi Do 2 o3 A9

02 nd% A

IN

¢ Temporary — D@D ID | ¢+ Pem@®@% | 14 354°
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6.k ' KdoJkes:Ddoe PBConnex

SecureDoC « ' wme fi 4 | 8 LAN Nef ™| LANL [ vEes:D. — PBConnex 4 =3
A9 k' KdJ — r2%™M=8,. 301 6P am®r td=™]" >m>DL e—%|0n08 SES -~ t
=™ >@m2>IDL [ =. -fid 71#A°° D@2 % =V ID% D201 ¢ Pum@r ea™ 8K
dJ. ~ofik. ~' + | 8 SDConnex & == SES~ td=™| D+—- L 134

PBConnex & A{V E- |8 Kke NOwai — < —¢Pume<” Dmd>L A %N 3 A °

PC#—" >Dm> —

k' Kdostes:d2- — & e<s SecurDoc — «fi ) Wasfi J° D@D — ¢ P - ¥ ®F %
fe-oqdga-° PCo = —D2@2% A{¢Pmme-%14" D@D — & A< %E %
JANRS

= — L >20i ¢ Pumor sa™ <L
FkiKduskes:de L AlePme— 5. D00 r L - ™SecueDoc - ' wmr fi

J—wafi @ 20 L £A°
k.o f ©" sfiai i — % 8
s I Do not create end send down deploying user Key File 9

-

—HVEeWPe @Lofir oVamfi ® " 2o TfiRE *D @d [ =8 o' mm fiJ - SecureDoc - ' wmme fi 4 L
w—fi ® D1 A{<8. 207 ¢ Pum®- ¢ DN mmi | td 3 F° O NOwmi % 19 =™n ™/ ks

A —- 0D hDmm & AV E— IDIPW % o YFo

Installation package settings s
; Provisioning Rules
General DDU not create and send down deploying user Key File
= N
Key file Device Provisioning Rules
@ Enable a provisioning state so a3 to allow access to device until its owner has been identified

o (@ Davice(s) will auto-hoot to Windows logon
Authentication . i
(O Users can access device(s) at Pre-Boot using this Temporary user account

questions
ﬁ& = Mot selected = Browse
Users Owner Identification Rules

(@ Automatically identify owner without having to prompt user
LAY

[ Jdlow ofline icentification

Provisioning Rules

0cdJ KD
PBConnex | 8 02 J K2 Lowd s -3 A° SecureDoc - ' wm fi I % SDConnex < A <8 SES%o
DUKIL - tdVePmo| ki Kduzg— L <yMs L cmfity]is®H  £AO
SDConnex % ¢4 Vv LAN e Pam®% L 1qV 8 0odsKd)J<|okMe % <od3A4°
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6.1. Ko RO mm —

PBConnex &£ A { ¢ Pum®# | e k. hOwal - — %  #A
N e & Enable machine to communicate with SDConnex at preboot o & - =3 A°
<General options>  ->[Communication] -> [PBConnex]

& Enable machine to communicate with SDConnex at preboot

— s Communication o AL o 2 0§ ™9

SecureDoc options *

Communication

w Communication Settings

(Tl Usze SDCannex bo communicate with SecureDoc client machines

TLS encryption
Disable TLS ~

3}*31 Part rumber: | 7300 Proxy Settings Walidate server cerificate

Communication

2

¢ Communicate with server everp  |B0 = minutefs)

g Server List | 192168226 Add

[ Communizate with randam S0 Conmes server within priority group Werify host name in certficate

BitLocker
Management If o communication with server for maore than
@ 0 = day(z] - dizable users' access to computer
- 1] = comm. cycles - move device to Exempted Devices folder to prevent PEConnex authentication
Credential
Provider FBConhex
] Enable maching to communicate with 50 Connes at preboot
EXE] Device will locally cache PEConnes autoboat key file for, |0 = day(s)
Password [ Use Static IP Configuration from Client at preboot
Manager
n Nef| ™ | LAN —
<Boot configuration > -> [Network Access Control]
— & Network Access Conteol ok ooy ™9
Boot configuration settings X
& Metwork Access Control
Connection Seftings
General (@ Connactto SOCoRnex over Wi-Fi [ Hide wireless configuration at pre-hoot
= () Connactto SOCoRnex over wirad link Do not reveal passwords at pre-boot

Keyboard layout Wireless Settings

(AL Access point

Security Protacal  |[Open v

Encryption protocol |Nune

Control Credentials

Account name

FPassphrase Show text

802 1x Authentication

EAP method | Transport Lever Security (EAP-TLS)

Authentication type |Devme cerificate Use fixed account

Device Name format | The DS name of the local computer Add "host" to name

B02.1x Cert

Trusted RootCA - <none> Wiew

RADIUS server
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6.2. i Dk —

All Folders ~ | & # s AllDevice Group o <5 AllUserGroup ¢ % ¢t =™3A9 14 |f—=-iokd A
<8 =—¢Pem@®@< =—"D>m@dr- PBConnex — &£ A{ <% %A
Lt # ] e PBConnex £ A{" D@I<ePumod A{ —-iokd - -8 <SA{¢Pmmos”
mo i A .” AL =3 A°
[8] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin — (] X
Database View Folders Keys User Tools Help Secure
< = = = “— 5
Add Refresh Del Generate Key File Install Filter Help
| Folders A USEIS| M Devices |'\g‘ Keys | ¥ Gioups | Folder Enciyption Policies ‘ M Dives
SES Administrators Num Group Mame 7 Description
Ly wmjlocal H i o All devi kelong ta this group
Il All Folders 1 All User Group All users belong to this group
[ Purged Devices
g Exempted Devices
4, Recycle Bin
11 Profiles A Users M Devices | %, Groups
‘{‘J Installation packages Mum|  UserID Domain UpPnM % | First name | Last name email Descr
@’ Machinelnfo files
Logs
< >
Record(s) visible: 2, available: 2. Total user(s): 10. Total computer(s): 0. Total key(s): 4.
" SES— Cwafi 48 -12kd A hoi v 4 o3 A° ~8 Quafi -~ Nof| [Groups] =K
«' Pe o8 <Add> Wafido! pewqAse
fO] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O X
Database View Folders Keys User Tools Help Secure
< o R = — 5
e B X 4 WA ?
Add Refresh Del Generate Key File nstall Filter Help
|, Folders - Llsers| & Devices ‘L{g Keys *»_Z}i Groups ) Folder Enciyption Policies | A Drives
SES Administrators Num Group Mame 7 Description
L wmijlocal All D l¥js] All d long to groun
i Al Folders 1 All User Grou All users belong to this group
IS purged Devices
0 - # 8 [Group name] ~=iok ds ~ 0 = [Description] - 4 -3 A0
Group Properties x
General
General
Group name I
Description
Privileges
g Group's keys
Au.-toE.oct Key Narme On-Derna.
Al
kL
[y
.}. Femove
PBConnex Access
Policies Edit
%,
Member of
groups
JE.] D Users from this group (and sub-groups) will not perform secure moment during provisioning
Folder Encryption
Policies
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> o023, Ko A | 8

Quafi |4 & [AutoBoot ] = wm¢ fid o ¢ o ~8 [AutoBootvia PBConnex | — [Allow] ~ # ve <4 Js

- Nef <OK> Wafide! pooqas

Group Properties X
" AutoBoot
General
) By checking this option, devices inthis group will pass by SecureDoc boot logaon and
\ directly to Windows boot logon
Ny-
. AutoBoot via o
Privileges o -A
AutoBoot
=
PBConnex Access
Policies
SES - td=™| DLt ey : > # A | ®

O wafi |4 & [PBConnex Access Policies] * wm¢ fi <! & < =8 [Get Key File via PBConnex] —

[Allow] # ve<We- e-#ve-d ds - Nef| <OK> Wafido! eo aqne
Group Properties X
s&* PBConnex Access Policies
General

By checking this option, userwho belongs to this group has access to all devices in this

frad group and its subgroups and device which belongs to this group allows all users in this
group to access
Privileges Get Key File via o
Q IFEICaES [save Key File to dient machine
) Coeny

PBConnex Access
Policies

Get Key File via PBConnex

Allow Ao
Save Key File to client machine k' Kdosktes:oe. - =V 8 =V ID «2h
D—i L'!_. ﬁJ‘P—@I_ @=|A9
~EPLD . LAy | e wwvee oq Y0
& 9 DL [=. ~umfid 3] COdND i |
! i) 6P am®r td =™ stes:o.
so||'=|'|8u:):::'i So=|=|A9
Dey A
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63. ei Dk+—" >m>

EeJ:oe. 2 A" omod-ink- e300
o3 K2 &L A 8| — | £A°
n # eV aigkd =8 «five ® 0 8" D % [AddUserstothe Group] <! e< oq5A9
ﬁ!‘] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - | >
Database View Folders Keys User Tools Help Secure
s X & B A ' ?
Add Refresh Del Generate Key File Install Filter Help
. Folders A Users | M Devices |55 Keys | ™, Groups |, Folder Encryption Policies | B Diives
SES Administrators Mum Group Name / Description
L, wmjlocal 0 All Device Group All devices belong ta this group
1 All User Group All users belong to this group
|1l All Folders ' =
g Purged Devices M Add Group Insert
g Exempted Devices Set Filter
5, Recycle Bin
e] Profiles A Users M Devices | ¥ Groups ‘ Refresh r
1:11 Installation packages Mum | User ID Domain UPM 5| First name| 2 Group properties BsCr
/_Df Machinelnfo files % Delete Group Del
Logs I Add Users to the Group I
< Add Devices to the Group >
0 —lfee % 14 3A0° Cuafi |48 ~123k~- sv™ >@3>% A{hoi sd eq A°

Quafi 48" >moL =8 - Nef| <OK> Wafido! o oqne

B Select users X
=] Folders UPN | First name |Lt
v S| milo — /|
. SES Administrators 1 ktanaka wmj ktanake@wmjlocal &3] E
-0 winjlocal Q kaida wmj kaida@wmjlocal p= gl ft
-y Domain Controllers
| B
L) i
-0 wEm
< >
[ Display itemns from all folders
Records visible: 3, availabla: 3
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DK+—¢Pumo

EeJ:de. L A{ePmmed-iok- =3 A° 0-~idkr A" >md %=1 2k —e
P—Ql_' - & 9*‘78‘“ ||'el_Q=| =|A9
n oV ai ki -8 «five ® © 38" D% [AddUserstothe Group] <! e< oq5A°
ﬁ:] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O pad
Database View Folders Keys User Tools Help Secure
o B X & @ a4 = 2
Add Refresh Del Generate Key File Install Filter Help
| Folders A Use|s| M Devices |‘.lg‘ Keys | ﬂ Groups |, Falder Encryption Policies | A Diives
SES Administrators Hum Group Mame  / Desorigtion
L, wmjlocal 0 All Device Group All devices belong ta this group
1 All Usar Group All users helong to this group
il Al Folders ) =
g Purged Devices @ Add Group Insert
g Exempted Devices Set Filter
5, Recycle Bin
::",] Profiles A Users @ Devices | B Groups ‘ Refresh r
f‘J Installation packages MNum| UserID Damain UPN 5| First name| (5 Group properties pSEr
,]]f Machinelnfo files & Delete Group Del
Logs Add Users to the Group
< I Add Devices to the Group I >
0 —Feo % 14 3A4°% Qufi 8 ai DK~ oV ™M P o ®% == ™| hoi b -
3 3
A? Cuafi [{¢Pemoi =8 ~Ne| <OK> Woafide! peogne
01 Select devices X
=3 Folders
SES Administrators "
=] L wmjlocal
Domain Contrallers
FIfTER
HFSER
< >
[ Display terns fram all folders
Records visible: 1. available: 1
— 8
= |4
~idkr c=™|* >@m>|8k' KdI ~EeJD. # SES~ td=™| DL g
=, ~wafil # %] ferod3A4°02. KD — | 8 SDConnex < 8 . ~mmfisaodgAc

SecureDoc Enterprise Server Version 9.2 ! ho™ fi ev a7
© 2025 WinMagic Inc. AllR ights Reserved.




WinMagic
SecureDoc

6.5. “

® wfi

1]
®

KT KoJkes:de - - wfi o™ L 4y 8/ —= o pfi ) AL,

Pe# %y A°

v ® el

— o™ JL

n
4
<

1]

LS “q A
n SES—o0a° 2P |{¢

[Tools]
I

-> [Preboot Network(PBConnex)] -> [PBConnex Global options]

Pe =3 A°

0 —¢ P om0 — ¢ Pum®f ® o = i i =V DL e oA A =300

-8 <Save> Wafido! po g

PBConnex Global Options X

Allow/Deny Precedence:

Where conflicting PBConnex allow/deny rules apply for a user/device combination, the following settings define
rule precedence. For greatest security, accept the default.

Deny access where rules conflict (default)

Allow access where rules conflict

Failed PBConnex Login Lock-out Rules:

(O Users are allowed unlimited attempts to enter valid credentials using PBConnex login (not recommended)

(@)Limit number of failed PBConnex login attempts (default)

Lock out user, and notify Admin/Security by email after a maximum of:

n consecutive failed PBConnex login attempts on any client machine

ﬂ consecutive failed PBConnex login attempts on a single client machine

For SMTP settings, please run SDConnex Configuration and go to "Alerts"

Windows AD Authentication

DAuthenticate user against Active Directory

Access for Computer Users

[]Allows PBConnex access for users assigned to device

Save

Cancel

Failed PBConnex Login Lock -out Rules:

U Users are allow ed unlimited attempts
to enter valid credentials using (
PBConnex login (not recommends)

ID)R®: D) — 4 -

“13%)

£ %9 A°

U Limit number of failed PBConnex login ~ i — 4

attempts (default)

u(0h<>i 1)

Lock out user, and notify Admin/Security by email

XX consecutive failed PBConnex login
attempts on any client machine

after a maximum of:

— ¢ P mm®% -
o L g
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XX consecutive failed PBConnex login

= qrveaiqqa
L —oke Tfid
| ® SES< Active Directory —
>@>— ID |
9 8 Windows ) © mafi # L

a

2 o]

~A{<®” >m>— ID)R®: D)
FHVEeE-tdgA°
SES¢ D a4z)D @&r

¢ P am®F . = i 4 -V kDL e
attempts on a single client machine A A oq A9
Windows AD Authentication
Authenticate use against Active Directory ¢hoi —oh#|®” >m>— ID)R®: 2» | SES

= e 20

%Ne 5 A ®

Access for Computer Users

Allow PBConnex access for users assigned

L —oko Tfid

to device

| coe” D@

A <® AutoBoot | -1 >k —
2/¢ Pum®— - #01 <%#%yA

S

9
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n  SES—o0a° D2PO |q¢

[Tools] -> [Preboot Network(PBConnex)] -> [Reset User i s Failed Login]
L. i P w =3 A9
0 —feo % 1d38° Quafi 4. et v D2@2% 1 =™|hoi pd s
"o@EOL c3A° Qumfli - ¢ Pem® <. - i Y% 1434 — ¢ Pum®%. P14V
8 - Ne| <Reset> Wafide' ecA{<eID— 2% 145A4°
B | Reset User's Failed Login *
E|"'. Folders Computer /| _Failed Login Times
; _ SES Administrators I Ksuzuki-PC 5 I
BQ,,,L, wimj.local
*4&- Domain Controllers
& EELR
2
! - ksuzuki
'g mwada
tookawa
L HEsER
Reset the selected user's failed login on selected computer
Reset User Reset the selected user's failed login on all computers
Reset All User  Reset all users' failed login
L P e -~ ™= | 8 _iji£ <=0 00t T™™O
<Reset> Reset the selected user 1 s failed — ¢ Pum®% 8 VT D@D —. - wmfi ALi
login on selected computer v Py =8, ped =3 A
<Reset User> Reset the selected user is A==—¢Pum®% 38 =V? D@D —. = wmfi 4
failed login on all computer Fypy o8, ped =3 A°
<Reset All User> Reset all user i sfailed A==—" D@D —. =~ wafi Li yp) w8, pod
login =3 A

0 [Confirm: Reset failed login number on the selected computer to zero for the selected user?] < ™E b

.. =Y tdlga—z8s <] m> LT el g0

- 0 wnfi ~ t 4

D) FE. - wmll £ %] %

™/ Pum® %e' = tdgA° “O@I—. E-%

«:»=|A9
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7. Jro el

SES

71.7 >@mO>QOw)d.
A - >m>—Re:>d>» dJ+4- B
“om@my) %R e: D o= e[V 8 w7 i
¢ Pam®%t PJ D er td=m™ | oo
n " omdr3Kk! KD #5 [Re: D4
PSS UserlD (Enter for default..):| /|
SIS password:
0 t=<i’ " fi o ewfi @> Wafido! po o=

a—-#-ID:  User01

Ty VID: 9FFFC879C3FD97CIC303A1492C28996A
N FrelUUl: 707CE7 94 D2FS 2F

LARYAfE: |

fi @ ewfi @
o " ewfie ~|ff=8toPl%n zA°
- Re: 2"  oPT —owd1 % #A®
4 1ot eeaffer 740

priD (Enter for default...) :

FrLoILARIR

> SES | e” >@> %k - td =™,
28/ —IDL <340
" “omod T pe w8 [Challenge response]
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vooH' T fi o& ewfie % 1dgA°0# =™ w " fio 4L >@md -

[Challenge] - =3 A°

Challenge and Response

User D Userll erify:

Device Info Detault .

User Authentication

Question Answer Edit

RMCE Recovery parameters

RMCE Recovery Key: Search

SecureDoc Challenge Response Recowery

Challenge: |[70 7CE7 84 D2 Fs 2H | | (CgetResponse D

[JUse numeric input (Challenge 2) /v

Response: |

Exit

P t =8 <GetResponse> W=fid.' 2. A{ < [Response] " owfi® % 14 3A4°

SecureDoc Challenge Response Recovery

Challenge: |?D JCE794D2FR 2F | l GetResponse

[JUse numeric input (Challenge 2)

Response: | 24838233 1c 606852 dd9c25 |

t " omo-" ewfie &L 43 F <o cwmfi> ot e o= Ly A

User01
X VID: 9FFFC879C3FD97CIC303A1492C28996A
Fv LfE: 707CET7 94 D2 FS5 2F

LR 2 f8: I 70 83 82 33 1c 6d 68 Se dd 9c 25 I

(T (OO
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U WINdOWS - Ommfi mafi A <8 R®: 20 N ™| PIN— & Abwmro =% 14354°

<OK> L. Pe=gA°®

SDIHO-)lA79- *
Secure
ST —RBDUH RSEFTFLEEED, LT EAD-E/PINE
TEILENBOES,

= Re& 2»Nf ™| PINL A{vE- 3% 1d34c°
“o2@> r|f=8 ~™Re:D)Ne ™| PINL 8 <OK> L.f po g
L ER S I N B P &
$-T74VETPM + PINEEIETES X
Secure

F-p L EIRETDEMIZ, FLLPINESREL TS,

SecureDoc3 —H—:

SecureDoc TPM PIN:

TPM PIN%EREEDLEE:

PIN %5507 d5: | PIND&- |- 354 PIND& & &

QK

val=m ~hr=e dd % oqqac

W R@® 1% tdVs™Me . c0E¥d 0% t1dgA—%8<OK> L.l el g0

w = i ||>=|8 @TMRQ::)),£ =3 A°

SecureDoc >

Secure

SecureDock =27 JLO{FFEATPM + PINCEEEL,
Flite OHAFREER. FLOPINEERLTHE

sl % of %N 94

o
.
n
4
=<
==
1
=
—
n
©
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FAR®: D) — <8 =™ - =9 o0t ™9
A UEFIBIOS — 4% #°8. eetq=o3 ™y oV
L 4=~ %9 =<° SecureDoc | 6 <Sqo0e=8">@m2IDL . oqA0
Mnd - k. e-- 8* JmD %R ®: 2L o= o[V < dgH'"fio " ewfie o
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7.2. SecureDoc ¢! wm= fi ) ¢ P am®—

A ¢ P em®r ¢J||ETM'"K... hD-i—L ey ™

SES«fisai |8/ 4 - J—<' amfiJ¢Pamdr td =™ ke NOwai & #%3A°

SESZ k. NDwmi — &£ v 8/ 4. d—c! et i) ¢ Pum®r td =™ ke ROwai %
— L1y — L3l SES«fisdi # £ %7 A°
SES— [Devices] aK %8 oV ™o P amod -3 A°
F;] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O hd
Database View Folders Keys User Tools Help Secure
Add Refresh Del Generate Key File Install Filter Help
=- | Folders A | & Users | 8 Devices  §f Keys | B Groups | | Folde Encypton Poicies | M Ditves
----- SES Administra - L Pfi\e .
C e wmilocal 0 | TR I0T7A
iU Domain Co
bl RETEER
[Profile] — = K ~ Pt =ke NOwai % = wmt i) ¢Pum®r td =™ Ke hOwmi 2A°
[Modified Profile] —— = K r t 4 -= ™= | 8 —<%{#A°
s UptoDate ¢ : SESr Nof K hDwai < 0 —Ll—3% td=m™mgAce
s OutofDate o : SESr Nof ke hDmmi 4 L ™K. hDwal %/ —¢ P um®r | td=™3A0
SES #K. NDwmi & oV %8/ 4 %' wa fis - td=™a™ A
Ko WD — 4 L c=mMa ™ gz ls Kk, RO # <Save> L.' e.A{<s
! - i td =™ ke ROwi < | % o4 —#. OutofDate o 64 3A°
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A ¢Pmor QETM'"K... h O e 4L oV ™ hot s
hoi e o= ™| ¢ P um® =8 —ku hOwmi — d s oy —Ke RO i & A
hoi b £8/ | - =™ ¢ Pum®| = 0Kk. B i LAy — £A°
N SES— Jwfi ||'=|8K... h,l:‘—'L =V ™o P um®%s A‘”h,()' b d sy po—cfive @i o
5* 2 Y% |- [Assign device profile to devices] L_tpooqne
(0‘] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin — a X
Database View Folders Keys User Tools Help
< 74 PRI — "= - [ V)
ol ¥ X s @ [{
Add Refresh Del e KeyFile nstal Filter Help
= |, Folders A Users M Devices |j; Keys | -45 Groups I ) FulderEncwplim Policies | M Drives |
SES Administrators Num User ]D Dnmam Name First name Last name email
h‘ wmj.local 1 kaida kmda@wmllnca\ ol i) kojiaida@winmagic £t
iy Domain Controllers 2 ktanaka wmij ktanaka@wmjlocal 23] B+ kenjitanaka@winmag
2 skohayashi i skobayashi@wmjlo TEZ J)FE shojikobayashi@winr
=) Add Folder Insert l
M Add Group
2 Folder properties f
m All Folders j prep N
- ) Member of groups
g Purged Devices
-7 %) Delete Folder Del
g Exempted Devices ) .
‘:: Recycle Bin View Audit Log >
&) Profiles 3 Activate auto-boot
£
1;1 Installation packages @ Reboot devices Serial Modifled Unique 1D Created
=4 q M"""" 2022/09/15 &07:23 | 5407474336c1093d 151792621 7dech3? 2022/09/16 1:09;
Jy Machinelnfo files ., Lock devices = G <l /
+ Legs I a® Assign device profile to devices I
Cancel all active commands
>
e
°©  Ku N0 mmi % 14340 eV ™K. RO wai 4 =8 <OK> Wafide! pooqno
# | Select SecureDoc profile x
Profile name Comments
_ 7724 b70771 )b FRRET A
T LI-hreEtt FLI-DRETEAA SecureDol
< >
Records visible: 2, available: 2
View/Modiy profile Cancel
- 1 . .
o ROi b — SecureDoC - ' wme fi J | 8 & SDConnex < — ke NOwa &£t {340
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A ¢Pmor == TM'" Ke O wmi 4L V™ ¢ Pum®
¢ Pum® #8 —Kk. ROwai & A =V —Ke hDwal & -V A
n  SES— [Devices] ¥ K#8 k. h O mmi i oV ™¢ P amod sy po—«five @ 07" dY%l|e
. . . . i
[Assign device profile to devices] Lot e =3 A°
m SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - [m] x
Database View Folders Keys User Tools Help Er Modify device info Enter |
it + X a4 - ? |8 Deletedevice Del
Add Refresh Del nstal Filter Help Move to Folder...
= | Folders U*(s I - Dew es W Keys | R, Grol View Audit Log
SES Administrators Num Device Name / Manufacturer View SFE Log Deployed State SFE
I LENOVO yed
A wmilocal View RME Log
By Domain Controllers Set Filter I
p— i
L‘ BRH Refresh I
53081
- = Add keys to device
- ) A%  Add ysers to device
All Folders
- l)*; Assign device profile to devices ]
a Purged Devices
g Exempted Devices _ Assign folder encryption pelicy to device
= 2 M f
& RecycleBin = 4 lember of groups N
<TJ Profiles Create emergency disk
¥
1;1[ Installation packages Num User ID / First File Ouwner
Jy Machineinfo files " Hiroyuki Tanuma@winmagic Mark as parent device Yes
v 1 SDAdmin X o
) Logs A Activate auto-boot
B Reboot device
< >
. ., Lock device
Assign SecureDoc profile to all the selected devices I
i T i
°©  Ku MO wmi % 4300 oV ™K. RO wai 4 -8 <OK> Wafide! pocqno
i Select SecureDoc profile b
Hum Profile name Comments
R0 1 F a0 ) s
1 T L=t FLI-DRTIAA Secure Do
< >
Records visible: 2, available: 2
View/Modity profile Cancel
1 . .
> SecureDoc « ° fis|e & SDConnex < — ke NOwai & 1 4340
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A ¢Pem®r o= ™| k. hOwa & 2 V™ P ume®

' w—fi P am®r K. hOws 4 SES# oV 8 A ' =mfiJ ¢ Pem®@—Kk. h
Dwai 4 2 t 3

A —Ke hOwai % 14 =™ =—¢Pwmor Y%Ne| —# ® 0 % EA®

n —Kke RO wai 4 A & —  LxmioamgAe

SES—o0 5° 2 PO %8 [Tools] ->[Options] & eq A0

F:] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - m] X
Database View [olders Keys User ﬂelp
al & X a v ?
Add Refresh Del Ge nstall Filter Help
o [General] & w%3A°
s & Automatically update device 1 s profile settings when profile are modified o m M wep o4 Jl 8
<OK> L.7 e o aqA0
QOptions X

General

P

General

s

['When moving user or device to a different folder, also move all related users, devices and keys

[C]'When moving user ta recycle bin, remove user key file from all devices

Rt [[] Delete diive information when computer is deleted from the Recycle Bin
Server's RSA [ Hide Machinelrio files after extraction
keys [ Rename old key duiing extraction from machine info file
d ] Enable "Crypta-erase device™ remate command
{\G_;f [ Automatically update device's profile settings when profiles are madified
Authentication Show top 1500 : records in table views
=i Password recavery length |10 + [the length can be from 8 to 32 bytes: Longer values
¥ afe more secure
KJ Command Expiry |30 : day(s)
Key file options Delete commands from history |10 : day(s) after expiration date
_.(J.'<.‘ Use SDConnex to communicate with SecureDoc client machines
V7=

] Allow duplicate User Names - Duplicated user names will not be automatically resolved

O Users may also login using SAM, UsedD@domain.com [UPN), UserlDi@domain, DomaintUserD,
Domain/User D formats

[ Use taken pratection as default protection type

R
censes Default token type for new users | iKey 2032 ~
b Password rules
Device
Authentication [ pisahle AD folders stiucture Browse for oot folder
Certs ; 5
[] Do nat impart groups Key Usage 0 Configure Key Usage

Cancel
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° —ke RO wi & oV ks <Save> L.oF p o wq A0

SecureDoc profile *

Frofile name  ||s=lGl |

Comments |?3‘71'be‘ - TP/ 350 |

Twpe |SecureDoc Enterprige forWindows |

Profile data
General options Boot text and color Boot configuration
Authentication guestions Fart Cantral Disk access control

Edit manually Cancel

-

" l—Ke hDwal |2 - «fi)” D@D —¢ Pum®@ =™ —2%¢
tqqa°

<| msdot el aqA0

SDDB

WARNING: This Profile is currently in use by one or more Users or
! Devices. If these changes are committed, all affected users or devices
will be updated automatically.

Confirm: Commit these changes?

s & Automatically update device 1 s profile settings when profile are modified

™N M RO T S —  #|8 k. RO mm — A& ~= <Save> L .1
1ANE o i) ¢ Pum®r 14 =™Kk RO i |
v SecureDoC - ' wme fi ) | 8 8 SDConnex < =V A Ve RO i
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A SESZe' wm fiJj¢PmmO-%i0fv — 4L oV ™

. - 1 - i a !
% SES «fi 621 28 ¢ wmt fi ) ¢ Pum®—K. N0 mml ds- >mod . 028 o wt

fi)oPem®- =210V — L  A{i<nERIAC
n  SES— [Devices] aK %8 oV ™o P amod eq A0

l:;] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O X

Database View Folders Keys User Tools Help ecureDOc

& x & B® a4 T | 2
Add Refresh Del Generate Key File Install Filter Help
). Folders A [ & fsors | ® Deviber 9 Keve | 2% Growps ‘ )i Folder Encryption Polcies | 8 Diives

SES Administra Status Mode | Last Communicated
- LA wmjlocal Is in ul 20NBGT O1 20; 317
Domain Co
EXE
e
KRR

IP Address Part Profile hodified Profile
= = FoA R30I Ukt & e

‘Version
f Date 020052

5119, i1

EEEE

o yre— - e-r|{five ® 05° > %8 [Showcommands] L.' E. oqA°

=4 Activate auto-boot
B Reboot device

B, Lock device

Show command
Cancel all active commands
Save to file

Check PBConnex Access

Intel AT 3
Lenovo Hardware Password Manager 4
° f % 1s30°][C d Do fi = i) % EWE
v fi) (] ta 9 [Command] e e i) v fid 99
B SecureDoc commands X

Commanl Creation time Status
profile | 11:56| Bxacuted | Ok |
Add DEK file ""SDAdmindbk”, UserD 2022/10/22 1156 Exscutad
Add DEK flle “KF9256 dhk”, UserlD “£ 2022/10/22 1156 Executed
Remove key file , UserlD “SDAdmin”  2022/10/22 1155 Bxecuted
Import Device profile 2022410422 1145 Executed
Add DEK file ""SDAdmindbk”, UserD 2022/10/22 11:20 Exscutad
Add DEK file "KF3277 dhk”, UserlD “£ 2022/10/22 11:20 Executed

Execution time
Q

2022/10/22 1156
2022/10/22 1156

&Yy D 4 ®

®v D 24 &

Delete Modify Refresh —

~—
v

* e e fil ¢ Pm@%Bevfird 1 4 t 44 < ¢ [Status] % Executeds < td e/ — i

»— % A < [Execution status] s OKgy < td 340

v wofiyed 9|8 <Close> L.' p. g0
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A SES -~ t 4 =™

"omEO Loy | 4P el oy ™
[Search] #° SES~ td=™" >@o>d ¢ Pumodl #%yA°

" SES—0 A" D PO Y| [Tools] -> [Search] L<' ¢« oqA0

ro'] SecureDoc Enterprise Server SQOL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User na... - O X

Database View Folders Keys Qserelp gSecureDOC

a v X & B 4 = ? -

Add Refresh Del Generate Key File Install Filter Help

0 05" 2% td34°
D@D OF ¢ Pum® OF

Search |

Search Options
Mmain UPN
Search B /
Search For

| |
() Match walues exactly }

(@ Match walues cortaining

First Name Etdail

or

hedi

In Fields UserlD
[ 1Domain
Jupn
C1First Name .
[LastName
[ 1EMail
ClPhane

o

[Search By] %8 A [Users] & s Devicess & s Keyss ¥ | o3 A0
° [Search For] - oy ™ 4 o3 D

o =|\/| dL -8 <Search> 4. Be o3 A°
3 Match values exactly nnn

3 Match values containing nnn

o —here % iqqac

Search X

Search Options
UserlD Domain UPM  FirstMame LastMame EMail Fhaone

SeerchBy T I N

Users ~

Search For

|USET’ ‘

() Match walues exactly

(@) Match walues containing

t tdve 4 o@moLsKi < peA{<8 SES— Qumfi - % 1dl3ac

X] Wafidel po o=s Weeeol gqA0
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A o mmfi)] ¢Pm®r JD!DL ey ™
n - - 5mod =3 A°

Quafiz A{ R0 bd Fo & Quali— zZvre— ' eczdfiveeoson 2L oo
[AddUser] &<' pe ogqA°
ﬁ’] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User na... - O ped
Database View Folders Keys User Tools Help Secure

@ * x ) o) & ' ?

Add Refresh Del Generate Key File Install Filter Help
| Folders A Users M Devices |‘{; Keys | o™ Groups | | Folder Encryption Policies | & Diives |

| SES Administrators MNum User [0 S Domain MName LIPM First name | ast name

fo s N I .

L wmj.local 1
&y, Domain Centrolle

L Ex8 =1 CAdd User Insert

SESAdmin

) i & Modify User Enter
® @B & Delete User Del
\11) All Folders
g Purged Devices Move to Folder...
g Exempted Devices View Audit Log
& Recycle Bin View RME Log
21 Profilac
o Type | 8 s Regulars & 1 8 UserID < Password & e3 A0
s @ User must change password at next logon 9 | 8 Re®: D) — EAN
£=|OTM |hHVE-£ o3 A°

#8 5 AdminRights o & 13 A0

Add User

User properties

Type |Regular ~
User properties e
% UPM name
MEmBEron SAM name OUser rust change password at next logon
groups Domain First name
Email | Lastname
Description Phane

Create series of + | useraccounts

Use this screen to manage this user privileges on all hisfher devices
Use groups to manage privileges of multiple users on multli\e devices

Directly Assigned Privileges: O User Rights dmin Rights
Modlfy Password Modlfy Profile Cnnvert Removable Media
Modlfy Rey Sele:t Profile Cnnvert Hard Disk
Expon and View Key Conﬂg SFE Dlsklntegmy Check
[]iew Transaction Log [¥] Create Emergency Disk

[C]Exclude from DAC {password sync should be enabled)
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¢Pum® 8 "omod A

N [Devices] =K% |te ¢Pmmol 1 el g0

«five ® 05" D Y%lks [Adduserstodevice] -7 e. oqA°

F:] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESA.. - O pad
Database View Folders Keys User Tools Help Secure
‘ - =:.:v‘ PR = - =
& * ?( '(;} r% & Modify device info Enter
Add Refresh Del Generate Key .
& Delete device Del
Folders A Llsarsl M Deviees  §f Rews
SES Administrators Num | Device Mame Move to Folder.. am | Pl Wi
L wjocal | =5 OPEUEGIE View Audit Log - TL'D'
&y Domain Controllers View SFE Log
o
% B View RME Log
W i _
U vz Set Filter
L1 All Folders Refresh
Purged Devices # Add keys to device
Exempted Devices
.. Recycle Bin
:] Profiles »% Assign device profile to devices
J Installation packages Assign folder encryption policy to device
°o “o@md-— % 1440 “omod o8 <ok> LT el oA
| Select users *
=8 Folders L ; Num g ;|- 1D /___Domain Name UPN i
! wdministrators 1 I
=0y wmijlocal
! L, Domain Controllers
ol B
-y fRPTER
Ly HEFSER
< >
[CDisplay items fram all folders
Fecords visible: 2. available: 2
a
— ¢ Pum®r 8 >mod A
s SecureDoc Enterprise Server Version X.x cmmP v mafl @) D1 © mm) o
s 128. hoi »— L 1= ID — d - ok ooy ™9
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A 8 o= ™A MY P um@dt oy ™™
-V ~ 8 ¢ P um®% SDCONNEX < L tdo™ 8P wmor oz ™y MRt el =
SES « fi 8 2 7 — [Purged Devices] r =3 A°
G = 8 e3Vv| hodwesdvV —Nof ¢ Pumo@d  #%qA°
[Purged Devices ]| —+¢ P wm®| & SecureDoc ' wm? fi @4 e=™Ma ™M a1 d 8 —ePeme—V E-/ ]
F—' waifi @ <3 A®

" SES—o " 2 P> |4 ® [Tools] -> [Purge Devices] . e. <5 A°

Purge Devices — % td3Ac0

Purge Devices X

Scheduled purge

Run automatically on SES exit EEY |2 day(s)

Mext scheduled purge will run in 32000 days

Purging rules

Purge devices that haven't communicated for more 365 : day(s)

o _iji£ == <=0 o0t T™™O

Scheduled purge

Run automatically on SES exit X day(s) SES «fi 521 — 8 XX -RD ol A e
®: 0 D1 —3A°

Purging rules

Purge devices that haven 1 t X X o= ™y ™y P @l Purge Device h O i b -|-
communicated for more the X day (s) =3 A°
<Start> W= fi =3 A°
¢ P =m®% Purge Device < «= td V%, —  Ho™ 8/ —ePame@d %A
[Purge Devices | Ys|-¢ P=m®d - ' e . -8 [Restore selected device(s)] L T
1 VePmo| 8! mifieo— L oqA0
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A SES %l L oy™
SES|F{¢” >mod e Pme o>— L Afi<%ERIAC

N SES— Qmafi |48 V™ % gd{hoi skl e eqn0 V™ % o34

4K 11 #| 8 [Devices] aK L. e ogAe oy ™ AL g A
FD] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDE, User name: SESA... — O x
Database View Folders Keys User Tools Help g SECUI’EDOC
— ) N Enterprise Serve:
" 4 x o o -4 ?
Add Refresh Del Generate Key File Install Filter Help
= |, Folders Y Usersl M Devices ‘“ Keps ‘ li?'_. Groups | | Folder Encryption Policies | A Diives |

SES Administrato
, wmj.local
=4 Purged Devices
g Exempted Devices
‘-5; Recycle Bin
] Profiles

p,L.‘] Installation packages
,Jﬂ Machinelnfo files

0 ey Lo Ly gs el o=8 (five 0 05" DW%| [Savetofile] L. e . oy

A9
®. Lock device

Setup Port Control

Prevent Login to Device(s)

Cancel all active commands

Save to file

Check PBConnex Access

> < 48t hOm £ o= <OK> Lo po g0
Save to file Options k4
Folder: |C:¥Program Files (x88)¥WinMagic¥SDDB-NT e
File name: || | (=)

Save Column Headers
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A . od oy ™
SES Quufi — [Auditlog] # |8 «' wms fis 4 SES— . 2% 1d34°
" SES— Qmafi |48 [Auditlog] = mm¢fide? pc o3 A° Quafir. ~% 14540

f°] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDE, User name: SESA... — O X
Database View Folders Keys User Tools Help Secure
- = i = " 5
" * x & B | ?
Add Refresh Del Generate Key File Install Filter Help
=2 Folders
SES Administrato Ium Application 10 Diate W - Status
H eDoc Enterp 5 5 36 | LUser "SESAdmin” login to "SESDE” dSu
L wmijlocal 72 SecureDoc Enterprise 2022/10/23 11:23:03  User "SESAdmin” login to “SESDBE” d Succeed  SESAdmi
All Folders 71 SecureDoc Enterprise 202210722 23:0454 User "SESAdmin” login to “SESDE” d Succeed SESAdmi
il ) 70 SecureDoc Control Ce 2022/10/22 123258 User “Userd1” login on device “DESK Succeed  UserOl
2 purged Devices 6% SecureDoc Control Ce 2022/10/22 1233258 User “Userdl” key file protection typ Succeed  UserOl
EL Exempted Devices Jat:] SecureDoc Enterprise 2022/10/22 12:31:37 User "User01” performed challenge re Succeed SESAdmi
TR e Bi 67 SecureDoc Enterprise 202249 0/22 122706 User “Userd ™ performed challenge re Succeed  SESAdmi
& Recycle bin 66 SDConnex Communics 2022,/10/22 11 5644 Device " DESKT OP-EUBGIB3” prper Succeed  SES Admi
*,J Profiles 65 SDConnex Communics 20224 0/22 11 5640 Device " DESKTOP-EUBGIES” proped Succeed  SES Admi
'"'f‘J Installation packages 654 Secureloc Enterprise 2022/10/22 115620 The Icrlarrafjum of the cumma!rnd "Ilmp:rt Succeed  SESAdmi
’ ] 3 SecureDoc Enterprise 2022/10/22 1156:20 Profile "7 27 )bh 0771 )" assignme Succeed SESAdmi
2 Machinelnfo files 62 SecureDoc Control Ce 2022/10/22 115610 User “SDAdmIn” key file was removec Succeed  Ussri
Logs 61 SecureDoc Control Ce 2022/10/22 115610 User "SDAdmIn" key file was added to Succeed  User0l
: G0 SDConnex Cammunics 2022,/10/22 11 5608 The creation of the command ™ camm: Succeed  SESAdmi
«¥] Audit Logh 59 SDConnex Communics 2022/10/22 115608 Key file " creation for user "SDAdmi Succeed  SESAdmi
58 SDConnex Cammunics 2022,/10/22 11 5609 The creation of the command ™ camm: Succeed  SESAdmi
57 SecureDoc Enterprise 202240722 11553 Folder " B3 ER" update Succeed SESAdmi
56 SecureDoc Enterprise 202240722 115530 User "SDAdmin” assignment to compl Succeed  SES Admi
55 SecureDoc Enterprise 202210722 115520 The creation of the command “Rermoy Succeed  SESAdmi Y
< » (15 P
0 —0a° 2P | ¢ <Filter> L Afss. a4 A sHmERHRTAC
B | Filter Active Audit Log X
Application [ALL e
Action [ALL ~
Object of [ALL] w MNarne
Fef Ohject of [ALL] ~ MName
[ostelogged  fom [23 102022 0707 i | 0 [zinomz oo
Filtar:
Carcs
> [Application] % |k s SecureDoc Control Centre o 4 =V 8 g o3 gu = oOfi o < ™™
. 3 |
J Vemzfis % 14300
<Clear Filter> & .' pcA{g#°e SES«fi s2i — | hei 2> -k = % tdvVgg-

of =™ 1<~ “=0 i ™9
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A SES DL oy ™ Re:d»  oP! —q—
<A SES -8 — L A <s%EHYAS
Re:d» ' oP! —qd 2% 8 —hoi b—g— ozd AL <%HERgAC
< -=8 SESwmfi ®J 21 —3 — (ORDwai £ A4 -8
s I Allow user to add other SES administrator So m#veed d =248 — SES - 4

—
Il

= ™ %Ned 3 A° 1 —  %td=m™Mg™ & — SES L AL <%#E %y TE°

Administrator access rights X

MAIN ADMINISTRATOR

UssriD [SESAdrmin |

User's default key ‘AES . |

Access rights

Only allow access to the "Password recowveny” feature ] Arccess To Folders

Prewent access to the AuditLog
[JPrevent use of remate control

Presvent access to Sel-Help answers
DAHDW userto add other SES administrators
[“] Access to global SES setiings
[v]Access to SD profiles
Access to installation packages
Allow deletion of encryption keys

Current: Full Access
Current: Full Access
Current: Full Access

Current: Allowed to delete encryption keys

Save Cancel
N SES— Qwmafi |48 [SES Administrators] h o i »d o3 A0
[Users] = K#8 adi Pd>— [Add] &£.7 p o o= " omo 4 =3 A®

°© “>@md)—k. Rv- % td34c0
[Type] | & Regular & 8 [UserID] < [Password] <t o3 A0

[Following keys are associated with user] £ <Add> L.7 p. =3 A
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Add User

LJser properties

User properties T IRequ\ar = I
2 e | R —
n UPN name
Memberlof SAM name User must change password at next logon
groups Domain Firstname
Ermail Lastname
Description Phaonge

Create series of 2 useraccounts

Use this screen to manage this user privileges on all hisfher devices
Use groups to manage privileges of multiple users on multiple devices

Directly Assigned Privileges: (@ User Rights (O Admin Rights
hodify Password [CMadity Profils [ convant Removable Media
[idadify key [ select Profile [ ConvertHard Disk
[ Exportand iew Key [C]Contig SFE [ Disk Integrity Check
[Jview Transaction Log [(Jcreate Emergency Disk.

(] Exclude fram DAC (passward sync should be enabled)

[(User Key Fila(s) will he protected by taken Userx503 certificate
User's token type iKey 2032 Add Delets Wi
Following keys are associated with user
Key Name On-Dema. Add ‘
Femove Keyto protect user record in SES database
Edit AES WhdJ ~
Create Reset Exit

> [SES Administrators]  h ¢ i 5~ Ne| SES— 4 e=8 <OK> L.7 po wqAe

B Select keys K

=2 Falders Num |Key Name / | Key Tvpe Prote

| SES Administratars

) wimj.local

[ Display items from all folders

Records visible: 1, available: 1

Cancel
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- % 1 visd o=8<Create> Wafid.! p. cqA0

Add User

LJser properties
Type Regular ~

User properties

" User|D [PRadmin | P—
P‘ﬁ‘ UPMN name
Member of SAM name [[] User must change password at nextlogon
g Domain Firstname
Email Lastname
Description Fhone

Create series of “ useraccounts

Use this screen to manage this user privileges on all hisfher devices
Use groups to manage privileges of multiple users on multiple devices

Direclly Assigned Privileges (@ User Rights () Adrmin Rights
Modify Password [CIMoadity Profile [ Convert Removable Media
[ Madify Key [ =elect Profile [ Convert Hard Disk
[CJExpart and isw Key [l config SFE [l Disk Integrity Check
[wiew Transaction Lag [C]Create Emergency Disk.

[JExclude from DAL (password sync should be enabled)

[CJuserKey File(s) will be protected by token User %509 cerificate

User'stokentype: ey 2032 Add Delete Wiews
Following keys are associated with user
Key Name On-Derma. Add ‘
Wb False
Reiese Keyto protect user record in SES database:
Edit AES W] ~

Feset Exit

E- =8 «five ® 05" D% [CreateKeyFile] <% 6. o5A°
—L_xi,

v V' omoid
<Browse> Woafide! o o= ¢ DN mm — 4k ~3A°R® D) | DBr

33 A{ Vv k-8 ¢ & Applyuse password from database o L # ve < 8 <OK> Lof g g A

Create Key File

UserID |P¥Fadmin

Key File |CASESKeywPWhadmin dbk ‘l Browse I

Store file on token

pply user password from database Protected by
(@) Password
(O Taken

Password
Confirm Passwiared

Change initial password

[[JAsk userto comvertto token pratection

Tokentype ke 2052

Protection method | Lse token RSA keys

[JKey Fila will be expired on (2022410424 with warning a : day(s) earlisr

P & Key File successfully created. (ONOwmi % 14V S™E bumrw =% 14 50—28

<OK> L.t el oqA0
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t  SES—o0 5° 2 P> |4 ® [Database] -> [Accessrights] L' ¢ oqA°

[3) SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESA..  — ] x

©Miew Folders Keys User Tools Help

& B A = ?

Generate Key File Install Filter Help
Key File Info A Users M Devices “{g\ Keys | ﬂ Groups ‘ . Folder Encryption Policies ‘ A Drives |
MNurr User D S Dornain Mame LIPN First name | ast narme
» nin [ R I
3 1 S0Admin
Change key file password 2 SES Admin
Access rights
Exit
| g RTED
U <Add> Wafido! b e VeI RO mmi & “q A
Users having access to the database X
Foot InUse UserlD Key Name Add
= * SESAdmin AES WhiJ
Edit
Delete
Close
> Key fil d : AL =8 <Login> Lo Ae
[Key file password] -rRe®: D= == ogin> =<' P« =3
- 9= 4L -V 8 <Save> Lo' poogAv
Administrator access rights X
ley File passwaord |\ ‘ | Laogin
UserlD [PWRADMIN |
User's default key ~
Access rights
1 0nly allow access to the "Password recoven feature Access To Folders
[ Prevent access to the AuditLog
D Frewvent use of remote control
[ Prevent access to Seli-Help answers
[ JAlows user to add other SES administrators
Access to global SES settings Current Full Access
[MlAccess to S0 profiles Current: Full Access
Access to installation packages Current Full Access
[~] Allow deletion of encryption keys Current Allowed to delete encryption keys
Save Cancel
_ -~ ™M= | 8 _yjKliL o=D 00 T™MO
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Access rights

U Only allow access tothe I Password Re: >y op! +—r -t o7
recovery A feature

<Access to Folders> r-te® <sA{hoi nd “3 A9

& Preventaccessto the Audit Log [AuditLog] +—= « ¥ @L

& Prevent user of remote control Pooy afiye oi A

& Prevent access to Self -Help answers g 81 hZi k— 9 -|——- -5 odi

2o o ™/ wrq3F

& Allow user to add other SES administrators — SES L q £%] fe- ~34°

f Access to global SES settings ~. DPIi SES -|——- -{e®

f  Access to SD profiles [Profiles] -|——- -¥e®

f Access to installation packages [Installation packages] +—r-teo

1 Allow deletion on encryption keys - 4

<Access to Folders>  — - = ™=

B | Access to folders X

(@ Hide selected folders Clear Al

() Show selected folders only

Mote: If folder is specified to be invisible, its subfolders will also be invisible. SetAll

Show Objects under Folders Root and Recycle Bin

=  Folders

i Dornain Controllers
| EEE
L it
| B

0 Hide selected folders sVhoi pdafisdi - o3 Y F°
.t e <A{hoi bk -3 A0

0 Show selected folders only =V hOT b—q “8s o ¥ @
& Show object s under Folder s Root and ho¢i »—1D21J < RecycleBin — r N9-|| oKove, i
Recycle Bin =3 A°
Reii)bi-:::i::sPi—-" —c:)hD—iL =V
n  <Browse> L.T poozs - eV eI RO mmi & eq A°
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"ﬁj Login to the database x
Key File
Key File Path: |C\SE5KBy\P\NRadmin dbk. ‘ I Browse II
- |‘ Login Key File
Cancel
[] Automatically connectto the database last connected-to
o — 3, il Ls . AL 8 ; i i 9
Z td Vv [eRe: 2 -8 <LoginKeyFile> L.' p. oqn
“E_E Login to the database X
Key File
Key File Path: ‘C'\SESKey\PWRadmm dbk | : Bimee

Passwurd.l Login Key File

Create Key File

Automatically connectio the datshase last connected-to

Database Information
Create new datshase
Senver Namea: Create new connection
Databasze Name: Delete database

Delete connection

Login Cancel|
2 i J_ i 9
<Login> =<' P« =3 A
-‘j?.- Login to the database %
Key File
Key File Path: CASESKeyiPéwRadmin.dhk Browse
Password: eesess Login Key File

Automatically connectto the datshase last connected-ta

Datahase Infarmation
Create new datahase

Server Name: SEE\SQLEXFRESS v Create new connection

Datahase Name:  SESDE ~ Delete database

Delete connection

Cancel
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"~ SES  «fisdi | u' " fio& ewfie —«fisdi<adqAce

Challenge and Response

UserID: | [ veity |

Device Info: Default

User Authentication

Question Angwer

RMCE Recovery parameters

RMCE Recovery Key: Search

SecureDoc Challenge Response Recovery

Challenge: ‘UU goooooooaooo GetResponse

[]Use numeric input (Challenge 2)

Response:

Exit

0! amtfi @ -y ™

)

SecueDOC L= fi wafi ®1 21 Y-8 OSLT o P! v 8 SES ~ OS' o P! —4Pum® %
48 wmifi®% 14 V53— #£A° SES— [Device] K% ™o Pum@®@d A<’ wmifi 0%

tqq 40

N SES— [Devices] 4 K¥s|f —¢Pam®d 15 T el oqA0 (five @05 D%

[Delete device] <! b v o=¢ Pumod 3 A9

°© ¢ Pa=®]| 8 [RecycleBin] r eq A0

—ifi ®% 14540
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A o' wmr fi) — Lo fiei Omafiofi— - oy ™
n —Ke D wai & A ves —Ke hDwmi £ ¢HD o= <0k. hOma 4 eq A°

© k. hOmm # 8 Credential Provider 2t o3 A0

[General options]  -> [Credential Provider ]

s & Automatically log in to Windows with Credentials entered at Boot Logon orveed JqA0
> @-'dfi. e-¥%|F— ~ 8 SecueDoc Credential Provider 4 e | ®
s & Use SecureDoc Credentials to log into Windows orveed JqA0
SecueDoc Credential Provider &  A{<® ®-' 2fi. ¢«— Windows + — 0 wefi wafi  ~ | 8
i - i J - i J
SecureDoc k' K2 # o= ™Kk KDJ # t . = i - % 143
A o
SecureDoc options bt
4 Credential Provider
General Define whether credentials entered at Boot Logon automate user's logon into ‘Windows
Automatical\y log in to Windows with Credentials entered at Boot Logon
ii‘_% |:| Llsers can single sign-on with Smart Card or Token
Communication [ Automatic login to Windows will time out after 32 minutes
j& [ canfigure Windows Credential Provider as last logged on user's provider
BitLocker Define how SecureDoc credentials are used to authenticate at'Windows Logon

M nt

Use SecureDoc credentials to log into YWindows
Additional options for token-based Authentication
[JLock computer when token is removed

Credential Provider

[ TLooin to Windows with nhone orotected kew file (Blustooth’

Define whether credentials entered at Boot Logon automate user 1 slogon into Windows
A Automatically log in to Windows with k' K> % — L ~= Windows ~ -
Credentials entered at Boot Logon O wmfi wafi =35 A

Define how SecureDoc credentials are used to authenticate ad Windows Logon

f Use SecureDoc Credentials to log into SecureDoc Credentia | Provider 4 <= Windows ~ 0O
Windows wfli wmfi =5 A O

Ke RO wai 4 -3 A0

~  [Devices] aK#8 —¢Pmmol T po o8 (five @ 0 5% D %[ [Assign device profile to
devices] L’ P e o3 A% K. N O mmi % 14—z - cVKe hDwai & =8 <OK>

&-ig_cﬁlAg
hoi br o=ke NOwal e Dwafi A 1 sl 28Hh0Oi b — =—¢Pemor tdg40

v e et fi L 4P @] 8 o  #°SDComnex &£ =8 k. R wai &£ 1 437A°
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p sk Kd: L  Af<scfiei Quaiofi— o~ |4 Windows +  # O mmfi mmfi <09 5
AQ
t s & Use SecureDoc Credentials to log into Windows o m i ved =Ty e @« Jfi. Pe—
-] e -~ ID— % 1434 —>2@2ID% t4=m™ °
Secure

J-todAna—H-ID:
Lzer0 ]

o <oks Aol v.afsc % pdoRe: 2L LEdqac
I —R ®: 2 | SecureDoc k' K2 < OR@®@: D)EA° o™MRe@: D o= <. - wafi >

Lo e on]<® Windows 40 wafi mafi # %3 A ©

A TPMr | =8 ¢ Pum@—30* T 9ad Lym

TPML e<oPamos 71 |2 @1" D oL o Pmo %[ %IV —t¢" 1 wo % #EAC

n —Kue HOwai 4 A v —Ke HDwmi £ ¢HD o= <0k. hOma 4 S
TPM— % 34 {ke NDwmi &£ == e fis =V ® UEFI/BIOS # TPM% r~of =
™y My Poam@# | 8 TPM— | 1de < o<|oadg34e

© K. hOwai #8 TPM— & eq A0

[General options]  -> [Hardware Authentication ]
[TPM Protection for Key Files (for devices with TPM available)] — g8 ki ppfios D% |}

s Automatically TPM -protect Password -protected Key Files o 4 o3 A°
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SecureDoc options X
g Hardware Authentication

General TP Protection for Key Files (for devices with TPM availahle)
ﬂié IAutDmatlcaHy TPM-protect Password-protected Key Files ~ I
T TPk supportis enshled. f TP Chip is disabled or reinitislized. user Key Files with TPM protection will be

Communication locked. For more information, plesse rafer ta the user manual regarding TPM prataction
BitLocker
Management ] Defaultto use "Key File on Token" at boat lagon

g [JKey File suppons both Password and Token-based protection/authentication

. . Once token is used to authenticate, Key File no longer supports Password authentication
Credential Provider

e

Media Encryption

|:| If "Key File is on the Token". remember Key File to be used nexttime

@ [ Ask userto switch fram password to token protection

Password based Key File will be created in remate installation. When user logs in firsttime, he/she

SecureDoc File will be asked to inserttoken and change protection method of the Key File.

Encryption
- Tokentype | ActivCard ActivClient %5

Protection method  Lse token BEA keys
Advanced Options

Trusted Devices

Ke RO wai 4 e3 A0

TPM Protection for Key Files (for devices with TPM available)

n Do not use TPM n TPM o3 Y Fe

N Automatically TPM - protect nNRe: 2% tdVerhDm £ #TPM -~ 9 4
Password -protected Key Files 3A°

N Create Key files protected by TPM nNRe& >2)— 54~ TPM< PIN # 1 Ved RO wd &
and PIN instead of a password =3 A°

o [Devices] =K#s8 —¢Pmmod T p. o8 (five @ 05° D Y| [Assign device profile to
devices] &< ' £ < o5 A% Ku h O mai % 14—z - VK. hDwi & <8 <OK>

L-i E'c»:IAg

" e e fi) ¢Pam®]| 8 2 #£8 SDConnex &£ ~=s k. hDw & 1 4740
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v sk KdJ L 5 Windows Omfi mafi— r5 ¢ DhCwmmi | TPM ~ - 1435 =

Voo < I=|]|=|A9

SecureDoc

o9 =77 L. TPMIRGEERCRIRENAL

@) —«DhOmmi |3R® 22 %ETPM = 4 543 «V%s° Dm0 %%loek' KI.
s= 4 afRercac i |mefqz4e

P ool wme fisEs Kk KD L PIN # =8 Windows ~ O wafi mafi ¢ SDCONNEX < A <8 o' wm

«fis— % SES~ |Fd 3 A° SES— [Devices] =K |f{ * D> @2 — [KeyFile Protection Type]
&L A<, Password+ TPM o < t 4 =%9 ¢ TPM# td=™|1 <% #£%yA0°

F;] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin - O X
Database View Folders Keys User Tools Help Secure
@ 9 P ok o) cd ?
Add Refresh Del Generate Key File Install Filter Help
= |, Folders A | A Users | B Devices  §f Keps ‘ o Groups ‘ | Folder Encryption Policies ‘ M Drives
SES Administrators MNurn Device Name / Modified Created Enc Deploved State Profile Modified
4§ wmjlocal Lo |DESKTOP-EUEGIE [2022/10./24 18542022/10/22 111 4 & 1)L F007 1)1 2
Ly, Domain Controllers
L‘ =T
by TR
- #IEER < >
-\ All Folders
g Purged Devices Murn User ID Owner  / KeyFile Protection First name Last name ermail
. g Exempted Devices 0 S DAdmIn Prese
%, Recycle Bin R V==
@) Profiles
=
-] Installation packages ~
< > < >
Record(s) visible: 1, available: 1. Total user(s): 13. Total computer(s): 2. Total key(s): 6.

¢ P =m®— UEFI/BIOS £8 TPML  Ne| ™| - «Af<8s k' KD # -™ID/R®: D)

4 ezl - mfiz%ooodgA0

A TPM+PIN r |If =2 ¢ Pum@— %0 ' yaod Ly m

V9.0 # t 4 v #A° TPM< PINL ecxs FePmm®<s Z1 Vit v <04
3A°PINL e <28 o ™Re:Dd»L A %ooodgAe
n —K. hOwai 4 A Y% —K.e hOwwi £ ¢HD o= <2k. hOwai & eq A0
TPM— % 34 ke hDwml &£ =—0! e i) - =V ¢ UEFI/BIOS # TPM¥% ~of =
™A MY P o ®Z | 8 TPM— | 1 s o< |odg3+e
© K. hOwai #8 TPM— & eq A0
[General options]  -> [Hardware Authentication ]
[TPM Protection for Key Files (for devices with TPM available)] — g8 ki ppfion DW ”’
s Create Key files protected by TPM and PIN instead of a password o A o3 A°
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SecureDoc options

General

)

84
Communication
BitLocker
Management

Credential Provider

S
Media Encryption
IS
SecureDoc File
Encryption

Hardware
Authentication

sl
“a

Trusted Devices

o*

Hardware Authentication

TP Protection for Key Files (for devices with TPM availahle)

I Create key files protected by TP and FIN instead of a password

{v
TPk supportis enshled. f TP Chip is disabled or reinitislized. user Key Files with TPM protection will be
locked. Far mare information, please refer to the user manual regarding TPM protection

Minirnum FIN length: B :

FIN complexity rules: AHDW alpha characters in PIN

] Defaultto use "Key File on Token" at boat lagon
[JKey File suppons both Password and Token-based protection/authentication
Once token is used to authenticate, Key File no longer supports Password authentication

|:| If "Key File is on the Token". remember Key File to be used nexttime

[ Ask userto switch fram password to token protection

Password based Key File will be created in remate installation. When user logs in firsttime, he/she
will be asked to inserttoken and change protection method of the Key File.

Tokentype | ActivCard ActivClient W5

Protection method  Lse token BEA keys

Cancel
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TPM Protection for Key Files (for devices with TPM available)

n Do not use TPM n TPM4 o3 YFe

N Automatically TPM - protect NRe: 2 # tdVerhDm £ #TPM -~ 4 4
Password -protected Key Files 3A°

n Create Key files protected by TPM NRe& >2)— 54~ TPM< PIN # tdVed RO wi &
and PIN instead of a password =3 A°

PIN complexity rules:

& Allow alpha characters in PIN PIN ~ 4L o3 A°
Minimum PIN length: X PIN — 1
>  [Devices] = K#s8 —¢Pmmol T po o8 (five @ 0 5% D Y| [Assign device profile to
devices] &<’ e c o3 A% ki RO mmi % ot {-ze - cVke NOwa &L =8 <OK>

&-IE‘-gﬂA9

“ e e fi S 4P @] 8 o #°SDComnex &£ <=8 k. NDw &£ 1 {340
v s ki1 Ko 4L =8 WiNndows O mafi mafi — ~8 PINZL  A{V E—weks ekoa" 2%
N RN
=771 LETPM + PINREICHEITTS >
€3 SecureDoc

1Y =D =74 L FHE, PINET ) ADTPMF v I &(EALTIRETD
&P - FIRERITETOET. PINOICFFLERROT I
TPM + PINM AT - FICEEATHBNZ 2T .

Tis

SecureDoc] —H—:
User01

F=771 )b HAD-F:
|

SecureDoc TPM PIN:

TPM PINEEEERLEF:
PINCEF5ELe] 5 v PINDER | IC5FEY PINO&-|-E 6
[ DhOwai R®: 25 ] ~|8k' KD 214 39¢# o= ™/R@: 3 -8 [SecureDoc

TPMPIN:] -8 - td=™]ioi~/f=PNL <5A9[TPMPINL <37 ]

| s —VE-L_n—28 9 pPINL c8<OK> Lo pooqne
P ) % A{<®s SecureDoc ¢« DN O mmi — % TPM+PIN ~ td g evVo. ~mfi A%
8 o™PINL  c=0wy ™I o< 1 qqA°0
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A J1oefid -=8 <A oV ™ k. NOwa #—
- -8 SecureDoc %O WD J == ™{ D> < fi #Nef| %ot == 0 00y ™
nooud - fi— L b 3 5=%%8 D «fi % Windows # t 44 - == %%7 A°
|8J3-fi—‘v.ﬁ*-iL =0 o0 f ™9
© K. N O=si —<General options> # 8 Ao -fid o3 A0
SecureDoc options X
& Hardware Authentication
General TP Protection for Key Files (for devices with TPM available)
iiﬂ Create key files protected by TP and PIN instead of & passward ~

TP supportis enabled. [f TPM Chip is disabled or reinitialized, user Key Files with TPM protection will be

Communication locked. For more infarmation, please refer ta the user manual regarding TPM pratection

& PIN complexity rules [~ &llow alpha characters in PIM Minimum PIM length: |8 =
BitLocker
Management [ Defaulttn use "Key File an Token" at boot Iogon

@ [CIkey File supports both Password and Token-hased protection/authentication

R . Once token is used to authenticate. Key File no longer supports Password authentication
Credential Provider

&

Media Encryption

[JK"Key File is on the Token", remember Key File to be used nexttime

() [ &ssk user 1o switch frorm password to taken protection
]l 1

Password based Key File will be created in remote installation. When user logs in firsttirme, hefshe

SecureDoc File will be asked to insert token and change protection method ofthe Key File

Encryption
Tokentype  ActivCard ActivClient Vs &
Protection method  Use token RSA keys i
Advanced Options
Hardware
Authentication
& Ask user to switch from Re: >y # td Ve NDm L0 .fi# A «ohD
password to token  protection - =3 A°
Token type [Tokentype] # | & ki b »fios” 2% Ao -fid
Protection method =3 A°®
[Protection method] | D «fi —  ~NeYgA°®
)2 <fir |f = # % | od34c°

N Use token RSA Keys

N Token contains PIN

N Use Certificate on token - J D < fi

N Use Certificate from windows store
- Windows @ = Y% |[-—

0 v wm fi) ¢P am®— 38 eV k. hg_i_L o3 A0

* e aemrfiJ P em®%8 )DL fid o3 b°K KD LRre: 2% =8 WIindowS O mmfi i

8 Windows ¢ @« J pkrJ D «fi - 4 a{vE-wek=ek% td 5400
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r=OVEEITH-I7 IV ERET DEICERTD

SecureDoc Key File is currently password-protected but has a setting specifying it must
change to Token-protected.

Before pressing OK, insert the token, type in the current Key File Password, then type in the

~ r@\ Token PIM below.
~
Qy Click Legin to login to the Token, then press OK to complete key file conversion to token-

protected.

F-TPA N (RT-F: I

(e
b= DER: Yubikey ECC Token v
A0YROER: v
FEDER: v
SO
vouoefid Afsss @ B — o =VUiD-fi 1q34°
Jo < fid e= ™A™ 8 < figi > Aol p . o8 SecureDoc « fi s D0 ¥fi aod 300
s oefi o~ 4 afvE- % 1dqac

F=IVEEITH-TrMIERETILICERTS

SecureDoc Key File is currently password-protected but has a setting specifying it must
change to Token-protected.

Before pressing OF, insert the token, type in the current Key File Password, then type in the
A /' \ Token PIN below.
)

Qy Click Login to login to the Token, then press OK to complete key file conversion to token-

protected.
F-T74 ) 1TAT-F: [ ]
F-TuiRE
b= T DER: VubiKey ECC Token v
A0whDER: Slot 0 - Yubico Yubikey CCID 0 v
AEDER: -TUDARSEERTD v

-39 | | 054
FUELO

8 — 9|J3'ﬁ— - ?ZﬂAg
P «OhDwm —R® 2)2<iD>-fi—R® 2) PIN £ d=8< amfi>d. i po g0
t J2-fi—R® 2) PIN % ™ s[edao0KoVves'zi]%h 1434°
<OK>L ol e cA{<8 g ¢ DT mmi —¢D Y%odefir - tdg =V < tdq340
8 ki1 KD J FJD<fis8 i d-fi—-R®: 2 PIN % r~o0dgA°
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A 1oefid o=s <A ~eV™ 0D hDmwmi #—
- -8 SecureDoc 2@ WD J == ™{ D> <fi #Nef %ot == 0 00y ™O
nooud - fi— L b 3 5=%%8 D «fi % Windows # t 44 - == %%7 A°
|8J3-fi—‘v.ﬁ*-iL == 0] ™9
o [Devices] AKZ® ¢ P um®- td=m™" >mod s yp@®— - cer|{five @ 05"

> Y|k [Create KeyFile] L' ¢ o5 A°

F:] SecureDoc Enterprise Server SQL Plus - Server name: SES¥SQLEXPRESS, Database name: SESDB, User name: SESAdmin

Database View Folders Keys User Tools Help

oJ B X & WA T 2

Add Refresh Del Generate Key File Install Filter Help
E- | Folders A A Usersl & Devices i Keps ‘ B Groups ‘ | Folder Encryption Policies ‘ & Drives
iy h :{:j?;c::nlstrators ] Murn [‘lEl" Mnlﬂed = reated : _Enc
- Domain Controllers
o] L ==
W =HTE
W wER @
i1 All Folders
- @ Purged Devices
] g Exempted Devices ONum SDAdnLqJ?:r D £ First name Last name email -
-~ &, Recycle Bin H 0 ,
. W)J Profiles % Remove user from device Del
Installation packages v @ Accessrights Enter
g > ¢ Set Filter

Remove the users from devices
Refresh

& Modify User
% Create Key File
Z¥  Challenge response

% Remove key file from device

FileVault

O (O NOwmi — % 19340
[Key File] — # @ <Browse> L.7 p. o8 - A ¢ DN Dwmi — 4 oq A0

Joefit— 4 4% V[ Al s%ERTAS
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Create Key File X

UserID UserD1

KeyFile |CiJsers\SESAdmin\Deskiop\Userd1 dbk | | Browse

Store file on token

[ lapphy user password from database!

Pratected by
(@) Pagsword

() Token

Fassword

Confirm Password

Change initial password

@Ask userto convertto token protection

Tokentype I Gemalto Lexar Taken If

Protection method I Use Cerificate on token I’

|:| Key File willbe expired on  |2022/10/24 with warning 0 : day(s) earlier.

~ Re:2J)-— | ¢ SecureDoc — R ®: 2 %fsd<fir 4 a4 -~ A{l—zac
s & Apply use password from database 9

FHve<d J{<sed2z0 o td=™" >@m1>% ~VvRe: d>»d  #%3A°SES

%R ® D) r A %N 5 5 9

v g & askuser to switch from password to token protection ortve.d dgA0
[Token type] # —Jofid -8 [Protection method] | J > «fi — - NepYq A°
P <OK> Lol pe vqAd ! wmt fi) ¢ Pumo| o #zs i —eyfird 1 4540
U o amr i) ¢ Pam®@%? k! KD 4 =8 Windows r O mafi mafi A4 <8 Windows ¢ &< J ek ~

D - fi - 44V E—weks= ek % ! —#%8 0 fiL =3 A°®
1 vt 1 + A
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SecureDoc Key File is currently password-protected but has a setting specifying it must
change to Token-protected.

Before pressing OK, insert the token, type in the current Key File Password, then type in the

~ r@\ Token PIM below.
~
Qy Click Legin to login to the Token, then press OK to complete key file conversion to token-

protected.

F-TPA N (RT-F: I

-TiRE

b= DER: Yubikey ECC Token v
A0vhDER: v
AEDER: v

FrEIO

u o o efit A<t @ By — o Vid-five td7A°
;o <fid  a=ma™ s <ot fiyi > AT el o8 SecureDoc «fi s D P ¥fiadd  og A0
8 4D < fi - AV E- % 1434

F=IVEEITH-TrMIERETILICERTS

SecureDoc Key File is currently password-protected but has a setting specifying it must
change to Token-protected.

Before pressing OF, insert the token, type in the current Key File Password, then type in the
A /' \ Token PIN below.
)

Qy Click Login to login to the Token, then press OK to complete key file conversion to token-

protected.
F-T74 ) 1TAT-F: [ ]
F-TuiRE
b= T DER: VubiKey ECC Token v
A0whDER: Slot 0 - Yubico Yubikey CCID 0 v
AEDER: -TUDARSEERTD v

-39 | | 054
FUELO

8 — 9|J3'ﬁ— - ?ZﬂAg

5 (ODNROwmi —R® 2)<JD-fi—R® 2 PIN &£ 4

8 <. ~wafi>dol p o g
w o yo-fi—-R@®@ 2 PIN % ™ s8[edaoKeves'zi]%h 1434°

<SOK>&E .l pcA] <85 ¢ DR Dmmi —¢D %idefir - td3 =V < td3a°

8 k1 KD FiD<fis®id-fi—-R®: 2> PIN % r~o0dgA4°
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A KTKds#g— r~8 @vdJhofid ™y ™

V9.2 #| 8 @v D> J hOfi - MagicEndpoint2 %  #A°

" SES#8KJJ. ~ofik. ~' F - PBLUL e wfi ® " 2 "fiRe +2 ol s3 A0
ke hOmsi —3g UEFIBootLoader o — #8 pBLUAL oVKke HDwai & eq A°
[General options ] -> [Boot configuration ]

UEFI Boot Loader
() PBU: Native UEF pre-boot emvironment

(@ PBLU: Linux pre-boot for UEF| devices
Maxirmum number of failed PELL boot

attempts permitted before Pre-Boot :

switches to PBU
PBLU r eVKke hDwai & =9 wafl ® 7 Do "fiReE *D o o3 A0

o  SecureDoC L v’ wmt fi J - umfi ®) D1 o e300
<! wmr fi ) ¢ P um®— UEFI/BIOS < Windows # ¢ Bluetooth % o #Nefuisd oqAv
"~ SES#°s k' K> zoevd),hofid A{vVE-K. hDwi £ <5A°
-—fi ®) D0 r i —Kk. hOwai &£ <7 oo <=5 [Copyprofle] — 4L e<s Q -1
£ %9 A0°

[ General options ] -> [Hardware Authentication]

SecureDoc options hed

Hardware Authentication

General TP Protection for Key Files (for devices with TPM available)
L] Da not use TPM
+F

Communication

BitLocker
Management Allow Mobile Device-based Authenticatio
Enakle Managerapproved Recovery Logir

El EIAIIDW Mobile Device-based Authentication using Phone Token (Blustooth)

Credential Provider |:| Enable Push MNotifications far Bluetooth Phone Tokens
) []Ask users to enmoll OTP protection on their phones

[%I Requires enabling MagicEndpoint in Communication options

Password Manager [ Detautt to use "Key File on Token" at boot logon
_ [ Key File supports both Password and Token-based protection/authentication
&

[ ] Once token is used 1o authenticate, Key Fila no longer supponts Password authentication

Media Encryption
B [C]it"Key File is anthe Token®, remembier Key File to be used next time

i
i
SecureDoc File Ask userto switch from password to token protection
Encryption Password based Key File will be created in remote installation. When user lags infirst ime, he/she
will be asked W ingert token and change protection method of the Key File,

L Token type ActhvCard ActvClient Y5
Advanced Options
g Prataction method | Lise token RSA keys
He;rdwale

Authentication

o3
Trusted Devices

coc
v s N Key File supports both Password and Token -bsed protection/authentication o —H VE « WE « @i
ofirAd{<® @y 2 hofi— o> @vd> s hofid 430™ sRe: D)2 £ %3 A°
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P SESHE  ovVk. NDwm e wur fiJ ¢ Pum®r e A
e et i) ¢ Pam®% | 8 ke WO — s R@ 2 Yolk@ev o hofir | -

4 4{vE-wek-ekoride®n 1d34°

u ™=8 ¢ 3 O mmi - % td3A4c0

=0V EETH-T7A N ERET BLIEHRT B

e 'ﬁ| E SecureDoc ¥-77{ VIRE/(R)-FRESNTOETH. M-IV RBCEETILEHHYRT.
1

EIMNTIAR (A¥-FIAY) [ MagicEndpoint Mobile Authenticator PFUHM Y AR-ILEh
TWBMERIR. [OK] ZF T8Il

1) Bluetooth A'E B> TNITLEEELET.

2) £0 QR I-FEZFvYLT. MagicEndpoint Mobile AuthenticatorP TUE45%0-F/4 U A
r=ILLET.

3) 7IUEERLET.

EANFIAR (RAY-hTAY) (2074 L. MagicEndpoint Mobile Authenticator PTUEET
LERET,

1) ¥-T7 DI RAT-FEUFICANILET.

2) [OK] 7Yy7LES.

F-774 ) S(AT-F: | 1
M7URE
M7 0ER: Phone Token (Bluetooth) v

P e,

= WinMagic Authenticator MagicEndpoint 2 % ®v > J h O fi - mafi ® D0 14 =™a™ 8 QR¢D &L

' fi = wali ® D1 <3 A°Vv9.2 # | ® MagicEndpoint 2%  #A°

MagicEndpoint 2 4 -8 - [ = ~=0 o0 f ™9
4 8 iPhone — @& MagicEndpoint 24 A { < ® 5 oMagicEndpoint2 0% Bluetooth ¢ P mm®dt A |
<4 =3 A% o 8 g OMagicEndpoint2 9| L “3b° fF-™MzAY% o < vl —#e
< > L- i P e =3 Ao
W [COhOwmi R® 25:] ~k' K2 # o= ™| Re®: 2> =8 <OK>L.' 2o oqA0
v — % t4d{—#%° ev >, nhofi— MagicEndpoint 2 # & s Accounts ¢ # s SecureDoc ¢ &= 4

stodel e cgA®gO0Magi cEn2bpod nt—n - v @l k=g, < tdq—=e

< >£-iE-a8QR¢3ﬁ£91"fia=1A9
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sMBL T 16:34 -

F=TVEETH- IV ERETDLICERTD

Accounts

[ e — |

Search account X

=THRE

=2 MER: Phone Token (Bluetooth) w
* Re: D) B 4~ A= —o0er¥de% 1440

o' - fi— s @evd. hofir|l{ % <od34°

BLECAN-FIAVERSH

SecureDoc

by WinMagic

o £ T4 AT~ RV BLE RELEL TS INELE,

OK(O)

B k' KD £ Bluetooth & v evd>. hofi o— % td54°
®v D) hofi # MagicEndpont2 — 4 ~=3 ot ™9 Blyetooth - A{<e @v > hofir
. ~wafi— L EJoe¥d0% t1d5A°<Approve> L. po oqA0
L— 8 e Nef ™| @v D>  hofi—R@: 2»d o= Ly af =90wp ™
® Maat B o
o2 MdgicEndpoint
o by WinMagic
L SecureDoc 7—hOZ# Y

3
y a—4— User-B H'7/{+( X PC-002 it
KOJ1 Y TERLSKLTLLEZ
W,

Reject Approve

Authenticate. Encrypt. Achieve

Iy

vk KD #s Bluetooth &£ v @evyd>. hofi o— % t1d54°
®v D> J h ¢ fi # MagicEndpont2 — i == 9 i ™9 Bluetooth - A{<e v > hofir
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. ~wafi— L E{oe¥d0% 145A0°<Approve> L. e oqA0

L — 8 ¢ Nef] ™| @v> s hofi—R@: >y o=z af =901 ™9

D@d%evdshofid #na™ s - |H Re: >

>

F. ~wmfi A | < %% % A°

Smy%Re: dydL o= sy fig ewfie-|[f=Re 2y oP' % £A®

=™ ev 2. Nhofi— oaz#s E%ooofV s Re: 2 | - et ke RO e
— Levoshofirf{ L rovke hmmi Lo cnfii ¢ Pum®- A  %NedgA4°
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SecureDoc Enterprise Server 9.0 SR3 - InstallShield Wizard X

Please note that it is highly recommended to run the license validation
tool before upgrading from existing version of SES.
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ﬁ SecureDoc Enterprise Server 9.0 SR3 Installer Information X

The setup must update files or services that cannot be
! Ly updated while the system is running. If you choose to
continue, a reboot will be required to complete the setup.
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Key File Path: |C:\SESKey\SBSkey.dbk | -
Password: |eeseesss| Login Key File
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