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1. Ᵽꜟ○ⱪ◦ꜛfiכ꜡◓   

─Ᵽꜟ○ⱪ◦ꜛfiכ꜡◓ │⁸ꜝ▬☿fi☻─ ™⌐ ⌂ↄ SES ┘ ≡─◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ⇔╕∆⁹ 

SES─ⱷ♬ꜙכⱣ⁸╠⅛כ[Tools] -> [Options]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

[General]  
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 When moving user or device to a 

different folder, also move all 

related users, devices, and keys  

╩☻▬Ᵽ♦│√╕כ◙כꜚ ─ⱨ◊ꜟ♄⌐ ∆╢≤⁸ ∆╢∆═≡─

┘╟⅔Ᵽ▬☻⁸♦⁸כ◙כꜚ ╙ ⇔╕∆⁹ 

 When moving user to recycle bin, 

remove user key file from all 

devices  

] ╩כ◙כꜚ Recycle Bin ] ↔╖ ⌐ ∆╢≤⅝│⁸∆═≡─♦Ᵽ▬

╩ꜟ▬□ⱨכ◐─כ◙כꜚ╠⅛☻ ⇔╕∆⁹ 

 Delete drive information when 

computer is deleted from the 

Recyc le Bin  

◖fiⱧꜙכ♃⅜ [ Recycle Bin ] ↔╖ ⅛╠ ↕╣√≤⅝⌐♪ꜝ▬Ⱪ

╩ ⇔╕∆⁹ 

 Hide Machine info files after 

extraction  

MachineInfo ⱨ□▬ꜟ⌐│⁸◒ꜝ▬▪fi♩♦Ᵽ▬☻≤ꜚכ◙כ⌐ ∆╢

⅜ ╕╣≡™╕∆⁹ 

SDConnex ≤ ∑∏⌐○ⱨꜝ▬fi≢▬fi☻♩כꜟ⇔√ ⁸∕─♦Ᵽ

▬☻╩ SES≢ ∆╢√╘⌐│ SES◖fi♁כꜟ─ Ɑ▬fi─

[ MachineInfo Files ] ≢▬fiⱳכ♩∆╢ ⅜№╡╕∆⁹ 

SES DB ⌐ ⅜ ╪∞╠⁸SES ◖fi♁כꜟ⌐↓╣╠─ⱨ□▬ꜟ╩

⇔⌂™╟℮⌐∆╢⌐│⁸↓─○ⱪ◦ꜛfi╩○fi⌐⇔╕∆⁹ 

 Rename old key during 

extraction from machine info file  

│ ⇔╕∑╪⁹ 

⌐ ↕╣√↓≤─№╢♦Ᵽ▬☻⅜ ▬ⱷכ☺ ↕╣⁸ ▬fi☻♩

╩ꜟכ ⇔√ ⌐∕─◒ꜝ▬▪fi♩♦Ᵽ▬☻⅛╠─Ⱡ♇♩꞉כ◒ ⅜

⌂™≤™℮ ⌂ ╩ ∆╢√╘⌐ ⇔╕∆⁹  

MachineInfo  File ⱨ□▬ꜟ⌐│⁸♦Ᵽ▬☻⌐ ⌐ ╡ ≡╠╣√ ⅜

╕╣╕∆⁹↓─○ⱪ◦ꜛfi╩○fi⌐∆╢≤⁸SES │ ™ ─ ╩

⇔⁸↓─◒ꜝ▬▪fi♩♦Ᵽ▬☻─ ─√╘⌐ ⇔™ ╩ ⇔╕∆⁹ 

 Enable ΓCrypto -erase device Δ 

remote command  

SES⅛╠ꜞ⸗כ♩◖ⱴfi♪≢ Crypto Erase ╩ ≢⅝╢╟℮⌐⇔╕∆⁹ 

Crypto Erase │♦Ᵽ▬☻⅛╠ ╩ ∆╢─≢⁸ ∆╢↓≤│≢⅝

│♃כ♦⁸∏ ↕╣√─≤ ⌐⌂╡╕∆⁹ 

Crypto Erase ╩ ⇔√◒ꜝ▬▪fi♩♦Ᵽ▬☻│⁸Ⱪכ♩꜡◓○fiⱪ꜡

◓ꜝⱶ╙ ⇔ↄ ⇔⌂ↄ⌂╡╕∆⁹ 

∫√ ╩ ← ⌐⁸♦ⱨ◊ꜟ♩ │≢│ ≢∆⁹ 

 Automatically update device ΐs 

profile settings when profile are 

modified  

─ⱪ꜡ⱨ□▬ꜟ╩ ⇔√ ⁸ ─ⱪ꜡ⱨ□▬ꜟ⅜ ↕╣≡™

╢♦Ᵽ▬☻┼ ≢ ⇔√ⱪ꜡ⱨ□▬ꜟ╩ SDConnex ≢ ⇔

⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi─ ⌐│⁸ ∆╢ ⅜№╡╕∆⁹ 

Show top XXXX records in table 

views  

SES◖fi♁⁸≢ꜟכ ─ XXXX ♪כ◖꜠ ╩ ⇔╕∆⁹ 

⌐ ∆╢─│⁸SES◖fi♁כꜟ─ Ɑ▬fi⌐№╢₈Logs₉≢ ↕

╣╢ ≢∆⁹ 

♦ⱨ◊ꜟ♩ │ 1500 ≢∆⁹ 

Password recovery length XX  

(the length can be 8 to 32 bytes; 

longer values are more secure)  

♪כⱤ☻꞉─כ◙כꜚ ╣ ⌐ ∆╢♅ꜗ꜠fi☺&꜠☻ⱳfi☻≢⁸꜠☻

ⱳfi☻ ─ ↕╩ ⇔╕∆⁹ 

™╒≥⁸ │ ╕╡╕∆⅜⁸ ∆⅞╢≤ ╩ ⌐⇔╕∆⁹ 

♦ⱨ◊ꜟ♩ │₈10₉≢№╡⁸☿◐ꜙꜞ♥▫≤ ─Ᵽꜝfi☻⅜

╣≡™╢≤ ⌂↕╣╕∆⁹ 

Command Expire XX Day(s)  ◒ꜝ▬▪fi♩ ♦Ᵽ▬☻┼─◖ⱴfi♪ (Crypto -Erase ◖ⱴfi♪╩ ↄ) ╩

∆╢ ╩ ⇔╕∆⁹ ⇔√ ╩ ∆╢≤⁸◖ⱴfi♪─

⅜ ╣╕∆⁹ ♦ⱨ◊ꜟ♩ │₈30₉ ≢∆⁹ 

 Crypto -Erase ◖ⱴfi♪─ │₈10,000 ₉ ⌐ ↕╣╕

∆⁹ SES │ Crypto -Erase ◖ⱴfi♪─ ╩ ≢⅝⌂

™√╘⁸ ⅜⌂ↄ⌂∫√ ⁸◐ꜗfi☿ꜟ∆╢ ⅜№╡╕∆⁹ 
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Delete commands from history XX 

day(s) after expiration date  

─ XX ⌐ ⅛╠◖ⱴfi♪╩ ⇔╕∆⁹ 

◒ꜝ▬▪fi♩♦Ᵽ▬☻┼─◖ⱴfi♪╩ ∆╢╕≢─ ╩ ⇔╕

∆⁹ 

↓↓≢ ⇔√ ⌐♦Ᵽ▬☻⅜◘כⱣכ≤ ⇔⌂™ ⁸√≤ⅎ

┌⁸↓─♦Ᵽ▬☻─ⱪ꜡ⱨ□▬ꜟ╩ ⱴ◖ ꜟכ꜡♩fi◖ ♩כ⸗ꜞ╢∆

fi♪│ ╣⌐⌂╡╕∆ 

 Use SDConnex to communication 

with SeueDoc client machines  

SeueDoc ◒ꜝ▬▪fi♩♦Ᵽ▬☻│⁸SDConnex ╩ ⇔≡ ⇔╕∆⁹ 

 

 Allow duplicate User Names Έ 

Duplicated user names will not 

be automatically resolved  

כ◙כꜚ ╩ ⇔╕∆⁹ 

 Users may also login using SAM, 

User ID@domain.com(UPN) ,  

UserID @domain, 

Domain ¥UserID, Dmian/UserID 

formats  

⁸SAM⁸User ID@domain.com(UPN)│כ◙כꜚ ⌂≥ 

ⱨ◊כⱴ♇♩≢꜡◓▬fi∆╢↓≤╙ ≢∆⁹ 

 

 Allow IdP Software Token │כ◙כꜚ  ⌐ IdP ♁ⱨ♩►▼▪♩כ◒fi╩ ≢⅝╕∆⁹Ᵽכ☺ꜛ

fi 9.0SR3 ≢│⁸SES≤ MagicEndpoint IdP ⅜ ♁─כ◙כꜚ⁸≡⇔

ⱨ♩►▼▪♩כ◒fi╩ SES♦כ♃ⱬכ☻⌐ ⇔╕∆⁹ 

 Use token protection as default 

protection type  

◒ꜝ▬▪fi♩♦Ᵽ▬☻≢♩כ◒fiⱪ꜡♥◒◦ꜛfi╩♦ⱨ◊ꜟ♩≢ ∆╢

⌐♅▼♇◒⇔╕∆ 

Default token type for new users  SES≢ ⌐ꜟ▬□ⱨכ◐╢∆ ∆╢♦ⱨ◊ꜟ♩─♩כ◒fi♃▬ⱪ╩

⇔╕∆⁹ 

<Password rules>  Ɽ☻꞉כꜟ♪כꜟ╩ ⇔╕∆⁹ 

₈SecureDoc Enterprise Server version 9.x ◒▬♇◒▬fi☻♩כꜟ●

▬♪₉╩↔ ↄ∞↕™⁹ 

 Disable AD folders st ructure  Active Directory ⅛╠▬fiⱳכꜟ◓≥כ◙כꜚ─≡═∆√⇔♩כⱪ⅜ ∂

ⱨ◊ꜟ♄⌐ ↕╣╢╟℮⌐⇔╕∆⁹ 

Active Directory ─ⱨ◊ꜟ♄ ╩ ⇔╕∑╪⁹ 

 Do not import group  Active Directory  ⁹╪∑╕⇔♩כⱪ╩▬fiⱳכꜟ◓

Key Usage  Active Directory ⅛╠ ╩▬fiⱳכ♩∆╢ ⌐ ∆═⅝ ─

 ( ─ ) ╩ ≢⅝╕∆⁹ ∆═≡─♃▬ⱪ─ ╩▬fiⱳכ

♩∆╢⌐│⁸digitalSignature ─♦ⱨ◊ꜟ♩  (0) ─╕╕⌐⇔╕∆⁹ 

─ ─╖╩▬fiⱳ⁸│⌐╢∆♩כ ─ ╩ ⇔╕∆⁹√≤ⅎ

┌⁸UserSMIMECertificate ╩ ≈ ─╖╩▬fiⱳ⁹∆╕⇔♩כ 

 

  

mailto:ID@domain.com(UPN)
mailto:ID@domain.com(UPN)
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[Server ôs RSA keys]   

↓↓⌐ꜞ☻♩↕╣≡™╢ │⁸SES♦כ♃ⱬכ☻─ ⌐ ↕╣√╙─≢∆⁹ 

─ ⅜ ↕╣⁸₈▪◒♥▫Ⱪ⌂₉ ≤⇔≡ ↕╣≡™╕∆⁹╒≤╪≥─ ⁸SES▬fi☻♩כꜟ⌐╟

∫≡ ↕╣√ ≢ ≢∆⁹ ─ CA ⅛╠ ↕╣√ ╩ ∆╢ ⅜№╢ ⁸<Import>  ╩◒ꜞ♇◒⇔

≡▬fiⱳכ♩ ⁸<Set Active>  ╩◒ꜞ♇◒⇔≡⁸∕╣╩ ⌐⇔╕∆⁹ 

 

 

[Authentication questions]   

≢│↔ ™√∞↑╕∑╪⁹ 
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[Key file options]   

⌂≥⁸↓↓≢ ⇔√ ⅜▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺ ⌐♦ⱨ◊ꜟ♩ ≤⇔≡ ╖ ╕╣╕∆⁹ 

 

 

    

 When Key File is created for the 

device, automatically send it to 

device  

♦Ᵽ▬☻ ⅜ꜟ▬□ⱨכ◐⌐ ↕╣╢≤⁸∕╣╩ ⌐♦Ᵽ▬☻

⌐ ⇔╕∆⁹ 

 Automatically update Key File on 

device when user/device/group 

keys are modified  

⅜כ◐─ⱪכꜟ◓/☻▬Ᵽ♦/כ◙כꜚ ↕╣√ ⁸♦Ᵽ▬☻ ─

╩ꜟ▬□ⱨכ◐ ⌐ ⇔╕∆⁹ 

 Automatically generated Key File 

when user is added to device  

⌐☻▬Ᵽ♦╩כ◙כꜚ ⇔√ ╩ꜟ▬□ⱨכ◐⁸ ≢ ⇔╕

∆⁹ 

 Enable password propagation  Ɽ☻꞉כ♪─ ╩ ⌐⇔╕∆⁹ 

─♦Ᵽ▬☻⌐ ⅜כ◙כꜚ∂ ↕╣≡™╢ Ɽ⅜כ◙כꜚ⁸

☻꞉כ♪╩ ⇔√ ⁸SDConnex ╩ ⇔≡ ─♦Ᵽ▬☻⌐ ⇔

√Ɽ☻꞉כ♪╩ ╡╕∆⁹ 

⅜כ◙כꜚ  ↕╣≡™╢♦Ᵽ▬☻⅜ SDConnex ≤ ⇔

≡™⌂™ ⅜ ∫≡™⌂™ ⁸∕─♦Ᵽ▬☻│ ⇔

™Ɽ☻꞉כ♪ ╩ ↑ ╣⌂™─≢⁸ ─ⱪꜞⱩכ

♩ ≢│ ─Ɽ☻꞉כ♪ ⅜ ≢∆⁹OS ⁸

SDConnex ≤ ∆╢≤ ↕╣√Ɽ☻꞉כ♪ ╩ ↑

╡⁸ ─ ⅛╠│ ⇔ↄ ↕╣√Ɽ☻꞉כ♪⅜ ⌐

⌂╡╕∆⁹ 

 Always include a personal key in 

Key Files  

ⱨ□▬ꜟ⌐│⁸כ◐ ∏Ɽכ◐ꜟ♫♁כ╩ ╣╢╟℮⌐⇔╕∆⁹ 
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Privileges:  

Ừ User Rights  ♦ⱨ◊ꜟ♩ │⁸₈ἧ Modify Password ₉─╖≢∆⁹ 

⅛╠⁸ ⌂ ╩ ≢⅝╕∆⁹ 

Ừ Admin Rights  ♅▼♇◒∆╢≤⁸ ≡─ ⅜ ↕╣╕∆⁹ 

 Modify Password ╩♪כ⁸Ɽ☻꞉│כ◙כꜚ  ≢⅝╕∆⁹ 

 Modify Profile ╩ꜟ▬□⁸ⱪ꜡ⱨ│כ◙כꜚ  ≢⅝╕∆⁹ 

 Convert Removable Media ╩▪▫♦ⱣⱩꜟⱷכⱶꜞ⁸│כ◙כꜚ  ≢⅝╕∆⁹ 

 Modify Key ⁸│כ◙כꜚ  ╩ ⁸ ⁸⅔╟┘▬fiⱳ⁹∆╕⅝≢♩כ 

 Select Profile ╩ꜟ▬□⁸ⱪ꜡ⱨ│כ◙כꜚ  ≢⅝╕∆⁹ 

 Convert Hard Disk ─◒☻▫♦⁸│כ◙כꜚ  / ╩⅔↓⌂ⅎ╕∆⁹ 

 Export and View Key ⁸│כ◙כꜚ  ╩ ≢⅝╕∆⁹√≤ⅎ┌⁸◐כⱨ□▬ꜟ╩◄◒☻ⱳ

⁸╛≥↓╢∆♩כ ╩ ╕⅝≢╡√⇔♩כⱨ□▬ꜟ⌐◄◒☻ⱳכ◐─

∆⁹ 

 Config SFE ♩fi▪▬ꜝ◒⁸│כ◙כꜚ  ≢⁸SecureDoc ⱨ□▬ꜟ ╩

∆╢↓≤⅜≢⅝╕∆⁹ 

 Disk integrity Check  ♦▫☻◒─ ♅▼♇◒⅜ ⇔√ │כ◙כꜚ⁸╙≢ ╩

≢⅝╕∆⁹♦Ᵽ▬☻╩ ⇔⁸♦▫☻◒─ ─√╘⌐ ⇔™

╩ ⇔╕∆⁹ 

 View Transaction Log ⁸Audit Log│כ◙כꜚ  ╩ ╢↓≤⅜≢⅝╕∆⁹ 

 Create Emergency Disk ╩◒☻▫♦כ◦fi▼☺כⱴ◄⁸│כ◙כꜚ  ≢⅝╕∆⁹ 

 Exclude from DAC (password sync 

should be enabled)  

DAC╩ ⌐⇔╕∆⁹ │ ⇔╕∑╪  

▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺─ⱪ꜡ⱨ□▬ꜟ─ ⌐≡⁸♦▫☻◒

▪◒☿☻◖fi♩꜡כꜟ DAC ⅜ ⌐ ↕╣⁸ ⱷ♦▫▪┼

─ ⅜ ↕╣≡™╢ ⁸ ⱷ♦▫▪┼─▪◒☿☻⅜ ⅎ∏⁸

♦▫☻◒╩▪fi꜡♇◒⇔≡╙⁸ ⱷ♦▫▪⌂≥┼♦כ♃─ ⅜

ⅎ╕∑╪⁹ 
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[Other]   

 

    

ẽ Disable Password Recovery feature  ○fi⌐∆╢≤⁸∆═≡─ꜚכ◙כ─Ɽ☻꞉כ♪ ⅜ ⌐⌂╡╕

∆⁹ ⌂ ⅜ ™ ╡⁸ ⌐⇔⌂™≢ↄ∞↕™⁹ 

ẽ User/Date info from token certificates 

will appear in dialogs/lists to aid 

identification  

fi◒כ♩ /כ◙כꜚ─ ⅜♄▬▪꜡◓/ꜞ☻♩⌐ ↕

╣⁸ ╩ ⌐⇔╕∆⁹ 

ẽ Skip check of Key Usage attribute in 

imported ce rtificates  

─♪כ◖꜠ כ◙כꜚ⅜ ≤⇔≡▬fiⱳ⁸≥╢╣↕♩כSES 

│∕─ ⅜ ⌐ ↕╣╢⅛≥℮⅛╩ ⇔⁸∕℮≢⌂™

│ ⇔╕∑╪⁹ ╩ ∆╢⌐│⁸↓─○ⱪ◦ꜛfi╩○fi

⌐⇔╕∆ 

ẽ Automatically flush the Recycle Bin on 

exit  

SES◖fi♁כꜟ─ ⌐ [ Recycle Bin ] ─ ╩ ≢ ⇔╕

∆⁹ 
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Alert System  

Warning if devices do not communicate 

for X min(s).  

◄fi♪ⱳ▬fi♩♦Ᵽ▬☻⅜ SDConnex ≤─ ⅜⌂™ ⁸SES 

⌐ ∆╢─⌐ ⌂ ⅜№╢≤ ⌂↕╣╢  ( ) ╩

⇔╕∆⁹ 

 ↓─○ⱪ◦ꜛfi│⁸ATM⌂≥≢ ╦╣╢♦Ᵽ▬☻╩ ⇔≡™

╕∆⁹ 

Error if devices do not communicate for 

X min(s)  

♦Ᵽ▬☻⅜ X ⇔⌂™  ⁹∆╕⇔≥כꜝ◄⁸│

ẽ Show alert notice in console after 

login  

⅜ SES ◖fi♁כꜟ⌐꜡◓▬fi∆╢≤⁸₈ⱳ♇ⱪ▪♇ⱪ₉ⱷ♇

♩כꜝ▪╢╟⌐☺כ☿ ╙⇔ↄ│◄ꜝכ ⅜ ↕╣╕∆⁹ 

Debug Logs  

ẽ Enable Log to Windows Event Log  SES Audit Log ⌐⁸Windows ▬ⱬfi♩꜡◓⌐꜡◓╩ ⇔╕

∆⁹ 

ẽ Enable Log to file on disk  SES Audit Log ⌐⁸ ⇔√ ⌐꜡◓╩ ⇔╕∆⁹ 

Authentication Source  

ẽ Authenticate AD users against Azure 

AD ï AppID requied  

Azure AD ⌐ ╩כ◙כꜚ≡⇔ ∆╢⌐│⁸↓─♅▼♇◒Ⱳ♇◒

☻╩○fi⌐⇔╕∆⁹ 

ẽ Atuthenticate users against Okta 

Universal Directory  

Okta Universal Directory ⌐ ╩כ◙כꜚ≡⇔ ∆╢⌐│⁸↓─

♅▼♇◒Ⱳ♇◒☻╩○fi⌐⇔╕∆⁹ 

ẽ Authenticate AD users against AD  

If multiple options enabled, the ones 

on top take precedence  

↓─♅▼♇◒Ⱳ♇◒☻╩○fi⌐∆╢≤⁸ꜚכ◙כ╩ │○fiⱪ꜠

Ⱶ☻─ Active Directory ⌐ ⇔≡ ⇔╕∆⁹ 

─♅▼♇◒Ⱳ♇◒☻╩ ⇔√ │כ◙כꜚ⁸ ↕╣≡™╢

⌐☻ⱦכ◘ꜞ♩◒꜠▫♦─╠╣↓≢ ⇔≡ ↕╣╕∆⁹ 

 

[Licenses]   

₈SecureDoc Enterprise Server version 9.2 ◒▬♇◒▬fi☻♩₉♪▬●ꜟכ╩↔ ↄ∞↕™⁹ 

ꜝ▬☿fi☻ ╩ ⅎ≡⁸◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ SecureDoc ╩▬fi☻♩⁹╪∑╕⅝≢│≥↓╢∆ꜟכ 

 

[Device Authentication certs]   

802.1X ╩ ∆╢Ⱡ♇♩꞉כ◒ ꜟⱣכ꜡◓⁸≢ ⱬכ☻─♦Ᵽ▬☻ ╩ ≤∆╢ ⁸↓─ⱤⱠꜟ╩

⇔≡ ╩▬fiⱳכ♩∆╢ ⅜№╡╕∆⁹ 
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2.  SecureDoc Enterprise for Windows ⱪ꜡ⱨ□▬ꜟ 

ᵑ Ɑ▬fi─ [Profiles]  ▪▬◖fi╩ ⇔⁸<Add>  ╩◒ꜞ♇◒∆╢⅛⁸ Ɑ▬fi─ ≢ ◒ꜞ♇◒⇔⁸◖fi♥◐☻♩

ⱷ♬ꜙכ⅛╠ [Add profile ]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵒ [Please select the profile type]  ►▫fi♪►⅜ ↕╣╕∆─≢⁸[Ừ Endpoint]  ─ⱪꜟ♄►fiⱷ♬ꜙכ╟╡

₈SecureDoc Enterprise for Windows ₉╩ ⇔⁸<OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵓ [Profile name]  ⌐ⱪ꜡ⱨ□▬ꜟ ╩⁸ ⌐ ∂≡ [Comments]  ⌐◖ⱷfi♩╩ ⇔╕∆⁹ 

 

ᵔ ₁─ ⅜ ⇔√╠⁸ ⌐<Save>  ╩◒ꜞ♇◒⇔≡ ⇔╕∆⁹ 

SES ⌐ⱪ꜡ⱨ□▬ꜟ⅜ ↕╣√↓≤╩ ⇔╕∆⁹ 

 

↓↓≢ ◒ꜞ♇◒ 

Ɑ▬fi 
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 ─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢ ⁸ ─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢↓≤≢ ⌐ ≢⅝╕∆⁹ 

─ⱪ꜡ⱨ□▬ꜟ╩ ◒ꜞ♇◒⇔≡⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ [Copy Profile]  ╩ ⇔╕∆⁹ 

[Profile name]  ⌐ ⇔™ⱪ꜡ⱨ□▬ꜟ ╩ ⇔⁸ ⌂ ╩ ⇔≡ ⇔≡ↄ∞↕™⁹ 
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2.1.  General options   

[ General ]   

╩⅔↓⌂℮ ─♦▫☻◒ ⌂≥⁸♦Ᵽ▬☻ ─ ≢∆⁹ 

 

 

    

Custom error m essage:  SecureDoc ≢ ↕╣≡™╢♦ⱨ◊ꜟ♩─◄ꜝכⱷ♇☿כ☺╩◌☻♃ⱴ

▬☼≢⅝╕∆⁹ 

Ⱬꜟⱪ♦☻◒ 1234 ╕≢⅔ ™ ╦∑ↄ∞↕™⁹ 

 Device will not reboot after boot 

logon has been installed  

SecureDoc ─Ⱪכ♩꜡◓○fi▬fi☻♩כꜟ ⁸OS─ ╩⅔↓⌂╦⌂

™╟℮⌐⇔╕∆⁹ 

 Users of RMO Package will be 

automatically logged - in to the boot 

Key Files  

ꜞⱶכⱣⱩꜟⱷ♦▫▪ ─╖╩ ∆╢ RMOⱤ♇◔כ◙כꜚ─☺כ

│⁸Ⱪכ◐♩כⱨ□▬ꜟ⌐ ⌐꜡◓▬fi⇔╕∆⁹ ─ ≢⁸ 

[Only encrypt Removable Media (RME)]  ╩ ⇔√ ⌐⁸ⱪꜞⱩ

♩כ ╩ ≤⇔⌂™ ≢∆⁹ 

₈Boot Configuration ₉ ≢⁸ [Force permanent Auto -Boot]  ○ⱪ

◦ꜛfi⅜ ⌐⌂∫≡™╢ ⅜№╡╕∆⁹ 
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 Automatically continue interrupted 

encryption  

╠⅛─ ≢ ⅜ ↕╣√ ≢╙⁸ ╩ ⌐ ↕∑

╕∆⁹ 

 Synchronize SecureDoc password 

with  Windows password (bi -

directional)  

♅▼♇◒╩ Windows─כ◙כꜚ⁸≥╢╣ Ɽ☻꞉⁸⅜♪כSecureDoc

≥♪כⱨ□▬ꜟⱤ☻꞉כ◐─ ⌐ ↕╣╕∆⁹Windows Ɽ☻꞉כ

♪─ │ ⌐ SecureDoc ⌐ ↕╣⁸SecureDoc Ɽ☻꞉כ♪─

╙Windows ⌐ ↕╣╕∆⁹ 

ⱪ꜡ⱦ☺ꜛ♬fi◓ꜟכꜟ╩ ∆╢ │⁸♅▼♇◒╩ ╣╢ ⅜№╡

╕∆⁹♅▼♇◒╩ ╣≡™⌂™ ⁸Ɽ♇◔כ☺ ⅜♩כꜝ▪⌐

↕╣⁸ⱪ꜡ⱨ□▬ꜟ╩ ∆╢╟℮ ↕╣╕∆⁹ 

 Users can Encrypt File using 

Windows Explorer context menu  

╩כꜙ♬fi♥◐☻♩ ⱷ◖─כꜝכ꜡⁸Windows ◄◒☻ⱪ│כ◙כꜚ

⇔≡ⱨ□▬ꜟ╩ ≢⅝╕∆⁹ 

 Users can create  SelfExtractor 

archives using Windows Explorer 

context menu  

╩כꜙ♬fi♥◐☻♩ ⱷ◖─כꜝכ꜡⁸Windows ◄◒☻ⱪ│כ◙כꜚ

╩Ⱪ▬◌כ▪ ≡⇔ ≢⅝╕∆⁹ 

 Secure Wipe permits users to Wipe 

a file the following number of 

times:  

↓─○ⱪ◦ꜛfi╩ ∆╢≤⁸◄◒☻ⱪ꜡כꜝכ─ ◒ꜞ♇◒◖fi♥◐☻

♩ⱷ♬ꜙכ⌐○ⱪ◦ꜛfi⅜ ↕╣⁸ ⌐№╢♪꜡♇ⱪꜞ☻♩≢ ↕

╣√ ≢♦▫☻◒⅛╠ⱨ□▬ꜟ╩ ⅝⇔≡ ≢⅝╕∆⁹ 

 Protect device against repeated 

failed -password attack Windows 

logon  

│⁸Ɽ☻꞉כ♪─ ⅜ ↕╣╢ ╩↕╠⌐ ∆╢↓≤

⅜≢⅝╕∆⁹ 

Windows ꜡◓▬fi⌐ ⇔≡ ⇔√ ⅜⁸↓↓≢ ⇔√ ⌐

∆╢≤⁸ ⇔⁸ⱪꜞⱩכ♩ ╕√│ BitLocker ꜞ◌Ᵽꜞ ⌐ ╡

ⅎ╕∆⁹ 

Number of Key File in SecureDoc 

space:  

─ꜟ▬□ⱨכ◐╢∆ ╩ ⇔╕∆⁹ 40  

∆╢ │ 16 200 ─ ≢ ╩ ⇔╕∆⁹ 

Client User Interface Language:  SecureDoc ≢☻כ▼ⱨכ♃fi▬כ◙כꜚ ∆╢ ╩ ⇔╕∆⁹

₈System ₉│⁸Windows OS ⌐ ↕╣≡™╢ ⌐ ≠⅝⁸

SecureDoc ─ ╩ ⇔╕∆⁹ ╩ ∆╢≤⁸OS≤│ ⌂ↄ⁸

SecureDoc ─ ⅜ ↕╣╕∆⁹ 

SecureDoc Encryption  

ẽ Only encrypt Removable Media 

(RME) Έ No hard disks will be 

encrypted  

ꜞⱶכⱣⱩꜟⱷ♦▫▪─╖╩ ∆╢ ⌐ ⇔╕∆⁹ 

HDD ╛ SSD ╩◒☻▫♦ꜟ◌כ꜡─ ⇔╕∑╪⁹ 

ủ Encryption all disks  ≡─♦▫☻◒╩ ⇔╕∆⁹ 

ủ Encryption boot disk only  Ⱪכ♩♦▫☻◒─╖ ⇔╕∆⁹  

ủ Encryption boot disk and all fixed 

disks  

Ⱪכ♩♦▫☻◒≤ ♦▫☻◒ ≡╩ ⇔╕∆⁹ 

ẽ Encryption partition only  Ɽכ♥▫◦ꜛfi─╖╩ ⇔╕∆⁹ 

ẽ Use hardware encryption if 

available  

▬fi☻♩꜠כ◦ꜛfiⱪ꜡☿☻ ⌐⁸TCG Opal ♪ꜝ▬Ⱪ╩ ⇔√ ⁸

♁ⱨ♩►▼▪⌐╟╢ │⅔↓⌂╦∏⁸Opal ⌐Ⱪ▫♥◒▪╩♪כ⸗

⇔⁸ⱪꜞⱩכ♩ ⱪ꜡◓ꜝⱶ╩▬fi☻♩⁹∆╕⇔ꜟכ 

♅▼♇◒╩ ∆≤⁸TCG Opal ♪ꜝ▬Ⱪ≢№∫≡╙♁ⱨ♩►▼▪≢

⇔╕∆⁹ 

 ⌐ UEFI/BIOS ≢⁸HDD Ɽ☻꞉כ♪╙⇔ↄ│ Block SID ─

╩ ⌐⇔≡⅔™≡ↄ∞↕™⁹ 

TCG Opal Ɫכ♪►▼▪─ ≢⁸▬fi☻♩כꜟ ⁸◦ꜗ♇♩♄

►fi⅜ ≢∆⁹ 



 

  

SecureDoc Enterprise Server  Version 9.2  ꜞⱨ□꜠fi☻ⱴ♬ꜙ▪ꜟ   

© 2025  WinMagic Inc. All R ights Reserved.  

P.  19  

 

    

ẽ If Block SID enabled force 

software encryption  

UEFI ─ ≢ BlockSID ⅜ ⌐⌂∫≡™╢ ⁸♁ⱨ♩►▼▪≢

⇔╕∆⁹UEFI ─ ≢ BlockSID ╩ ⌐≢⅝⌂™♦Ᵽ▬☻ ↑─

≢∆⁹ 

Initial conversion will encrypt:  Every sector  

╩כ♃◒☿─≡ ⇔╕∆⁹ ⌐♦▫☻◒⌐ ⅜♃כ♦⌂ ↕

╣≡™╢ │↓─○ⱪ◦ꜛfi╩ ⇔╕∆⁹ 

Data only(faster)  

▬fi☻♩כꜟ ⁸ ─╖╩ ⇔╕∆⁹∕─ ⅜♃כ♦⁸

⅝ │כ♃◒☿─⧵⁸≥╢╣╕ ≢ ↕╣╕∆⁹ ◙כꜚ╩

⅜כ ∆╢↓≤│№╡╕∑╪⁹( )  

⅜כ◙כꜚ⌐  ⇔≡™╢⁸ ─☻▬Ᵽ♦╢№⅜♃כ♦⌂ ⁸

↓─○ⱪ◦ꜛfi│ ↕╣╕∑╪⁹ 

ẽ No recovery (faster)  ⁸ ─ ⌐ ⅎ≡ꜞ◌Ᵽꜞ♦כ♃╩ ⇔ ⇔╕∆

⅜⁸↓─○ⱪ◦ꜛfi╩ ∆╢≤ꜞ◌Ᵽꜞ♦כ♃╩ ∑∏⌐ ╩

⇔╕∆⁹♪ꜝ▬Ⱪ─ ╩ ↄ ↕∑√™ ⌐ ∟╕∆⁹ 

⅜כ◙כꜚ⌐  ⇔≡™╢⁸ ─☻▬Ᵽ♦╢№⅜♃כ♦⌂ ⁸

↓─○ⱪ◦ꜛfi│ ↕╣╕∑╪⁹ ⇔√ ⁸ ⅜ ∆╢

╕≢⁸ ╩♪כ◖ ⇔⁸OS─◦ꜗ♇♩♄►fi╛ ╩ ╠⌂™

╟℮⌐⇔≡ↄ∞↕™⁹ 

Exclude partitions from encryption  [Encryption partition only] ╩ ⇔√ ⌐⁸ ╩ ≤⇔⌂™

Ɽכ♥▫◦ꜛfi╩ ⇔╕∆⁹ ⱨ▫כꜟ♪⌐│Ɽכ♥▫◦ꜛfi─ꜝⱬ

ꜟ╩ ⇔╕∆⁹ 
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[ Communication ]  

SDConnex ≤─ ⌐ ∆╢ ≢∆⁹ 

 

 

    

Communication Settings  

ẽ Use SDConnex to communicate 

with SecureDoc client machines  

◒ꜝ▬▪fi♩♦Ᵽ▬☻│⁸SDConnex ≤─ ╩⅔↓⌂™╕∆⁹ 

⌂ ⅜⌂™ ╡⁸↓─ │ ⇔⌂™≢ↄ∞↕™⁹ 

Server List  SDConnex ⅜▬fi☻♩כ◘√╣↕ꜟכⱣכ─ IP ▪♪꜠☻╕√│ FQDN

╩ ⇔╕∆⁹SDCoonex │⁸ 16 ≢⅝╕∆⁹ 

◒ꜝ▬▪fi♩│⁸↓↓≢ ↕╣√ SDConnex ≤ ╩⅔↓⌂™╕∆⁹ 

─ SDConnex ⅜ ↕╣≡™╢ ⁸ SDConnex ─

Priority ╩ ≢⅝╕∆⁹◒ꜝ▬▪fi♩│⁸Priority1 ─ SDConnex

≤ ≢⅝⌂⅛∫√ ⁸Priority2 ─ SDConnex ≤─ ╩ ╖╕∆⁹ 
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Port number  ◒ꜝ▬▪fi♩⅜ SDConnex ≤ ∆╢ ─ⱳכ♩ ╩ ⇔╕∆⁹ 

│₈7100 ₉≢∆⁹ 

Proxy Settings  ◒ꜝ▬▪fi♩⅜ⱪ꜡◐◦◘כⱣכ╩ ⇔≡ SDConnex ≤ ∆╢

⌐ ⇔╕∆⁹ 

 

 

ẽ Communicate with random 

SDConnex Server within priority 

group  

─ SDConnex ≢ Priority ─ ╩ 1 ⌐⇔⁸↓─○ⱪ◦ꜛfi╩ ⌐

∆╢≤⁸◒ꜝ▬▪fi♩│ Priority ─ ⅜ 2 ─ SDConnex ┼─▪◒☿☻

╩ ╖╢ ⌐⁸Priority ─ ⅜ 1 ─ SDConnex ┼ꜝfi♄ⱶ⌐▪◒☿☻

╩ ╖╕∆⁹ 

Communicate with server every X 

minute(s)  

◒ꜝ▬▪fi♩│⁸OS ☻ⱦכ◘ ⌐ SDConnex ≤─ ─

╩ ╖╕∆⁹∕─ │⁸↓↓≢ ↕╣√ ≢ SDConnex ≤─

╩ ╖╕∆⁹ │₈60₉ ≢∆⁹ 

TLS encryption  

-  Disable TLS  

-  Force use of TLS 1,3  

-  Force use of HTTPS  

HTTPS №╢™│ TLS ╩ ∆╢ ⁸ ╩♩כ▬☻ ⇔╕∆⁹ 

ẽ Validate server certificate  

ẽ Verify host name in certificate  
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If no communication with server for more than  

X day(s) Έ disable user ΐs access to 

computer  

⇔√ ⌐◒ꜝ▬▪fi♩⅜ SDConnex ≤ ⇔⌂⅛∫√ ⁸

⌐ ꜟ▬□ⱨכ◐─כ◙כꜚ─≡ ╩ꜟ▬□ⱨכ◐ ↄ ╩꜡

♇◒↕∑╕∆⁹꜡♇◒ ⌐│♅ꜗ꜠fi☺&꜠☻ⱳfi☻ ╩ ™╕∆⁹ 

X comm cycle s Έ move device to 

Exempted Devices f older to prevent 

PBConnex authentication  

SDConnex ╩ ⇔≡♦Ᵽ▬☻╩ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ⇔≡™╢

◒ꜝ▬▪fi♩♦Ᵽ▬☻≢⁸ ◘▬◒ꜟ≢ ↕╣√ ⁸SDConnex

≤ ⇔⌂⅛∫√ ⁸♦Ᵽ▬☻╩ [ Exempted Devices ] ⱨ◊ꜟ♄⌐

↕∑╕∆⁹ 

↓─○ⱪ◦ꜛfi─ │⁸ ♦Ᵽ▬☻╩○כ♩Ⱪכ♩╩ ⇔⌂™◓

⌐ⱪכꜟ ∆╢↓≤⌐╟╡⁸ ─ ─◄fi♪ⱳ▬fi♩♦Ᵽ▬☻

IOT ♦Ᵽ▬☻⁸ ↑ ™ / ⁸◐○☻◒♦Ᵽ▬☻ ─

☿◐ꜙꜞ♥▫╩ ∆╢↓≤≢∆⁹SDConnex ≤ ≢⅝⌂™ ⁸♦

Ᵽ▬☻⅜ ╩ ↑≡™╢⅛⁸╕√│ ⌐↕╠↕╣≡™╢ ⅜№╡

╕∆ ⁹[ Exempted Devices ] ⱨ◊ꜟ♄⌐ ↕╣√♦

Ᵽ▬☻⌐│○כ♩Ⱪכ◐♩כⱨ□▬ꜟ⅜ ♩כⱩ♩כ○⁸╘√™⌂╣↕

│ ↕╣╕∑╪⁹ 

PBConnex  

ẽ Enable machine to communicate 

with SDConnex at preboot  

ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ PBConnex ╩ ⌐⇔╕∆⁹ 

ẽ Enable will locally cache 

PBConnex  autoboot key file for X 

day(s)  

ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ╩☻ⱦכ◘♩כⱩ♩כ○≢ ∆╢ ⁸∕

╣⌐ ♩כⱩ♩כ○⌂ כⱣכ◘│ꜟ▬□ⱨכ◐ ≢ ↕╣⁸◒

ꜝ▬▪fi♩│Ⱡ♇♩꞉כ◒ ≢∕╣╩ ∆╢↓≤≢ ꜡◓▬fi╩

≤⇔≡™╕∆⁹ ♩כⱩ♩כ○╢╣↕ ⱨ□▬ꜟ│◒ꜝ▬▪fiכ◐

♩⌐│ ↕╣╕∑╪⁹ 

↓─○ⱪ◦ꜛfi│⁸◘כⱣכ ─ ╩ ∆╢ ─√╘⌐⁸◒ꜝ▬▪

fi♩⌐◐כⱨ□▬ꜟ╩◐ꜗ♇◦ꜙ↕∑⁸ ╩ꜟ▬□ⱨכ◐⁸ ⇔⌂™

╟℮⌐⇔╕∆⁹◐ꜗ♇◦ꜙ↕∑╢ ╩ ⇔╕∆⁹ 

ẽ Use Static IP Configuration from 

Client at preboot  

ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ≢ IP ╩ ≢⅝╢╟℮⌐⇔╕∆⁹ 

ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ≢ ∆╢ IP ▪♪꜠☻─ │⁸Windows

─ IP ▪♪꜠☻ ╩ ⇔╕∆⁹Windows ─ IP ▪♪꜠☻ ⅜ DHCP

◒ꜝ▬▪fi♩─ ⁸ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ╩⅔↓⌂℮Ⱪכ♩꜡◓

○fiⱪ꜡◓ꜝⱶ│ DHCP◒ꜝ▬▪fi♩≤⇔≡ ⇔╕∆⁹ 

↓─○ⱪ◦ꜛfi╩ ⌐∆╢≤⁸Windows ─ ⅜ DHCP≢│⌂ↄ

IP ╩ ⇔≡™╢ ⁸Windows ≢ ↕╣≡™╢ IP ▪♪꜠☻╩

ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ≢ ∆╢ IP ▪♪꜠☻⌐ ⇔╕∆⁹ 

MagicEndpoint Enterprise  

ẽ MagicEndpoint can 

assist/strengthen authentication  

MagicEndpoint ╩ SecueDoc ≤ ⇔ ∆╢ ⁸♅▼♇◒╩ ╣╕

∆⁹ 

IdP Lis MagicEndpoint Identity Provider ╩ ∆╢ ⁸URL ⱱ☻♩ :ⱳ

♩כ ╩ ⇔╕∆⁹ 

MagicEndpoint credential Key is synchronized with SES and SES can share it to user's other device s 

MagicEndpoint ◐כ│ SES ⌐Ᵽ♇◒▪♇ⱪ↕╣∏⁸ ─♦Ᵽ▬☻≤ ≢⅝╕∑╪⁹  

MagicEndpoint credential Key will not be backed up to SES and cannot be shared to other devices  

MagicEndpoint ◐כ│ SES ≤ ↕╣⁸SES │∕╣╩ꜚכ◙כ─ ─♦Ᵽ▬☻≤ ≢⅝╕∆⁹  

Users will be prompted to perform FaceID -based authentication  

─☻כ⁸FaceID ⱬ│כ◙כꜚ ╩ ∆╢╟℮⌐ ╘╠╣╕∆⁹  
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Silently perform FaceID authnetication for MagicEndpoint Clients whenever possible  

⌂ ╡⁸MagicEndpoint ◒ꜝ▬▪fi♩─ FaceID ╩ ⇔╕∆⁹  

Users will be authentically logged in to MagicEndpoint using SecueDoc Credentials  

SecureDoc ≤ ↕╣≡™╢ │כ◙כꜚ⁸╙≢ ⌐ MagicEndpoint ┼─꜡◓▬fi╩ ╘╠╣╕∆⁹  

Users will always be prompted to log in to MagicEndpoint,even where sysnc'ed with SD Credentials  

♦ⱨ◊ꜟ♩  

╩ SecueDoc │כ◙כꜚ ⇔≡ MagicEndpoint ⌐ ⌐꜡◓▬fi⇔╕∆⁹ 

Do not show notification when logging in to a website/services   

►▼Ⱪ◘▬♩/◘כⱦ☻⌐꜡◓▬fi∆╢≤⅝⌐ ╩ ⇔╕∑╪⁹  

Show notification  when logging into a website/services  

►▼Ⱪ◘▬♩/◘כⱦ☻⌐꜡◓▬fi∆╢≤⅝⌐ ╩ ⇔╕∆⁹  

ẽ Validate IdP certificate  IdP ╩ ⇔╕∆⁹ 

ẽ Verify host name in certificate  ─ⱱ☻♩ ╩ ⇔╕∆⁹ 

Automatically log out MagicEndpoint  key after N minutes (Note: 0 ,means never)  

N ⌐ MagicEndpoint ◐כ╩ ⌐꜡◓▪►♩⇔╕∆⁹  

 0 │꜡◓▪►♩⇔⌂™↓≤╩ ⇔╕∆⁹ 
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[ BitLocker Management ]  

BitLocker ⌐ ⌂ ≢∆⁹ 

 

 

    

BitLocker Encryption Do not use BitLocker encryptionה   

BitLocker ╩ ⇔╕∑╪⁹ 

Enable Microsoft BitLocker Preה -boot  

BitLocker ─ⱪꜞⱩכ♩ ╩ ⇔╕∆⁹ 

[Authentication method]  ─ⱪꜟ♄►fiⱷ♬ꜙ⁸≢כBitLocker ─

╩ ⇔╕∆⁹ 

Enable SecureDoc Preה -boot for BitLocker  ( )  

SecureDoc ─ⱪꜞⱩכ♩ ⱪ꜡◓ꜝⱶ╩ ⇔╕∆⁹ 

SecureDoc ⱪꜞⱩכ♩ ⌐╟∫≡⁸ ⅛™Ɽ☻꞉כꜟ♪כꜟ≢─

╛◦fi◓ꜟ◘▬fi○fi SSO ◒♇꜡כ◙כꜚ⁸ ⁸♅ꜗ꜠fi☺

꜠☻ⱳfi☻ ─ ╩ ≢⅝╕∆⁹ 

╕√⁸ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ╙ ≢∆⁹ 

BitLocker Authentication and Access M onitoring  

ẽ Synchronize BitLocker 

PIN/Password with SecureDoc 

device owner user ΐs password  

BitLocker PIN/ Ɽ☻꞉כ♪╩ SecureDoc ♦Ᵽ▬☻ Ɽ─כ◙כꜚ

☻꞉כ♪≤ ⇔╕∆⁹ 

Authentication method  

 

BitLocker ─ⱪꜞⱩכ♩ ╩ ⇔√ ⁸ ╩ ⇔╕

∆⁹ 
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TPM only (autoה -boot)  

TPM+PINה  

TPM+USB Startup Keyה  

  TPM+PIN+USB Startup Keyה

 (incompatible with BitLocker password sync)  

 BitLocker Ɽ☻꞉כ♪ ≤ ⅜№╡╕∑╪⁹ 

USB Startup Key onlyה  

Password (no TPM)ה  

ẽ additionally, allow independent 

USB Startup Key  

↕╠⌐⁸ ⇔√ USB ☻♃כ♩▪♇ⱪ ◐כ╩ ⇔╕∆⁹ 

ẽ Allow Password as a failback if no 

compatible TPM available  

─№╢ TPM⅜⌂™ ⁸Ɽ☻꞉כ♪╩ ⇔╕∆⁹ 

BitLocker Conversion Options  

BitLocker Cipher Type:  ▪ꜟ◗ꜞ☼ⱶ╩ ⇔╕∆⁹ 

AES-CBC 128ה -bit  

AES-CBC 256ה -bit  

XTS-AES 128ה -bit  

XTS-AES 256ה -bit  

ẽ Enable cipher configured in profile 

during installation if BitLocker 

already active  

⌐ BitLocker ⅜ ⌐ ↕╣≡™╢ ⁸▬fi☻♩כꜟ ⌐ⱪ꜡ⱨ

□▬ꜟ≢ ↕╣√ ▪ꜟ◗ꜞ☼ⱶ╩ ⌐⇔╕∆⁹ 

Enforce Drive Encryption Type: ╩כ♃◒☿  ∆╢⅛⁸ ─╖ ∆╢⅛ ⇔╕∆⁹ 

⌐♦▫☻◒ ⌐ ╢№⅜♃כ♦⌂ │⁸[Full Encryption] ╩ ⇔

╕∆⁹ 

Drives To Encrypt:  OS─▬fi☻♩כꜟ↕╣√♪ꜝ▬Ⱪ─╖⁸№╢™│∕╣ ─♪ꜝ▬Ⱪ╙

∆╢─⅛╩ ⇔╕∆⁹  

Drives To Be Excluded:  ╩ ⇔√™♪ꜝ▬Ⱪ ╩ ⇔╕∆⁹ 

Advanced Options   

ẽ Install  SecureDoc encryption on 

devices that do not support 

BitLocker  

BitLocker ╩◘ⱳכ♩⇔⌂™♦Ᵽ▬☻─ ⁸SecureDoc ⌐╟╢♁ⱨ♩

►▼▪ ╩⅔↓⌂™╕∆⁹ 

ẽ Use hardware encryption if 

available.  

Ɫכ♪►▼▪꜠ⱬꜟ─ ♪ꜝ▬Ⱪ TCG Opal ⌂≥ ╩ ⇔√

⁸BitLocker ─ ▪ꜟ◗ꜞ☼ⱶ⌐╟╢♁ⱨ♩►▼▪≢─ │⅔

↓⌂╦∏⁸Ɫכ♪►▼▪꜠ⱬꜟ─ ╩ ⇔╕∆⁹ 

BitLocker Tamper Protection  

ẽ Prevent unmanaged decryption ╢╟⌐כ◙כꜚ  BitLocker ─ ╩ ⇔╕∆⁹ 

ẽ Prevent volume protection 

suspension  

♦Ᵽ▬☻─Ⱳꜞꜙכⱶ꜠ⱬꜟ≢ Bit Locker ╩◘☻Ɑfi♪↕∑╕∑╪⁹ 

ẽ Disable BitLocker management 

application (manage -bde.exe)  

⁸manage│כ◙כꜚ -bde.exe ⱪ꜡◓ꜝⱶ BitLocker ╩

⌐⇔√╡ ⇔√╡≢⅝╢ Microsoft ꜟכ♠ ╩ ≢⅝⌂ↄ⌂╡╕∆⁹ 
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[ Credential Provider ]  

Windows ◘▬fi▬fi⌐ ∆╢ ≢⁸Windows ─ Credential Provider ◒꜠♦fi◦ꜗꜟⱪ꜡Ᵽ▬♄כ ⅛╠

SecureDoc Credential Provider ⌐ ⇔╕∆⁹◦fi◓ꜟ◘▬fi○fi( SSO)⌐ ∆╢⌐│ SecureDoc Credential 

Provider ⅜ ≢∆⁹ 

 

    

Define whether credentials entered at Boot Logon automate user ΐs logon into Windows  

ẽ Automatically log in to Windows with 

Credentials entered at Boot Logon  

ⱪꜞⱩכ♩ ≢─ ╩ ⇔≡ Windows ⌐ ⌐◘▬

fi▬fi⇔╕∆⁹ 

ẽ Users can single sign -on Smart Card 

or Token  

☻ⱴכ♩│√╕♪כ◌♩כ◒fi╩ ∆╢↓≤≢⁸◦fi◓ꜟ◘▬fi○

fi╩ ≢⅝╕∆⁹ 

 Automatic login to Windows will time 

out after X minutes  

Windows ┼─ ◘▬fi▬fi│ X ⌐♃▬ⱶ▪►♩⇔╕∆⁹ 

 Configure Windows Credential 

Provider as last logged on userΐs 

provider  

⌐◘▬fi▬fi⇔√ꜚכ◙כ╩◒꜠♦fi◦ꜗꜟⱪ꜡Ᵽ▬♄כ─

⌐ ⇔╕∆⁹ 



 

  

SecureDoc Enterprise Server  Version 9.2  ꜞⱨ□꜠fi☻ⱴ♬ꜙ▪ꜟ   

© 2025  WinMagic Inc. All R ights Reserved.  

P.  27  

 

    

Define how SecureDoc credentials are used to authenticate ad Windows Logon  

ẽ Use SecureDoc Credentials to log into 

Windows  

SecureDoc Credentia l Provider ╩ ⇔≡ Windows ⌐◘▬fi▬

fi⇔╕∆⁹Windows ◘▬fi▬fi┼─☿◐ꜙꜞ♥▫╩ ⇔╕∆⁹ 

ẽ Only uses having SecureDoc 

Credentials may log in Windows 

Logon  

SecureDoc  Credential Provider ≢─╖⁸Windows ⌐◘▬fi▬fi

≢⅝╕∆⁹ 

ẽ Switch to native Windows logon in 

home network (SES Server is 

reachalble)  

SDConnex ≤ ⌂Ⱡ♇♩꞉כ◒ ≢│⁸Windows ─

◒꜠♦fi◦ꜗꜟⱪ꜡Ᵽ▬♄כ⌐ ╡ ⅎ╕∆⁹ 

Additional  options for token -based Authentication  

ẽ Lock computer when token is 

removed  

USB♩כ◒fi╩ ↄ≤⁸Windows ╩꜡♇◒⇔╕∆⁹ 

Two - factor authentication  

ẽ Enforce Two - factor Authentication for 

Windows logon  

Windows ◘▬fi▬fi⌐ ╩ ⇔╕∆⁹ 

(SecureDoc Credential provider)  

ẽ Enforce Two - factor  Authentication for 

Remote Desktop devices  

⌐☻▬ⱪ♦Ᵽ♇♩◒☻♦♩כ⸗ꜞ 2 ╩ ⇔╕∆⁹ 

Remote Desktop  

ẽ Add SecureDoc Login emhancement 

Remote Desktop Client  

⌐♩ⱪ◒ꜝ▬▪fi♇♩◒☻♦ ♩כ⸗ꜞ SecureDoc ꜡◓▬fi─

╩ ⇔╕∆⁹ 

ẽ Only users having SecureDoc 

Credental may log in at Remote 

Desktop Client  

SecureDoc ╩  ⱪ♇♩◒☻♦ ♩כ⸗ꜞ⅜╖─כ◙כꜚ≈

◒ꜝ▬▪fi♩⌐꜡◓▬fi≢⅝╕∆⁹ 

ẽ Authenticate to Remote Desktop 

using MagicEndpoint - requires no user 

action  

MagicEndpoint ╩ ─┼ⱪ♇♩◒☻♦ ♩כ⸗ꜞ√⇔ ⁹ 

─כ◙כꜚ │ ≢∆⁹ 

ẽ Permit Remote Desktop connections 

with SecureDoc authentication only  

SecureDoc ─╖≢ꜞ⸗כ♩♦☻◒♩♇ⱪ ╩ ⇔╕∆⁹ 
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[Password Manager]  

כ◙כꜚ─ ≤Ɽ☻꞉כ♪╩ ─┼fiꜛ◦כ◔ꜞⱪ▪כ◦●꜠√∫ ╩◘ⱳ⁹∆╕⇔♩כ 

 

 

    

 Enable Password Manager  Ɽ☻꞉כ♪ⱴⱠכꜗ☺כ╩ ⌐⇔╕∆⁹ 

 Enable Password Manager for non -

managed Apps as well  

▪ⱪꜞ≢╙Ɽ☻꞉כ♪ⱴⱠכꜗ☺כ╩ ⌐⇔╕∆⁹ 

Password rules for the App  

 App  URL or executable path/name  

<Add> Ⱳ♃fi╩◒ꜞ♇◒⇔≡⁸▪ⱪꜞ─ URL╕√│ ⱨ□▬ꜟ─

Ɽ☻/ ╩ ⇔╕∆⁹ 

 Permit the use of Windows user 

name/password for login  

꜡◓▬fi⌐Windows כ◙כꜚ /Ɽ☻꞉כ♪─ ╩ ⇔╕∆⁹ 

Auto -generated password restrictions  

Password length from XX to YY symbols  

Ɽ☻꞉כ♪─  

Ɽ☻꞉כ♪─ ↕│ XX⅛╠ YY ⌐⇔╕∆⁹ 

Disallowed symbols:  

ẽ Numbers  

ẽ Lowercase Latin letters  

≢⅝⌂™  

 

─ꜝ♥fi  
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ẽ Special symbols of a Latin alphabet  

ẽ Uppercase Latin letters  

ẽ Warm user upon login to 

change/randomize initial password  

ꜝ♥fi▪ꜟⱨ□ⱬ♇♩─  

─ꜝ♥fi  

 

꜡◓▬fi ⌐ Ɽ☻꞉כ♪╩ /ꜝfi♄ⱶ ⌐כ◙כꜚ℮╟╢∆

⇔╕∆⁹ 

Password record sharing between Apps  ▪ⱪꜞ ≢─Ɽ☻꞉כ♪ ╩ ⇔╕∆⁹ 

Password Change URLs  Ɽ☻꞉כ♪ URL╩ ⇔╕∆⁹ 

Windows Password Rotation/Ra ndomization  

Do not randomize Windows user 

passwords   

Enable  password randomization for users 

protected by Phone[Bluetooth and 

Network]  

Enable password randomization for all 

users protected by SecureDoc  

Windows fi♄ⱶꜝ╩♪כⱤ☻꞉─כ◙כꜚ ⇔╕∑╪⁹ 

☻ⱴכ♩ⱨ◊fi[ Bluetooth ≤Ⱡ♇♩꞉כ◒]≢ ◙כꜚ╢™≡╣↕

fi♄ⱶꜝ╩♪כⱤ☻꞉─כ ⇔╕∆⁹ 

SecureDoc ≢ fiꜝ╩♪כⱤ☻꞉─כ◙כꜚ─≡═∆╢™≡╣↕

♄ⱶ ⇔╕∆⁹ 

ẽ Automatically rotate Windows 

password every XX days  

Windows Ɽ☻꞉כ♪╩ XX ↔≤⌐ ⌐ ⇔╕∆⁹ 

Exclude the following Windows account(s):  ∆╢▪◌►fi♩╩ ⇔╕∆⁹ 
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[ Media Encryption ]  

ꜞⱶכⱣⱩꜟⱷ♦▫▪╩ ∆╢  

 

 

    

Automatic od Manual Encryption  

 Automatically removable media when it 

is connected  

ꜞⱶכⱣⱩꜟⱷ♦▫▪⅜ ↕╣╢≤ ⌐ ╩ ⇔╕∆⁹ 

 Allow manual removable media 

encryption (from context menu)  

◖fi♥◐☻♩ⱷ♬ꜙכ╩ ⇔≡ⱷ♦▫▪╩ ⇔╕∆⁹ 

Encryption Method  

₃ Full media  ☿◒♃꜠ⱬꜟ≢ⱷ♦▫▪╩ ⇔╕∆⁹ 

כ◙כꜚ  ≢ⱷ♦▫▪╩ ∆╢ ⁸ ─ ⅜№╡╕∆⁹ 

│▪▫♦ⱷ ה ≢ ↕╣≡™╢⁸№╢™│Ɽ☻꞉כ♪≢

↕╣≡™╢↓≤⁹ 

│⌐☻▬Ᵽ♦ ה SecureDoc ⅜▬fi☻♩כꜟ↕╣≡™╢↓≤ 

₃ Container -based (RMCE)  ◖fi♥♫ⱬכ☻─ ╩⅔↓⌂™╕∆⁹ 

כ◙כꜚ  ≢ⱷ♦▫▪╩ ∆╢ ⁸ ─ ⅜№╡╕∆⁹ 

│▪▫♦ⱷ ה ≢ ↕╣≡™╢⁸№╢™│Ɽ☻꞉כ♪≢

↕╣≡™╢↓≤⁹ 
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₃ Free space to use  ◖fi♥♫ ─ ╩ ⇔╕∆⁹ 

₃ Encrypt entire space and move files 

into container  

╩◖fi♥♫─ ≤⇔≡ ⇔╕∆⁹ 

╩♃כ♦⌐ ⇔⁸ ╩♃כ♦⁸ ↕╣√ⱷ♦▫

▪⌐ ⇔╕∆⁹ 

ẽ Securely format removable drive  ◖fi♥♫ ╩ ∆╢ ⌐ⱷ♦▫▪╩ ⇔╕∆⁹ 

Custom Prompt  ╩ ∆╢ ⌐⁸ⱷ♇☿כ☺╩ ≢⅝╕∆⁹ 

Preferred Key for Media Encryption  ⱷ♦▫▪ ⌐ ∆╢ ╩ ⇔╕∆⁹ 

ẽ Allow use to change the default media 

encryption settings  

ⱷ♦▫▪ ─ ─ ╩ ⇔╕∆⁹ 

ẽ Encrypted media can be access ed with 

a password  

ⱷ♦▫▪⌐Ɽ☻꞉⁹∆╕⇔⌐℮╟╢⅝≢☻☿◒▪≢♪כ 

 Full media ≢ ⇔√ⱷ♦▫▪⌐▪◒☿☻≢⅝╢ ≤⇔≡⁸

SecureDoc ⅜▬fi☻♩כꜟ↕╣≡™╢ ⅜№╡╕∆⁹ 

ẽ Prevent using the device key for media 

encryption  

▪▫♦ⱷ⅜כ◙כꜚ ⌐ ∆╢ ╩⁸♦▫☻◒─ ⌐ ⇔

√ ⌐↕∑╕∆⁹ 

ẽ Log RME actions/change to RME 

auditlog  

ⱷ♦▫▪─꜡◓╩ ⇔╕∆⁹ 

ẽ Obfuscate file names in logs  ꜡◓ ─ⱨ□▬ꜟ ╩ ⇔╕∆⁹ 

ẽ Enable Container CD/DVD encryption  ◖fi♥♫ ≢⁸CD/DVD ╩ ≢⅝╢╟℮⌐⇔╕∆⁹ 
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[ SecureDoc File Encryption ]  

ⱨ▫ꜟהⱨ◊ꜟ♄╩ ∆╢ ─  

 

 

    

ẽ Users may encrypt specific Files and 

Folders  

─ⱨ□▬ꜟ≤ⱨ◊ꜟ♄╩ ≢⅝╕∆ 

ẽ Active Γpersistent encryption Δ Persistent encryption ⌂ ╩ ⌐⇔╕∆⁹ 

ẽ Uses may manage list of Applications 

that at access encrypted files  

Persistent encryption ≢ ↕╣√ ⱨ□▬ꜟ⌐⁸ꜚכ◙

⌐☻꜠ⱶכ◦⁸│כ ⌂▪ⱪꜞ◔כ◦ꜛfi─ꜞ☻♩╩

≢⅝╕∆⁹ 

ẽ Allow users to decrypt and encrypt files 

using Windows contest menu  

Windows ◖fi♥☻♩ ⱷ♬ꜙכ╩ ⇔≡ⱨ□▬ꜟ╩ ⅔╟

┘ ≢⅝╢╟℮⌐⇔╕∆⁹ 
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[ Advanced Options ]  

 

 

    

 Enable sending of user ΐs password 

and Self -Help password recovery 

answers to SES  

─ⱨⱫꜟⱪꜟ☿≥♪כⱤ☻꞉─כ◙כꜚ ╩ SDConnex ╩ ⇔≡

SES DB ⌐ ╡╕∆⁹ 

☿ꜟⱨⱫꜟⱪꜞ◌Ᵽꜞכ│ ≢│↔ ™√∞↑╕∑╪⁹ 

 User/Date info from token certificates 

will appear in dialog/lists to aid 

identifi cation  

fi◒כ♩ /כ◙כꜚ─ ⅜♄▬▪꜡◓/ꜞ☻♩⌐ ↕

╣⁸ ╩ ⌐⇔╕∆⁹ 

 SecureDoc icon will not appear in the 

system tray and notifications will be 

suppressed  

◦☻♥ⱶ♩꜠▬⌐ SecureDoc ─▪▬◖fi╩ ↕∑╕∑╪⁹ 

╙ ⇔ ↕∑╕∑╪⁹ 

 Suppress SecureDoc notification 

messages  

ⱷ♇☿כ☺╩ ⇔ ↕∑╕∑╪⁹ 

 Show user ΐs authentication answers 

text in SES Console, as aid to 

Administrator  

─ ≤⇔≡⁸SES ◖fi♁כ◙כꜚ⌐ꜟכ─☿ꜟⱨⱫꜟⱪ─

╩ ↕∑╕∆⁹ 

≢│↔ ™√∞↑╕∑╪⁹ 
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 Unlock Self -Encrypting 

Drives(e.g.OPAL, TCG Enterprise) when 

system resumes from Sleep mode  

♪ꜝ▬Ⱪ TCG Opal ╩♪כ⸗ⱪכꜞ☻⁸≢ ≢⅝╢

╟℮⌐⇔╕∆⁹ 

─♪כ⸗ⱪכꜞ☻  │ ↕╣╕∑╪⁹ 

 Unlock Self -Encrypting Drives when 

system resumes from Hybrid Sleep  

♪ꜝ▬Ⱪ TCG Opal ≢⁸Ɫ▬Ⱪꜞ♇♪☻ꜞכⱪ⸗כ♪

╩ ≢⅝╢╟℮⌐⇔╕∆⁹ 

 Devices may Sleep when Intel 

Enterprise Digital Fence is enabled  

Intel Enterprise Digital Fence ╩◘ⱳ⁹∆╕⇔♩כ 

Intel Enterprise Digital Fence ≢│⁸♦Ᵽ▬☻⅜ ≢⅝╢ LAN 

≢►▼▬◒▪♇ⱪ∆╢≤⁸☻ꜞכⱪ⅜ ↕╣╕∆⁹⇔⅛⇔⁸

─ ⌂≥ ≢⅝╢ LAN ⅜⌂™ ⁸ ⅜ ↕╣╕

∆⁹ 

 Permit Windows administrators to 

directly modify SecureDoc configuration 

files on client devices  

Windows ⅜◒ꜝ▬▪fi♩♦Ᵽ▬☻ ─ SecureDoc ⱨ□

▬ꜟ╩ ∆╢↓≤╩ ⇔╕∆⁹ 

Windows Accounts  

Boot Key Files Options  

 Create Boot Key Files for local users 

detected on device  

♦Ᵽ▬☻ ≢ כ◙כꜚꜟ◌כ꜡√╣↕ ↑⌐⁸Ⱪכ◐♩כⱨ□▬

ꜟ╩ ⇔╕∆⁹ 

 Create Boot Key Files for AD users 

detected on device  

♦Ᵽ▬☻ ≢ ↕╣√ AD כ◙כꜚ ↑⌐⁸Ⱪכ◐♩כⱨ□▬ꜟ╩

⇔╕∆⁹ 

ẽ Create Personal Key Files for Windows 

users detected on device  

♦Ᵽ▬☻ ≢ ↕╣√Windows כ◙כꜚ ↑⌐⁸Ɽכ◐ꜟ♫♁כ

ⱨ□▬ꜟ╩ ⇔╕∆⁹ 

 ⱪꜞⱩכ♩ ╩ │≢כ◙כꜚ╢∆ ⇔╕∑╪⁹ 

⌐₈Only encrypt Removable Media (RME) ₉ ↑≢∆⁹ 

ủ Login Personal Key Files 

automatically  

⌐ꜟ▬□ⱨכ◐ ≢꜡◓▬fi⇔╕∆⁹ 

 ⱪꜞⱩכ♩ ╩ │≢כ◙כꜚ╢∆ ⇔╕∑╪⁹ 

⌐₈Only encrypt Removable Media ( RME)₉ ↑≢∆⁹ 

ủ Login to Personal Key Files with 

SecureDoc password  

SecureDoc ─Ɽ☻꞉כ♪≢  ⱨ□▬ꜟ⌐꜡◓▬fi⇔╕∆⁹כ◐

 ⱪꜞⱩכ♩ ╩ │≢כ◙כꜚ╢∆ ⇔╕∑╪⁹ 

⌐₈Only encrypt Removable Media ( RME)₉ ↑≢∆⁹ 

ẽ Create accounts for AD users only  SecueDoc ─▪◌►fi♩ ╩ AD ⌐כ◙כꜚ ⇔╕∆⁹ 

ẽ Display Boot and Personal Key File pop -

up messages  

⅔╟┘Ɽכ◐ꜟ♫♁כⱨ□▬ꜟ─ⱳ♇ⱪ▪♇ⱪⱷ♇☿כ☺╩

↕∑╕∆⁹ 

 ⱪꜞⱩכ♩ ╩ │≢כ◙כꜚ╢∆ ⇔╕∑╪⁹ 

⌐₈Only encrypt Removable Media ( RME)₉ ↑≢∆⁹ 

Excludes the following account(s):  ↓↓≢ ⇔√▪◌►fi♩│ ⇔╕∑╪⁸ 

SecueDoc Boot Logon Auto -Adapt  

ẽ Install will auto -adapt to device 

specific/technologies  

♦Ᵽ▬☻⌐ ─ ⅜ ⌂ ⁸ ≢∕╣╩ ⇔≡▬fi☻♩

 ⁹∆╕⇔ꜟכ

 Successful compatibility test will ה

proceed to installation and encryption  

⌐♩☻♥ ה ∆╢≤⁸▬fi☻♩כꜟ≤ ⌐ ╖╕

∆⁹ 
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Stop after Pre ה -Boot compatibility test 

and report results only  

♩כⱪꜞⱩ ה ♥☻♩ ⌐▬fi☻♩כꜟ╩ ⇔⁸ ─╖

╩꜠ⱳ⁹∆╕⇔♩כ 

 

ẽ Allow a less - featured boot -

loader(PBU/V4) to be used if PBL(U) 

is not compatible  

UEFI ♦Ᵽ▬☻ ↑─Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ─ PBL( U)≤ ⅜

⌂™ ⁸ Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ PBU V4 ╩ ≢⅝╢╟℮

⌐⇔╕∆⁹ 

If a device is determined to in compatible, SecureDoc will:  

 Switch to SecuerDoc BitLocler ה

Management  (SDBM)  

─fiⱪ꜡◓ꜝⱶ○◓꜡♩כⱩ ה PBL( U)≤ ⅜⌂™ ⁸

BitLocker Management ⌐ ╡ ⅎ╕∆⁹ 

⌐⁸BitLocker Management ─ ⅜ ≢∆⁹ 

 Mark the device as incompatible ה

and uninstall  

─ ה ™♦Ᵽ▬☻≤⇔≡ ⇔⁸▪fi▬fi☻♩כꜟ⇔╕

∆⁹ 
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[ Hardware Authentication ]  

Ɽ☻꞉כ♪ ─ ╩ꜟ▬□ⱨכ◐⁸≢ ∆╢ ≢∆⁹ 

 

    

TPM Protection for Key Files (for devices with TPM available)  

Do not use TPM ה  

Automatically TPM ה -protect Password -

protected Key Files  

 Create Key files protected by TPM and ה

PIN instead of a password   

╩TPM ה ⇔╕∑╪⁹ 

≢♪כⱤ☻꞉ ה ╩ꜟ▬□ⱨכ◐√╣↕ ≢ TPM ⌐ ╡

ⅎ╕∆⁹ 

─♪כⱤ☻꞉ ה ╦╡⌐ TPM ≤ PIN ≢ ꜟ▬□ⱨ כ◐√╣↕

╩ ⇔╕∆⁹ 

PIN complexity rules:  

ẽ Allow alpha characters in PIN  

Minimum PIN length: X  

 

PIN ⌐ ╩ ⇔╕∆⁹ 

PIN ─ ↕  

ẽ Allow Mobile Devices -based 

Authentication using Network   

Ⱡ♇♩꞉כ◒╩ ⇔√⸗Ᵽ▬ꜟ♦Ᵽ▬☻ⱬכ☻─ ╩ ⇔╕

∆⁹ 
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ẽ Allow Mob ile Device -based 

Authentication using Phone Token 

(Bluetooth)  

☻ⱴכ♩ⱨ◊fi⌐╟╢♩כ◒fi (Bluetooth) ╩ ⇔√⸗Ᵽ▬ꜟ 

♦Ᵽ▬☻ⱬכ☻─ ╩ ∆╢ 

ẽ Ask users to enroll OTP protection on 

their phone Requires enabling é. 

⌐כ◙כꜚ ─ OTP ╩ ∆╢╟℮ ∆╢ ○ⱪ◦

ꜛfi≢ MagicEndpoint ╩ ⌐∆╢ ⅜№╡╕∆⁹ 

ẽ Default to use ΓKey File on Token -

based protect/aut hentication  

♦ⱨ◊ꜟ♩≢│⁸♩כ◒fiⱬכ☻─ / ╩ⱨ□▬ꜟ₉ כ◐₈≢

⇔╕∆⁹ 

ẽ Key File supports both Password and 

token -based protection/authentication  

─☻כfi ⱬ◒כ♩≥♪כⱨ□▬ꜟ│⁸Ɽ☻꞉כ◐ / ─ ╩

◘ⱳ⁹∆╕⇔♩כ 

ẽ Once token is used to authenticate, 

Key File no longer supports Password  

─ꜟ▬□ⱨכ◐ ╩fi◒כ♩⌐ ∆╢↓≤≤⇔⁸Ɽ☻꞉כ♪⌐╟

╢ ╩ ⌐⇔╕∆⁹♅▼♇◒╩ ╣╢≤⁸ⱪꜞⱩכ♩ ⌐♦

▫☻◒≢│⌂ↄ⁸♩כ◒fi╩ ⇔╕∆⁹ 

ẽ If ΓKey file is on the Token Δ, 

remember key file to be used next time  

ⱪꜞⱩכ♩ ⅜כ◙כꜚ≢ ╩ ∆╢≤⁸ⱪꜞⱩכ♩

ⱪ꜡◓ꜝⱶ│◐כⱨ□▬ꜟ╩◘כ◐⁹∆╕⇔♅כⱨ□▬ꜟ⅜♦▫☻◒

≢│⌂ↄ♩כ◒fi⌐№╢ ⁸∕╣╩ ↕∑╕∆⁹ 

ẽ Ask user to switch from password to 

token  protection  

Token type  

Protection method  

Ɽ☻꞉כ♪≢ ≢fi◒כ♩╩ꜟ▬□ⱨכ◐√╣↕ □ⱨכ◐╢∆

▬ꜟ⌐ ∆╢↓≤⅜≢⅝╕∆⁹ 

↓─○ⱪ◦ꜛfi╩ ∆╢ │⁸ ╩fi♃▬ⱪ◒כ♩⌂ ⇔≡

⅔ↄ ⅜№╡╕∆⁹ 

[Token type]  ≢│⁸ⱪꜟ♄►fiⱷ♬ꜙכ⅛╠ ╩fi◒כ♩╢∆

⇔╕∆⁹ 

[Protection method] fi◒כ♩│  ─ ⌐№╦∑╕∆⁹ 

Use token RSA Keysה  

Token contains PINה  

Use Certificateה  on  toke n - fi◒כ♩   

Use Certificateה  from  windows  store   

     -  Windows ☻♩▪⅛╠─  
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[ Trusted Device ]  

IHV ה USBⱷ⸗ꜞ⌂≥╩⁸SecureDoc ─₈Media Encryption ₉≢ ↕╣√♦Ᵽ▬☻≤ ⌐⁸

↕╣√♦Ᵽ▬☻≤⇔≡ ℮╟℮⌐ ⇔╕∆⁹ 

 

    

<Add>  Ⱳ♃fi <Add>  ╩◒ꜞ♇◒∆╢≤⁸ ╩ ≢⅝╕∆⁹ 
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ủ Authorize a distinct 

device ( e.g.Kingston 

Data Traveler 2.0 

with serial number 

1234)  

♦Ᵽ▬☻╩ SES◖fi♁כꜟ⌐ ⇔⁸ ↕╣√♦Ᵽ▬☻⅛╠ ─♦Ᵽ▬☻╩ ⇔╕

∆⁹ 

 

ủ Authorize a device 

by entering PID and 

VID manually  

≢⁸♦Ᵽ▬☻╩ ⇔╕∆⁹ 

 

<Load Default List>  

 

⌐ ≢⅝╢ SED─ꜞ☻♩╩ ∆╢⌐│⁸<Load Default List>  ╩◒ꜞ♇◒⇔

╕∆⁹ 
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2.2.  Boot Test and Color  

ⱪꜞⱩכ♩ ≢ ∆╢ ╩◌☻♃ⱴ▬☼≢⅝╕∆⁹ 

 

 

    

Header   SecureDoc Boot LogOn  

Key File Prompt IDכ◙כꜚ  ╩ ∆╢ ⌐ ∆╢ ╩ ⇔╕∆⁹ 

 User ID (Enter for default Ν)  

  IDכ◙כꜚ  

Password Prompt  Ɽ☻꞉כ♪╩ ∆╢ ⌐ ∆╢ ╩ ⇔╕∆ 

 Password   

  Ɽ☻꞉כ♪  

Lock Prompt  ↑≡ ID ╕√│Ɽ☻꞉כ♪─ ⅜№∫√ ⌐ ∆╢ ╩ ⇔╕∆⁹ 

 

You have incorrectly logged into the computer. If you know your  

User ID and password, please press Ctrl+Alt+Del and try again.  

If you don't know your User ID or Password, please contact your  Help Desk 

for assistance.  

 

∫√ ID ╙⇔ↄ│Ɽ☻꞉כ♪⅜ ↕╣╕⇔√⁹ 

Ctrl + Alt + Del ╩ ⇔≡⁸ ⇔⁸ ⇔ ⇔≡ↄ∞↕™⁹ 

╙⇔⁸Ɽ☻꞉כ♪╩ ╣≡⇔╕∫√ ⁸ ─Ⱬꜟⱪ♦☻◒⌐ ⇔∞↕™⁹ 

⁸ ⌐ ∟ ╩ ↕╣╢╟℮⌂ ─ │ ⇔╕∑╪⁹  

Challenge/Response 

Prompt  

♅ꜗ꜠fi☺꜠☻ⱳfi☻ ⌐ ↕∑╢ ╩ ≢⅝╕∆⁹ 
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Edit Boot Message  Ⱪכ♩ⱷ♇☿כ☺╩ ≢⅝╕∆⁹ 

⌂ ⅜ ™ ╡⁸ │ ⇔╕∑╪⁹ 

ẽ Update boor -screen 

background image 

when updating Boot -

Logon  

Ⱪכ♩꜡◓○fi─ ⌐⁸ ╩ ⇔╕∆⁹ 

Background Theme:  

 

Classic : ♃▬ⱪ─ⱪꜞⱩכ♩  

Modern : ⌐ ⇔√ ⇔™ⱪꜞⱩכ♩  

Import Customized 

Background  

─ ╩ ≢⅝╕∆⁹ 

ⱨ□▬ꜟ │⁸24 ⱦ♇♩─ bmp ⱨ◊כⱴ♇♩ 

Text Color  ╩ ≢⅝╕∆⁹ 
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2.3.  Boot configuration  

[ General ]   

Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ─ ⌂≥ 

 

 

    

ẽ Mask keyfile input  (******) ─כ◙כꜚ  ⇔√ ⅜▪☻♃ꜞ☻◒⌐ ⅝ ⅎ╠╣╕∆⁹ 

Ɽ☻꞉כ♪│♦ⱨ◊ꜟ♩≢ ⌐↓─ ≢ ↕╣╕∆⁹  

ẽ Force user to input UserID at login  Ⱪכ♩꜡◓○fi IDכ◙כꜚ⌐ ─ ⅜ ∏ ≤∆╢⁹ 

⇔≡™⌂™ ⁸♦ⱨ◊ꜟ♩─ꜚכ◙כID │ ╩ ≤⇔╕

∑╪⁹ 

ẽ Pass use credential to your integrated 

sign -on DLL  

◘▬fi○fi DLL ⌐ ◒꜠♦fi◦ꜗꜟ╩ ⇔╕∆⁹ 

SecureDoc ⅛╠─Ɽꜝⱷכ♃כ╩ ∆╢╟℮⌐ ↕╣√ DLL ⅜

№╡⁸∕─ DLL ╩ ⇔≡Ⱪכ♩꜡◓○fi≢ כ◙כꜚ√╣↕

≤Ɽ☻꞉כ♪╩ ∆╢ ⌐⁸↓─○ⱪ◦ꜛfi⌐♅▼♇◒╩ ╣╕

∆⁹ │ ⇔╕∑╪⁹ 
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ẽ Change PCMCIA I/O address if zero  Ⱪכ♩꜡◓○fi⅜ⱡכ♩ PC─ PCMCIA ╩כ♄כꜞ ≢⅝⌂™

⁸▪♪꜠☻ ⌐ ⅜№╢ ⅜№╡╕∆⁹╕√⁸ ⌐╟∫

≡│⁸SecureDoc ≢▪♪꜠☻╩ ⇔ↄ ≢⅝╢╟℮⌐⁸ⱡכ♩

PC─ PCMCIA I/O ▪♪꜠☻╩♦ⱨ◊ꜟ♩▪♪꜠☻─

₈D0000000 ₉⌐ ∆╢ ⅜№╡╕∆⁹ 

ẽ SmartCard+psssword authentication; 

Use ID is derived from Smart Card 

used in Windows  

SmartCard+pssword ─ IDכ◙כꜚ⁸ │Windows ≢

↕╣≡™╢ Smart Card ⅛╠ ⇔╕∆⁹ 

ẽ Enable SUSAM  Ɫכ♪►▼▪⅜ⱪꜞⱩכ♩ ⌐◘ⱳכ♩↕╣≡™╢⅛≥℮⅛ ⌂

⌐♅▼♇◒╩ ╣╕∆⁹ 

ẽ Enable SUSAM for UEFI  UEFI ♦Ᵽ▬☻≢⁸Ɫכ♪►▼▪⅜ⱪꜞⱩכ♩ ⌐◘ⱳכ♩↕╣≡

™╢⅛≥℮⅛ ⌂ ⌐♅▼♇◒╩ ╣╕∆⁹ 

ẽ Allow Use to Crypto -erase device at 

Pre-Boot using Keystroke sequence  

ⱪꜞⱩכ♩ ≢⁸Crypto -erase ╩ ≢⅝╢╟℮⌐⇔╕∆⁹ 

Crypto -erase ╩ ∆╢≤⁸♦Ᵽ▬☻⅛╠ ⅜כ◐ ↕╣⁸

▪◒☿☻ ⌐⌂╡╕∆⁹ 

ẽ Protect Auto -Boot with TPM if TPM 

suitable/available  

TPM⅜ ⌐ ⌂ ⁸TPM ≢○כ♩Ⱪכ♩╩ ⇔╕∆⁹ 

ẽ Disable AutoBoot preventing bypass 

of Pre -Boot Authentication  

♩כⱩ♩כ○ ╩ ⌐⇔≡⁸ⱪꜞⱩכ♩ ─Ᵽ▬Ɽ☻╩ ⅞╕

∆⁹ 

ẽ Enable silent Auto -Boot (bypass 

BootLogon authentication)  

♩כⱩ♩כ○ ╩ ⌐⇔╕∆⁹ 

♅▼♇◒╩ ╩fi○◓꜡♩כⱩ∞╕⅜כ◙כꜚ⁸≥╢╣ ⇔≡ ↕

╣≡™⌂™ ╩♩כⱩ♩כ○⁸╙≢ ≢⅝╢╟℮⌐⌂╡╕∆⁹ 

ẽ Force permanent Auto -Boot (never 

display boot logon)  

↕╣√◒ꜝ▬▪fi♩─ꜚכ◙כ⌐ ⇔≡ⱪꜞⱩכ♩ ╩

│כ◙כꜚ⁹╪∑╕∑↕ ≥⅔╡─ ≢Windows ⌐◘▬fi▬fi

⇔╕∆⁹ 

Select Auto -Boot account ≢♩כⱩ♩כ○  ∆╢▪◌►fi♩╩ ⇔╕∆⁹ 

ẽ Allow user to login SecureDoc 

Control Center without password  

⌂⇔≢ Secure Doc ◖fi♩꜡כꜟ☿fi♃כ⌐꜡◓▬fi≢⅝╢╟

℮⌐⇔╕∆⁹ ⅜♩כⱩ♩כ○ ⌂♦Ᵽ▬☻⌐ ⇔╕∆⁹ 

─♩כⱩ♩כ○ ╩ꜟ▬□ⱨכ◐─כ◙כꜚ⁸ ∑∏⌐ ↕╣

│כ◙כꜚ⁸╘√╢ SecureDoc ◖fi♩꜡כꜟ☿fi♃כ⌐꜡◓▬fi≢

⅝⌂ↄ⌂╡╕∆⁹ 

ẽ Automatically reboot machine after 

remote command activates forced 

permanent Auto -Boot  

SES⅛╠ꜞ⸗כ♩◖ⱴfi♪≢ ♩כⱩ♩כ○⌂ ╩ ⌐⇔

√ ⁸ⱴ◦fi╩ ⌐ ⇔╕∆⁹ 

Maximum number of permitted logins at 

Boot Logon  

ⱪꜞⱩכ♩ ≢ ↕╣╢꜡◓▬fi ─ ╩ ≢⅝╕

∆⁹ ≢ ↕╣√ ⌐ │ꜟ▬□ⱨכ◐⁸≥╢∆ ⌐꜡♇

◒↕╣╕∆⁹ 

₈15₉ 

 

♦Ᵽ▬☻─꜡♇◒╩ ∆╢⌐│⁸ ⱨ□▬ꜟ╕√│Ɽ☻꞉כ◐

⅜ꜞⱣ◌ꜞ♪כ ≢∆⁹ ⅜ⱨ□▬ꜟ≢꜡◓▬fiכ◐─ ⇔√

│ꜟ▬□ⱨכ◐√╣↕◒♇꜡⁸╙≢ ↕╣╕∑╪⁹ 

Unatiended devices left at Pre -boot will 

auto power -down after (max60 minutes)  

SecureDoc ◒ꜝ▬▪fi♩─ ╩○fi⌐⇔≡⅛╠ כꜚ⌐

כ◙ ⅜ ╦╣⌂⅛∫√ ⁸♦Ᵽ▬☻╩◦ꜗ♇♩♄►fi⇔╕∆⁹

↓─ ╩ ∆╢ ⁸ ╩ ⇔╕∆⁹ 

ẽ Enable touch support  ⱪꜞⱩכ♩ ≢⁸○fi☻◒ꜞכfi◐כⱲכ♪╩ ⌐⇔╕∆⁹ 

Smart reader type  ⱪꜞⱩכ♩ ╩fi◒כ♩⁸ ≢⅝⌂™ ⁸Ⱪכ♩꜡◓○fiⱪ

꜡◓ꜝⱶ⅜♩כ◒fiꜞכ♄כ╩ ≢⅝⌂™↓≤⅜ ─ ≈≤⇔≡
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ⅎ╠╣╕∆⁹↓─╟℮⌂ )ⱪ▬♃─כ♄כꜞ⁸ USB⁸PCMIA⁸

Serial )╩ ∆╢↓≤≢ ╩ ≢⅝╢ ⅜№╡╕∆⁹ 

♦ⱨ◊ꜟ♩│ Auto  

Memory mapping base  ⱪꜞⱩכ♩ ⁸Ⱪכ♩꜡◓○fi⅜ PCMCIA ╩כ♄כꜞ ≢⅝

⌂™ ⁸♦Ᵽ▬☻─ⱷ⸗ꜞⱴ♇Ⱨfi◓⌐ ⅜№╢ ⅜№╡╕

∆⁹↓─╟℮⌂ ⁸♦Ᵽ▬☻⌐ ╦∑≡ⱷ⸗ꜞⱴ♇Ⱨfi◓─▪♪꜠

☻╩ ⇔╕∆⁹ 

WinMagic ♥◒♬◌ꜟ◘ⱳכ♩⌐ ⇔√ ≢ ⇔≡ↄ∞↕™⁹ 

MBR access mode  Master Boot Record ┼─▪◒☿☻⌐ ∆╢ ⅜ ≢∆⁹ 

BIOS ↑─ ≢∆⁹UEFI ♦Ᵽ▬☻ ↑─ ≢│№╡╕∑╪⁹ 

♪כ⸗☻☿◒▪] 0]  

─ⱪ꜡◓ꜝⱶ⌐ MBR╩ ↕∑⌂™╟℮⌐ ⇔╕∆⁹ 

♪כ⸗☻☿◒▪] 1]  

MBR─ ╩ ⇔╕∆⁹ 

♪כ⸗☻☿◒▪] 2]  

MBR┼─ ╩⇔╟℮≤⇔≡™╢ⱪ꜡◓ꜝⱶ╩ ⇔≡⁸MBR

⅜ ⌐│ ↕╣≡™⌂™─⌐⁸ ↕╣≡™╢≤ ↕∑╕∆⁹

(╒≤╪≥ ↕╣╕∑╪)  

♪כ⸗☻☿◒▪] 3]  

Ɽכ♥▫◦ꜛfi♥כⱩꜟ─ ╩ ⇔╕∆⁹ 

Virtual MBR  Ⱪכ◖꜠♩כ♪─ ≢⁸ ⌐ ₈Yes₉─╕╕⌐⇔≡

⅔⅝╕∆ 

Special BIOS mode  Ɫכ♪►▼▪─◖fi♩꜡כꜝכ⅜♦Ᵽ▬☻─ ⌐ ╩ ⅎ≡™╢

⌐ ⇔╕∆⁹ 

WinMagic ♥◒♬◌ꜟ◘ⱳכ♩⌐ ⇔√ ≢ ⇔≡ↄ∞↕™⁹ 

Special Y Mode  (Hex)  MBR─ ╩ ∆╢ ⅜№╢ ⌐ ⇔╕∆⁹

WinMagic ♥◒♬◌ꜟ◘ⱳכ♩⌐ ⇔√ ≢ ⇔≡ↄ∞↕™⁹ 

Legacy Boot Loader  BIOS ♦Ᵽ▬☻ ↑ Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ─  

Ừ Use V 5 BootLoader  only  V5 Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ─╖ ⇔╕∆⁹ 

Ừ Default to V5 Boot loader , with option 

to user V4  

V5 Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ╩ ⇔⁸∕╣⅜℮╕ↄ ≢⅝⌂™

≤⅝⌐ V4 Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ╩ⱨ◊כꜟⱣ♇◒≤⇔≡

∆╢╟℮⌐ ⇔╕∆⁹ ♦ⱨ◊ꜟ♩  

Ừ Use V 4 BootLoader  only  V4 Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ─╖ ⇔╕∆⁹ 

Ừ Default to V4 Boot loader , with option 

to user V5  

V4 Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ╩ ⇔⁸∕╣⅜℮╕ↄ ≢⅝⌂

™≤⅝⌐ V5 Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ╩ⱨ◊כꜟⱣ♇◒≤⇔≡

∆╢╟℮⌐ ⇔╕∆⁹ 

UEFI Boot Loader  UEFI ♦Ᵽ▬☻ ↑ Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ─  

Ừ PBU: Native UEFI pre -boot 

environment  

Ⱡ▬♥▫ⱩהⱪꜞⱩכ♩─Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ 

 

Ừ PBLU: Linux pre -boot for UEFI devices  Linux ⱪꜞⱩכ♩─Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ 

PBLU≢│⁹Linux ⱬכ◘─☻כ♪Ɽכ♥▫ ꜝ▬Ⱪꜝꜞ╛♠כꜟ╩

∆╢ ╩ ⅎ≡⅔╡⁸☻ⱴכ♩ⱨ◊fi─◘ⱳכ♩⌐ ≢

∆⁹ 

 ☻ⱴכ♩ⱨ◊fi╩ ∆╢ ⁸PBLU╩ ⇔≡ↄ∞↕™⁹ 
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Maximum number of failed PBLU boot 

attempts permitted before Pre -Boot 

switch to PBU  

PBLU─ ≢ ⌐ ∆╢ ⁸PBU┼ ⌐ ╡ ⅎ╢↓≤

⅜ ≢∆⁹PBU┼ ╡ ⅎ╢ ─ PBLU≢─ ╩ ⇔╕

∆⁹ 

 

[ Keyboard layout ]   

⌐♩►▪▬꜠♪כⱲכ◐ ∆╢  

 

    

Default Keyboard Layout :   ⱪꜟ♄►fiⱷ♬ꜙ⁸╡╟כ♦Ᵽ▬☻⌐ ╦∑√ ▬꜠♪כⱲכ◐─

▪►♩╩ ⇔╕∆⁹ 

╩⁸₈Japanese₉│≢♪כⱲכ◐  ⇔≡ↄ∞↕™⁹ 

ẽ Automatically detect keyboard layout 

when installing Boot Logon  

SecureDoc ─▬fi☻♩כꜟ ⌐ ╩♩►▪▬꜠♪כⱲכ◐⌐

⇔╕∆⁹ ⁸≤⌂♪כⱲכ◐⁸US♪כⱲכ◐ כⱲכ◐╢⌂

♪꜠▬▪►♩─♦Ᵽ▬☻⅜ ∆╢ ⌐ ≢∆⁹ 

╩♩►▪▬꜠♪כⱲכ◐™⇔ ≢⅝⌂™ │⁸ 

[Default Keyboard Layout:]   

≢⁸ ╩♩►▪▬꜠♪כⱲכ◐⌂ ⇔≡ↄ∞↕™⁹ 

ẽ Support Foreign keyboards  English United States ─ ╩♪כⱲכ◐ ∆╢

⁸♅▼♇◒╩ ╣╕∆⁹ 

ẽ Where an On -Screen Keyboard applies, 

it will begin mi nimized at Pre -Boot  

○fi☻◒ꜞכfi◐כⱲכ♪⅜ ↕╣╢ ⁸ⱪꜞⱩכ♩

≢⁸ ⇔╕∆⁹ 

 

[ Advanced option s]   

⁸ ∆╢ │№╡╕∑╪⁹ ∆╢ │⁸♥◒♬◌ꜟ◘ⱳכ♩⌐ ⇔√ ≢⅔↓⌂∫≡ↄ∞↕™⁹ 
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Advanced Boot Settings  

X Start:  ♦ⱨ◊ꜟ♩ 040  

X After:  ♦ⱨ◊ꜟ♩ 0000  

X Size:  ♦ⱨ◊ꜟ♩ 7c40  

X-Mode:  ♦ⱨ◊ꜟ♩ 45  

DVD mode:  0 

Boot Parameters:  Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ ⌐⁸↓↓≢ ⇔√Ɽꜝⱷכ♃כ╩ ⇔╕

∆⁹ 

Pre-Boot Features  

ẽ Advanced ATR Mode (not 

recommended for most cards)  

☻ⱴ⁸≢♪כ◌♩כAdvanced ATR (Answer -To-Reset) ╩ ⌐∆╢

│⌐♪כ◌─≤╪≥╒ ↕╣╕∑╪  

Device will attempt to contact 

PBConnex Service for a 

maximum of X seconds  

PBConnex ◘כⱦ☻┼─ ╩ ╖╢ ╩ ⇔╕∆⁹ 
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UEFI 

ẽ Use UEFI BootOrder  UEFI ─Ⱪכ♄כ○♩כ╩ ⇔⁸ 1 ⅛╠ ⇔╕∆⁹ 

1. SecueDoc Boot Logon  

2. Windows Boot Loader  

ẽ Use UEFI Drover hook  UEFI ─♪ꜝ▬ⱣכⱣ▬fi♦▫fi◓⅜ ↕╣≡™╢ UEFI ♦Ᵽ▬☻ ↑─

≢∆⁹UEFI ♪ꜝ▬ⱣכⱣ▬fi♦▫fi◓│ ⌂ⱪ꜡♩◖ꜟ≢№╡⁸♪ꜝ▬Ᵽכ

╩ ⅔╟┘ ∆╢√╘─ ≤⁸ ─♪ꜝ▬Ᵽכ⅜ ─◖fi♩꜡כꜝ

╩כ ≢⅝╢⅛≥℮⅛╩ ∆╢√╘─ ⅜№╡╕∆⁹ 

ẽ Force Direct Boot to Windows  SED ♦Ᵽ▬☻≢⁸ⱪꜞⱩכ♩ ⌐Windows ╩ ≢⅝⌂™ ⁸

Windows ┼─ ♄▬꜠◒♩Ⱪכ♩╩ ╖╕∆⁹ 

Transfer Key to OS in RAM  ♦ⱨ◊ꜟ♩  

ⱪꜞⱩכ♩ ≢ ⌐ ⇔√ ⁸ ⌐ ⌂ │ⱷ⸗ꜞ╩ ∫≡

⇔ OS╩ ⇔╕∆⁹ 

Ⱪכ♄כ○♩כ⅜ ⇔ↄ ∆╢♦Ᵽ▬☻─ ⁸ 

₈1. SecueDoc Boot Logon ₉≢⁸ 

⌐ ∆╢≤⁸ │ⱷ⸗ꜞ  ⁸╣↕♪כ꜡⌐

₈2. Windows Boot Loader ₉╩ ∆╢ ⌐⁸ 

╩ ∫≡ ↕╣√♦▫☻◒╩ ⇔╕∆⁹ 

Transfer Key to OS using 

Persistent Storage  

─₈2. Windows Boot Loader ₉╩ ∆╢ ⌐⁸ⱷ⸗ꜞ √⇔♪כ꜡⌐

╩◒ꜞ▪⇔≡⇔╕℮♦Ᵽ▬☻─ ⁸OS ⌐ ↕╣√♦▫☻◒╩

≢⅝∏⁸OS╩ ∆╢↓≤⅜≢⅝╕∑╪⁹ 

↓─╟℮⌂ ⁸│≢☻כ◔⌂ ─ ⌐♦▫☻◒╩ ⇔╕∆⁹ 

⌐ ∆╢≤⁸ │ ≢♦▫☻◒⅛╠ ↕╣╕∆⁹ 

ẽ Web Browser  ⱪꜞⱩכ♩ ⁸Ⱪꜝ►◙╩ ≢⅝╢╟℮⌐⇔╕∆⁹ 

Default URL:  ♦ⱨ◊ꜟ♩─ URL╩ ⇔╕∆⁹ 

Root CA Certificate  

(.cer only):  

URL─▪◒☿☻⌐ ♩כꜟ⌂ CA ╩ ⇔╕∆⁹ 

Intermediate CA Certificate (.cer 

only):  

URL─▪◒☿☻⌐ ⌂ CA ╩ ⇔╕∆⁹ 

PBConnex  

ẽ Hide the User and Password 

entry fields during autoboot  

ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ╩♩כⱩ♩כ○╢╟⌐ ∆╢♦Ᵽ▬☻≢⁸ꜚכ

⅜כ◙ ∫≡ ID ≤Ɽ☻꞉כ♪─ⱨ▫כꜟ♪⌐ ╠⅛─ ⌂≥╩ ∆╢≤⁸

 ⁹╪∑╕╡⌂│≥♩כⱩ♩כ○

╩ ←√╘⌐⁸ID ≤Ɽ☻꞉כ♪─ ╩ ⌐∆╢↓≤⅜≢⅝╕

∆⁹ 

ẽ Device will not respond to 

network pings until Windows 

has started  

Windows ⅜ ∆╢╕≢⁸♦Ᵽ▬☻│ Ping ⌐ ⇔⌂™╟℮⌐⇔╕∆⁹ 
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[ Network Access Control ]   

ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ╩ ∆╢ ─Ⱡ♇♩꞉כ◒  

 

 

    

Connection Settings  

ủ Connect to SDConnex over Wi -Fi Ⱡ♇♩꞉כ◒ ⌐⁸Wi-Fi ╩ ⇔╕∆⁹ 

 Hide wireless configuration at pre -boot  ⱪꜞⱩכ♩ ≢⁸Wi-Fi ╩ ⇔╕∑╪⁹ 

ủ Connect to SDConnex over wired link  Ⱡ♇♩꞉כ◒ ⌐⁸ ╩ ⇔╕∆⁹ 

 Do not reveal password at pre -boot  ⱪꜞⱩכ♩ ≢⁸Ɽ☻꞉כ♪╩ ⇔╕∑╪⁹ 

Wireless Settings  

Access point  ♦ⱨ◊ꜟ♩─▪◒☿☻ⱳ▬fi♩╩ ⇔╕∆⁹ 

♩כ⁸ⱪꜞⱩ│כ◙כꜚ ≢⁸ ─▪◒☿☻ⱳ▬fi♩╩☻◐ꜗ

fi≢⅝╕∆⁹ 

Security Protocol  ▪◒☿☻ⱳ▬fi♩⌐ ∆╢√╘⌐ ⌂꞉▬ꜘ꜠☻☿◐ꜙ꜡♥▫ⱪ

꜡♩◖ꜟ╩ ⇔╕∆⁹ 

Open  

Shared  

WPA-Personal  

WPA-Enterprise  

WPA2-Personal  

WPA2-Enterprise  

Wired 802.1x  
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Encryption protocol  ≢ ⇔√☿◐ꜙꜞ♥▫ⱪ꜡♩◖ꜟ⌐ ∂≡⁸ ⱪ꜡♩◖ꜟ

⅜ ↕╣╕∆⁹ 

↓─○ⱪ◦ꜛfi⌐│▪◒☿☻≢⅝╕∑╪⁹ 

Credentials  

User name (Account name)  

 

EAP method ─ ≢⁸ ⅜ ╦╡╕∆⁹ 

802.1x Authentication ≢⁸PEAP╩ ▪◌►fi♩≢ ∆╢

⌂≥ 

Passphrase  WPA-Personal  ⁸WPA2-Personal ▪◒☿☻─꜡◓▬fiⱤ☻꞉כ♪

╕√│Ɽ☻ⱨ꜠כ☼╩ ⇔╕∆⁹ 

ẽ Show text  ⇔√Ɽ☻꞉כ♪╩ ⇔╕∆⁹ 

802.1 x Authentication  

ẽ EAP method  EAP ╩ ⇔╕∆⁹ 

Protected EAP (PEAP)ה  

Transport Layer Security (EAPה -TLS)  

[Authentication Type] ○ⱪ◦ꜛfi│ ⌐ ↕╣╕∆⁹ 

ẽ Use fixed account  PEAP≢⁸ ▪◌►fi♩╩ ≢⅝╕∆⁹ 

ẽ Device name format  EAP-TLS≢⁸ ≤↕╣╢♦Ᵽ▬☻ ⱨ◊כⱴ♇♩ DNS ⁸

Net BIOS ⁸FQDN ─™∏╣⅛╩ ⇔╕∆ 

The DNS name of the local computer ה  

The NetBIOS name of the local computer ה  

The fully qualified DNS name of the local computer ה  

ẽ Add Γhost/ Δ to name  ♅▼♇◒Ⱳ♇◒☻╩◒ꜞ♇◒∆╢≤⁸♦Ᵽ▬☻ ─ ⌐₈host / ₉╩

╘╢↓≤⅜≢⅝╕∆⁹ 

Trusted Root CA  ↓─ ╩ ∆╢ ⁸ ⌐ ╩▬fiⱳ⁹∆╕⇔♩כ♪꜡♇

ⱪ♄►fiꜞ☻♩╩ ⇔≡⁸SES⌐▬fiⱳכ♩↕╣√ ─ ⅛

╠ ─ ╩ ⇔╕∆⁹ 

 

SES◖fi♁כꜟ ⱷ♬ꜙכⱣכ 

ᵑ [Tools]  -> [Options]  -> [Server ΐs RSA keys]  

ᵒ <Import> ╩◒ꜞ♇◒⇔⁸ ╩▬fiⱳ⁹∆╕⇔♩כ  

   [Options] ►▫fi♪►⅜ ↕╣╕∆─≢⁸ ⌐ 

   №╢<Password rules> Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

RADIUS server  RADIUS ╩כⱣכ◘ ⇔╕∆⁹ 
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2.4.  Port Control  

Port Control ─ ╩ ∆╢≤⁸ ─ USB♦Ᵽ▬☻─╖╩ ⌐∆╢↓≤⅜≢⅝╕∆⁹ 

ᵑ [Install port control]  ≤⁸[Block unauthorized USB devices]  ⌐♅▼♇◒╩ ╣⁸<Authorized Devices>  Ⱳ

♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

    

Install /Uninstall  Port Control  

Ừ Install port control  Port Control ╩▬fiⱳ⁹∆╕⇔♩כ 

Port Control Policy  

ủ Manually configure authorized 

devices  

<Authorized Devices> Ⱳ♃fi╩◒ꜞ♇◒⇔⁸ ≤∆╢♦Ᵽ▬☻

╩ ⇔╕∆⁹ 

ủ Automatically build the 

Authorized Devices list on the 

client, authorizing currently -

inserted devices  Security 

Protocol  

◒ꜝ▬▪fi♩≢ ╖♦Ᵽ▬☻ꜞ☻♩╩ ⌐ ⇔⁸ ↕

╣≡™╢♦Ᵽ▬☻╩ ⇔╕∆⁹↓─ ╩ ⌐∆╢≤⁸◒ꜝ▬▪fi

♩♦Ᵽ▬☻│ ↕╣≡™╢♦Ᵽ▬☻♃▬ⱪ╩☻◐ꜗfi⇔≡

⌐₈ⱱ꞉▬♩ꜞ☻♩₉⌐ ⇔⁸∕─♦Ᵽ▬☻╩ ⌐ ↑ ╣

⌂♦Ᵽ▬☻≤⇔≡ ╩ ≢⅝╕∆⁹↓─ ─ │⁸ⱳכ♩

◖fi♩꜡כꜟ╩ ⌐ ⌐⇔≡⁸♦Ᵽ▬☻ ⱴ►☻⁸◐כⱲ⁸♪כ

ꜟכ♠ ╩ⱳכꜞfi◓⇔≡ ≢⅝╢╟℮⌐∆╢↓≤≢∆⁹1 

⌐⁸♦Ᵽ▬☻│ ─♦Ᵽ▬☻☿♇♩─╖─◘ⱳכ♩∆╢╟℮⌐ ╡

╕∆⁹ 

 ↓─ │ ⌐⁸ ─ ATM ╛◐○☻◒♦Ᵽ▬☻⌂≥─ IOT ♦

Ᵽ▬☻╩ ⌐◘ⱳכ♩∆╢ ≢ ↕╣╕⇔√⁹↓╣╠─ ⌐

↕╣╢ │⁸ ⁸ ⌐ ↕╣╕∆⅜⁸ ⌐

↕╣√ ≢⁸ ╕√│ ─√╘⌐ⱴ►☻/◐כⱲכ♪╛ ♦

Ᵽ▬☻╩ ∆╢ ⅜№╢ ⅜№╡╕∆⁹ 

 

ᵒ ─ ⅜ ↕╣╢─≢⁸<Add>  ╩◒ꜞ♇◒⇔╕∆⁹ 
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ᵓ ─♦Ᵽ▬☻◒ꜝ☻ ≢ ∆╢ │⁸[Authorize a device class]  ꜝ☺○Ⱳ♃fi⁸ 

─⸗♦ꜟ─ USB♦Ᵽ▬☻ ≢ ∆╢ │⁸[Authorize a device model]  ꜝ☺○Ⱳ♃fi⁸ 

─ USB♦Ᵽ▬☻─╖╩ ∆╢ │⁸[Authorize a distinct device]  ꜝ☺○Ⱳ♃fi╩ 

⇔⁸ ⌐№╢ < ┼>╩◒ꜞ♇◒⇔╕∆⁹ 

 

[Authorize a device class]  ꜝ☺○Ⱳ♃fi╩◒ꜞ♇◒⇔√ ⁸ ─ ⅜ ↕╣╕∆⁹ 

 

♦Ᵽ▬☻◒ꜝ☻╩ ⇔≡⁸< >  ╩◒ꜞ♇◒⇔╕∆⁹ 

[Authorize a device model]  ꜝ☺○Ⱳ♃fi╩◒ꜞ♇◒⇔√ ⁸ ─ ⅜ ↕╣╕∆⁹ 

↕∑√™♦Ᵽ▬☻╩ ⇔⁸SES⌐ ↕∑╕∆⁹♦Ᵽ▬☻⅜ ↕╣╢≤ ⌐ ↕╣╕∆─≢⁸ ↕∑√

™♦Ᵽ▬☻╩ ⇔╕∆⁹ ⌐ ⇔√↓≤─№╢♦Ᵽ▬☻╩ ∆╢ │⁸ 

₈ẽ Show previously -connect devices ₉─♅▼♇◒Ⱳ♇◒☻╩○fi⌐⇔╕∆⁹ 

⌐⁸< >  ╩◒ꜞ♇◒⇔╕∆⁹ 
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[Authorize a distinct device]  ꜝ☺○Ⱳ♃fi╩◒ꜞ♇◒⇔√ ⁸ ─ ⅜ ↕╣╕∆⁹ 

↕∑√™♦Ᵽ▬☻╩ ⇔⁸SES⌐ ↕∑╕∆⁹♦Ᵽ▬☻⅜ ↕╣╢≤ ⌐ ↕╣╕∆─≢⁸ ↕∑√

™♦Ᵽ▬☻╩ ⇔╕∆⁹ ⌐ ⇔√↓≤─№╢♦Ᵽ▬☻╩ ∆╢ │⁸ 

₈ẽ Show previously -connect devices ₉─♅▼♇◒Ⱳ♇◒☻╩○fi⌐⇔╕∆⁹ 

⌐⁸< >  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 
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2.5.  Disk Access Control  

Disk Access Control ─ ╩ ∆╢≤⁸USB ─ ≢ ↕╣╢♦Ᵽ▬☻⌐≈™≡ ∆╢↓≤⅜≢⅝╕∆⁹ 

 

    

Disk Access Control  

<Add> Ⱳ♃fi ♦▫☻◒▪◒☿☻◖fi♩꜡כꜟ ⌐♦ⱨ◊ꜟ♩ ⌐ ─ⱪ꜡ⱨ□▬ꜟ╩

∆╢↓≤⅜≢⅝╕∆⁹ 

<Add> Ⱳ♃fi≢⁸ ⱪ꜡ⱨ□▬ꜟ╩ ≢⅝╕∆⁹ 

ⱪ꜡ⱨ□▬ꜟ│ ⇔√ ─╖ ⌂ⱪ꜡ⱨ□▬ꜟ≢∆⁹ 

∕╣ │♦ⱨ◊ꜟ♩ⱪ꜡ⱨ□▬ꜟ─ ⅜ ↕╣╕∆⁹ 

Temporary Profile Schedule  

Use Temporary Profile  ⱪ꜡ⱨ□▬ꜟ╩ ∆╢ │⁸ⱪꜟ♄►fiⱷ♬ꜙכ╟╡<Add> Ⱳ♃fi╩

◒ꜞ♇◒⇔≡ ⇔√ⱪ꜡ⱨ□▬ꜟ ╩ ⇔╕∆⁹ 

Profile will be enabled for X 

minutes from xx/xx/xx  

ⱪ꜡ⱨ□▬ꜟ─ ⅔╟┘⁸™≈⅛╠ ⌐∆╢⅛╩ ⇔╕

∆ 

Disk Access Control  Profile Details  

Profile Name:  ∆╢ⱪ꜡ⱨ□▬ꜟ ⅜ ↕╣╕∆⁹ 

Removable Media  ꜞⱶכⱣⱩꜟⱷ♦▫▪┼─ ╩ ⇔╕∆⁹ 

No Restrictionsה   ( ⌂⇔  

Read Only, unless Encryptedה   

 ( ↕╣≡™⌂™ │ ╖ ╡  

No access, unless Encryptedה   

 ( ↕╣≡™⌂™≤▪◒☿☻  

Read Only accessה   ( ╖ ╡ ▪◒☿☻  

No accessה   (▪◒☿☻  
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CD/DVD  CD/DVD ─ ╩ ⇔╕∆⁹ 

No Restrictionsה  ( ⌂⇔  

Read Only accessה  ( ╖ ╡ ▪◒☿☻  

Windows Portable Devices  Windows ⱳכ♃Ⱪꜟ♦Ᵽ▬☻┼─ ╩ ⇔╕∆⁹ 

No Restrictionsה  ( ⌂⇔  

Read Only accessה  ( ╖ ╡ ▪◒☿☻  

No accessה  (▪◒☿☻  
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3.  SecureDoc Enterprise for Windows Ɽ♇◔כ☺ 

₈SecureDoc  Enterprise for Windows ₉─ꜝ▬☿fi☻╩ ∆╢▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺─ ⌐≈™≡

⇔╕∆⁹ 

ⱪ꜡ⱦ☺ꜛ♬fiꜟכꜟ╩ ∫√▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺─ ⌐≈™≡│⁸₈SecureDoc Enterprise Server 

Version 9.2  ◒▬♇◒▬fi☻♩₉♪▬●ꜟכ╩↔ ↄ∞↕™⁹ 

ᵑ Ɑ▬fi─ [ Installation packages ]  ▪▬◖fi╩ ⇔⁸<Add>  Ⱳ♃fi╩◒ꜞ♇◒∆╢⅛⁸ Ɑ▬fi─ ≢ ◒ꜞ

♇◒⇔⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ [Add package ]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵒ [Please select the profile type]  ►▫fi♪►⅜ ↕╣╕∆─≢⁸[Endpoint]  ─ⱪꜟ♄►fiⱷ♬ꜙכ╟╡

₈SecureDoc Enterprise for Windows ₉╩ ⇔⁸<OK>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

 ─▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ∆╢ ⁸ ─▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ∆╢↓≤

≢ ⌐ ≢⅝╕∆⁹ 

─▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ◒ꜞ♇◒⇔≡⁸[Copy P ackage ]  ╩ ⇔╕∆⁹ 

[Package  name]  ⌐ ⇔™Ɽ♇◔כ☺ ╩ ⇔⁸ ⌂ ╩ ⇔≡ ⇔≡ↄ∞↕™⁹ 
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[General]  

ⱪ꜡ⱨ□▬ꜟ─ ╛ ─ ⌂≥⅜ ╕╣╕∆⁹ 

 

 

    

Package name  ∆╢▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺ ╩ ⇔╕∆⁹ 

Comments  ⌐ ∂≡⁸◖ⱷfi♩╩ ⇔╕∆⁹ 

Create new users in this folder during the remote installation  

*** Not selected ***  <Browse>  ╩◒ꜞ♇◒⇔⁸▬fi☻♩כꜟⱪ꜡☿☻ ⌐ כꜚ╢∆

─כ◙ ⱨ◊ꜟ♄╩ ⇔╕∆⁹ 

ADSync ╩ ⇔≡™╢ ⁸↓─ │ №╡╕∑╪⁹ 

Apply this SecureDoc profile during the remote installation  

Device profile  <Browse>  ╩◒ꜞ♇◒⇔⁸♦Ᵽ▬☻⌐ ∆╢ⱪ꜡ⱨ□▬ꜟ╩

⇔╕∆⁹ 
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ẽ Ask user to verify before staring 

encryption  

╩ ∆╢ ⌐⁸₈Secu reDoc ─ ⱨ◊כⱶ₉╩♦☻◒♩

♇ⱪ⌐ IDכ◙כꜚ╢╟⌐כ◙כꜚ⁸⇔ ⌂≥─ ╩ ≤⇔

╕∆⁹ 

₈Secu reDoc ─ ⱨ◊כⱶ₉ 

ẽ Force user to computer all data fields  ₈Secu reDoc ─ ⱨ◊כⱶ₉─ ≡─ⱨ▫כꜟ♪╩ ⌐⇔╕

∆⁹ 

ẽ Default device ID is empty  ₈Secu reDoc ─ ⱨ◊כⱶ₉─₈◖fiⱧꜙכ♃ ₉⌐ ∆╢ⱨ

╩♪ꜟכ▫ ⌐⇔╕∆⁹ 

ẽ Default use ID is empty  ₈Secu reDoc ─ ⱨ◊כⱶ₉─₈ꜚכ◙כ ₉⌐ ∆╢ⱨ▫כ

ꜟ♪╩ ⌐⇔╕∆⁹ 

Key name format  

Ừ Device name  ♦Ᵽ▬☻ ≤ ─ ╩ ⇔╕∆⁹ 

ẽ Add random characters to key name to 

make it unique  

⌐ꜝfi♄ⱶ⌂ ╩  ⁹∆╕⇔≥─╙⌂◒כ♬ꜚ⁸⇔

Ừ GUID  GUID ≤ ─ ╩ ⇔╕∆⁹ 

 If communication fails, retry every X 

minute(s), up to X times(s)  

⌐ ⇔√ ⁸X ↔≤⌐ X ꜞ♩ꜝ▬⇔╕∆ 

 In case of communication error, 

continue installation offline  

─כꜝ◄ ⁸○ⱨꜝ▬fi≢▬fi☻♩כꜟ╩ ⇔╕∆⁹ 

⌐⁸SDConnex ≤ ╩⅔↓⌂℮≤⁸◒ꜝ▬▪fi♩♦Ᵽ▬☻≢

↕╣√ │ SES DB ⌐ ↕╣╕∆⁹ 

 Wait for the file distribution software to 

reboot the system  

ⱨ□▬ꜟ ♁ⱨ♩⅜◦☻♥ⱶ╩ ∆╢─╩ ∟╕∆⁹ 

 Hide encryption progress from user   ─ ╩♦☻◒♩♇ⱪ ⌐ ⇔╕∑╪⁹ 

 Restart device when encryption is 

completed (for hardware encryption will 

power off)  

⁸♦Ᵽ▬☻╩ ⇔╕∆⁹ 

Ɫכ♪►▼▪ ♪ꜝ▬Ⱪ╩ ⇔≡™╢♦Ᵽ▬☻─ │⁸◦ꜗ

♇♩♄►fi⇔╕∆ ○ⱨ  
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 Allow SecureDoc installations to run 

silently when deployed using file 

distribution software  

ⱨ□▬ꜟ ♁ⱨ♩►▼▪╩ ⇔≡ ∆╢ ⁸SecureDoc ─

▬fi☻♩כꜟ╩◘▬꜠fi♩ ⸗כ♪≢ ≢⅝╢╟℮⌐⇔╕∆⁹ 

 Suppress message after initial 

installation  

▬fi☻♩כꜟ ⌐⁸ ⅜ ⇔√ ⌐ ↕╣╢ⱷ♇☿כ☺

₈ ─ ₉╩ ⌐⇔╕∆⁹ 

 

[Key file]  

─  

 

 

    

<Password rules> Ⱳ♃fi  ◓꜡כⱣꜟ○ⱪ◦ꜛfi≢ ↕╣≡™╢♦ⱨ◊ꜟ♩─Ɽ☻꞉כꜟ♪כꜟ⅜ ↕

╣╕∆⁹ 

[Tools]  ->  [Options]  ->  [General]  

<Password rules>   

↓↓≢ ─ ╩ ≢⅝╕∆⁹ 

Privileges:  

Ừ User Rights ≢Ᵽꜟ○ⱪ◦ꜛfiכ꜡◓  ↕╣≡™╢ ⅜ ↕╣╕∆⁹ 

[Tools]  ->  [Options]  ->  [Key file options]  

♦ⱨ◊ꜟ♩ ≢│⁸₈Modify Password ₉─╖⅜ ↕╣≡™╕∆⁹ 

⅛╠⁸ ⌂ ╩ ≢⅝╕∆⁹ 

Ừ Admin Rights  ♅▼♇◒∆╢≤⁸ ≡─ ⅜ ↕╣╕∆⁹ 

ẽ Modify Password ╩♪כ⁸Ɽ☻꞉│כ◙כꜚ  ≢⅝╕∆⁹ 

ẽ Modify Profile ╩ꜟ▬□⁸ⱪ꜡ⱨ│כ◙כꜚ  ≢⅝╕∆⁹ 

ẽ Convert Removable Media ╩▪▫♦ⱣⱩꜟⱷכⱶꜞ⁸│כ◙כꜚ  ≢⅝╕∆⁹ 

ẽ Modify Key ⁸│כ◙כꜚ  ╩ ⁸ ⁸⅔╟┘▬fiⱳ⁹∆╕⅝≢♩כ 

ẽ Select Profile ╩כ◐│כ◙כꜚ  ⁸ ⁸⅔╟┘▬fiⱳ⁹∆╕⅝≢♩כ 
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ẽ Convert Hard Disk ─◒☻▫♦⁸│כ◙כꜚ  / ╩⅔↓⌂ⅎ╕∆⁹ 

ẽ Export and View Key ⁸│כ◙כꜚ  ╩ ≢⅝╕∆⁹√≤ⅎ┌⁸◐כⱨ□▬ꜟ╩◄◒☻ⱳכ♩∆╢↓

≤╛⁸ ╩  ⁹∆╕⅝≢╡√⇔♩כⱨ□▬ꜟ⌐◄◒☻ⱳכ◐─

ẽ Config SFE ♩fi▪▬ꜝ◒⁸│כ◙כꜚ  ≢⁸SecureDoc ⱨ□▬ꜟ ╩ ∆╢↓≤⅜

≢⅝╕∆⁹ 

ẽ Disk integrity Check  ♦▫☻◒─ ♅▼♇◒⅜ ⇔√ │כ◙כꜚ⁸╙≢ ╩ ≢⅝╕

∆⁹♦Ᵽ▬☻╩ ⇔⁸♦▫☻◒─ ─√╘⌐ ⇔™ ╩ ⇔╕∆⁹ 

ẽ View Transaction Log ⁸Audit Log│כ◙כꜚ  ╩ ╢↓≤⅜≢⅝╕∆⁹ 

ẽ Create Emergency Disk ╩◒☻▫♦כ◦fi▼☺כⱴ◄⁸│כ◙כꜚ  ≢⅝╕∆⁹ 

ẽ Exclude from DAC (password 

sync should be enabled)  

DAC╩ ⌐⇔╕∆⁹ │ ⇔╕∑╪  

▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺─ⱪ꜡ⱨ□▬ꜟ─ ⌐≡⁸♦▫☻◒▪◒☿☻◖

fi♩꜡כꜟ DAC ⅜ ⌐ ↕╣⁸ ⱷ♦▫▪┼─ ⅜ ↕╣≡™╢

⁸ ⱷ♦▫▪┼─▪◒☿☻⅜ ⅎ∏⁸♦▫☻◒╩▪fi꜡♇◒⇔≡╙⁸

ⱷ♦▫▪⌂≥┼♦כ♃─ ⅜ ⅎ╕∑╪⁹ 

 Use hardware token to 

protect Key File  

↓─▬fi☻♩כꜟⱤ♇◔כ☺╩ ∆╢◒ꜝ▬▪fi♩♦Ᵽ▬☻─ꜚ⁸⅜כ◙כ

↕╣√♦Ᵽ▬☻⌐ ⌐꜡◓▬fi∆╢⌐│♩כ◒fi⅜ ≢№╢↓≤╩

∆╢ ⌐○fi⌐⇔╕∆⁹  

⌐כ◙כꜚfi⌐│⁸◒כ♩ ↑╠╣√ ⅜ ╕╣≡™╢ ⅜№╡╕

∆⁹↓─○ⱪ◦ꜛfi╩ ∆╢⌐│⁸ כ◙כꜚ⌐ ╩ Active 

Directory ⅛╠ SES ⌐▬fiⱳכ♩∆╢ ⅜№╡╕∆⁹ 

 

  



 

  

SecureDoc Enterprise Server  Version 9.2  ꜞⱨ□꜠fi☻ⱴ♬ꜙ▪ꜟ   

© 2025  WinMagic Inc. All R ights Reserved.  

P.  60  

 

 

[Users]  

─ ID ╩◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ≡⇔≥כ◙כꜚ─ ∆╢  

 

 

    

<Add> Ⱳ♃fi  ▬fi☻♩כꜟⱪ꜡☿☻ ⌐⁸ ─ ID ╩ ♦♩fi▪▬ꜝ◒≡⇔≥כ◙כꜚ─

Ᵽ▬☻⌐ ≢⅝╕∆⁹ ─ ID ╩ ⇔╕∆⁹  

<Delete> Ⱳ♃fi ⅛╠⁸ ─ ID ╩ ⇔╕∆⁹ 
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[Provisioning Rules]  

IDכ♫כ○ ─ ⌂≥ 

 

 

    

 Do not create and send 

down deploying user Key 

File 

╩ꜟ▬□ⱨכ◐─כ◙כꜚ ∑∏⁸◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐◐כⱨ□▬ꜟ╩

⇔╕∑╪⁹ 

↓─ ─ │⁸ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ╩ ∆╢♦Ᵽ▬☻≢⁸Ⱡ♇♩꞉

╩◒כ ⇔√ ╩ ≤⇔⁸♦Ᵽ▬☻⌐ꜚכ◙כID ╩ ⇔⌂™↓≤≢∆⁹ 

Device Provisioning rules  

 Enable a provisioning state 

so as to allow access to 

device until its owner has 

been identified  

ⱪ꜡ⱦ☺ꜛ♬fi◓ ╩ ⌐⇔≡⁸ ⅜ ↕╣╢╕≢♦Ᵽ▬☻┼─▪◒☿

☻╩ ─ ≢ ⇔╕∆⁹ 

ủ Device(s) will auto -boot 

to Windows logon  

♩כ⁸ⱪꜞⱩ≡∫╟⌐♩כⱩ♩כ○ │Ɽ☻↕╣⁸Windows ╩ ≢⅝╕∆⁹ 

ủ User can access device(s) 

at Pre -Boot using this 

Temporary user account  

⅜כ♫כ○ ∆╢╕≢⁸ⱪꜞⱩכ♩ ≢│⁸SES◖fi♁כꜟ─[ Users ]♃Ⱪ≢

⌐ ⇔√ Temporary ♃▬ⱪ─ꜚכ◙כID ╩ ∫≡꜡◓▬fi≢⅝╕∆⁹ 
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⅜כ♫כ○ ∆╢≤⁸↓↓≢ ⇔√ Temporary ♃▬ⱪ─ꜚכ◙כID │⁸◒

ꜝ▬▪fi♩♦Ᵽ▬☻⅛╠ ≢ ↕╣╕∆⁹ 

<Browse> Ⱳ♃fi Temporary ♃▬ⱪ─ꜚכ◙כID ╩ ⇔╕∆⁹ 

Owner Identification Rules  

ủ Automatically identify 

owner without having to 

prompt user  

♦☻◒♩♇ⱪ⌐ ╙ ∑∏⁹ IDכ♫כ○≢ ╩ ⇔╕∆⁹ 

∕╣⌐╟╡⁸◘▬꜠fi♩▬fi☻♩כꜟ⅜ ≢∆⁹ 

IDכ♫כ○ ─ │⁸ ─₈Deploying user ₉─ ⌐ ™╕∆⁹ 

 Allow offline 

identification  

○ⱨꜝ▬fi IDכ♫כ○⁸≢ ─ ╩ ⇔╕∆⁹ 

₈Deploying user ₉─ ≢⁸₈Use Last Logged On User ₉╩ ⇔≡ↄ∞↕

™⁹ 

ủ Users will be prompt to 

confirm device ownership; 

First confirm will be device 

owner  

♦☻◒♩♇ⱪ⌐₈SecureDoc ⱪꜝ▬ⱴꜞ▪◌►fi♩─ ₉♄▬▪꜡◓╩

⇔⁸♦Ᵽ▬☻ ≢№╢↓≤⌐≈™≡ ╩ ╘╕∆⁹ 

<OK> ╩◒ꜞ♇◒∆╢≤⁸∕↓⌐ ↕╣≡™╢Windows ꜚכ◙כ ♫כ○⁸⅜

IDכ ≤⇔≡ ↕╣╕∆⁹ ↕╣≡™╢Windows ꜚכ◙כ │⁸∕─ ⁸

Windows ⌐◘▬fi▬fi⇔≡™╢ ID ≢∆⁹ 

IDכ♫כ○ ⅜ ∆╢≤⁸♦Ᵽ▬☻ ─ⱪꜞⱩכ♩ ╩ ≢⅝╢╟℮⌐

⌂╡╕∆⁹ 

 

 

 

 

 

 

 

♦Ᵽ▬☻ ≢⌂™ ⁸ ⅎ┌⁸IT ╛◐♇♥▫fi◓ ╩⅔↓⌂∫≡™

╢ ⅜▬fi☻♩כ◙כꜚ⁸╡⅔≡∫⌂↓⅔╩ꜟכ─Windows ID ≢◘▬fi▬fi

⇔≡™⌂™ │⁸< ≢>╩◒ꜞ♇◒⇔╕∆⁹ 

<OK>  ╩◒ꜞ♇◒∆╢╕≢ IDכ♫כ○ ⅜ ∆╢╕≢ ⁸OS ⁸ ⌐

₈SecureDoc ⱪꜝ▬ⱴꜞ▪◌►fi♩─ ₉⅜ ↕╣╕∆⁹ 

Device location  

ủ Owner folder  ♦Ᵽ▬☻│⁸○כ♫כID ≤ ∂ⱨ◊ꜟ♄⌐ ⇔╕∆⁹ 

ủ Registration folder  [General] -> [Create new users in this folder during the remote 

installation] ≢⁸ ⇔√ⱨ◊ꜟ♄⌐♦Ᵽ▬☻╩ ⇔╕∆⁹ 

ủ Specified folder  <Browse>  Ⱳ♃fi≢⁸♦Ᵽ▬☻─ ╩ ⇔╕∆⁹ 

ẽ Move device to a folder 

on SecureDoc upgrade  

SecureDoc ─▪♇ⱪ◓꜠כ♪ ⁸♦Ᵽ▬☻╩ ⇔√ⱨ◊ꜟ♄ ⌐ ⇔╕∆⁹ 

Deploying user  

ủ Use Last Logged On User  ▬fi☻♩כꜟ ⌐⁸Windows ┼◘▬fi▬fi⇔≡™╢ ID ╩ ™╕∆⁹ 

ủ Use Specific User  ↓↓≢ ⇔√ ID ╩ ™╕∆⁹ 
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4.  SES ◖fi♁כꜟⱷ♬ꜙכ 

4.1.  ꜚ ⌐כ◙כ ∆╢ ⱷ♬ꜙכ 

[Users]  ♃Ⱪ≢⁸ꜚכ◙כ╩ ┘⁸◖fi♥◐☻♩ⱷ♬ꜙכ ⱴ►☻─ ◒ꜞ♇◒ⱷ♬ꜙכ ≢ ↕╣╢ │⁸ ─

╩ꜟⱩכ♥ ⇔≡ↄ∞↕™⁹ 

 

 

    

Add User  ⱨ◊ꜟ♄⌐ꜚכ◙כ╩ ⇔╕∆⁹ 

Modify  User ─כ◙כꜚ╢™≡⇔  ╩ ⇔╕∆⁹ 

 ↓↓≢ ⇔≡ ⇔≡╙⁸♦Ᵽ▬☻⌐│ ↕╣∏⁸♦Ᵽ▬☻⌐ ↕╣≡

│ꜟ▬□ⱨכ◐─כ◙כꜚ╢™ ⅝⇔╕∑╪⁹ 

Delete User ╠⅛♄ꜟ◊ⱨ╩כ◙כꜚ╢™≡⇔  ⇔╕∆⁹ 

⁸Recycle bin│כ◙כꜚ ⌐ ⇔╕∆ 

Move to Folder Ν ⇔≡™╢ꜚכ◙כ╩ ─ⱨ◊ꜟ♄⌐ ⇔╕∆⁹ 

View Audit Log ─כ◙כꜚ  ⌐ ∆╢꜡◓₈Audit Log ₉╩ ≢⅝╕∆⁹ 

View RME Log ─כ◙כꜚ  RME⌐ ∆╢꜡◓₈RME Log₉╩ ≢⅝╕∆⁹ 

Set Filter  ⱨ▫ꜟ♃כ ≢⁸ ⅛╠ ╩ ≢⅝╕∆⁹ 

Refresh  ╩ꜞⱨ꜠♇◦ꜙ⇔╕∆⁹ 

Generate new keys for the 

users  

─כ◙כꜚ ⌐ √⌐ ╩ ⇔╕∆⁹ ⅎ┌⁸ⱷ♦▫▪ ─ ⁹ 

Assign keys to users  SES⅛╠ ⌐ꜟ▬□ⱨכ◐─כ◙כꜚ╩ ≢⅝╕∆⁹ 

ⅎ┌⁸ꜚכ◙כ─ ⌐ ╩ ⌐כ◙כꜚ⁸⇔ ∆╢↓≤⅜ ⁹ 

Member of groups ─┼ⱪכꜟ◓  ╩ ≢⅝╕∆⁹ 

◒ꜞ♇◒ 
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Create Key File ╩ꜟ▬□ⱨכ◐─כ◙כꜚ  ≢⅝╕∆⁹ 

.dbk ⱨ□▬ꜟ─ ≢ ↕╣╢─≢⁸ⱪꜞⱩכ♩ ≢⁸USBⱷ⸗ꜞ⌐

⇔√.dbk ⱨ□▬ꜟ╩ ∫≡꜡◓▬fi∆╢↓≤⅜ ≢∆⁹ 

 ♦Ᵽ▬☻⌐│ ↕╣∏⁸♦Ᵽ▬☻⌐ │ꜟ▬□ⱨכ◐כ◙כꜚ╢™≡╣↕

⅝⇔╕∑╪⁹ 

Challenge response  ♅ꜗ꜠fi☺꜠☻ⱳfi☻ ♪כⱤ☻꞉─כ◙כꜚ⁹ ╣⌐ ⇔╕∆⁹ 

Remote installation  ○ⱨꜝ▬fi▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ≢⅝╕∆⁹ 

Save to files ─כ◙כꜚ  ╩♥◐☻♩ ≢ ⅝ ∑╕∆⁹ 

Check PBConnex Access  PBConnex ─ ⌂♦Ᵽ▬☻╩ ≢⅝╕∆⁹ 
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4.2.  ♦Ᵽ▬☻⌐ ∆╢ ⱷ♬ꜙכ 

₈Devices ₉♃Ⱪ≢⁸♦Ᵽ▬☻╩ ┘⁸◖fi♥◐☻♩ⱷ♬ꜙכ≢ ↕╣╢ │⁸ ╩ꜟⱩכ♥─ ⇔≡ↄ∞↕™⁹ 

 

    

Modify device info  ♦Ᵽ▬☻─ ╩ ≢⅝╕∆⁹ 

Delete device  ⇔≡™╢♦Ᵽ▬☻╩ⱨ◊ꜟ♄⅛╠ ⇔╕∆⁹ 

♦Ᵽ▬☻│⁸[ Recycle bin ] ⌐ ⇔╕∆⁹ 

Move to Folder Ν ⇔≡™╢♦Ᵽ▬☻╩ ─ⱨ◊ꜟ♄⌐ ⇔╕∆⁹ 

View Audit Log  ♦Ᵽ▬☻⌐ ∆╢꜡◓₈Audit Log ₉╩ ≢⅝╕∆⁹ 

View SFE Log  SFE⌐ ∆╢꜡◓₈RME Log₉╩ ≢⅝╕∆⁹ 

View RME Log  RNE⌐ ∆╢꜡◓₈RME Log₉╩ ≢⅝╕∆⁹ 

Set Filter  ⱨ▫ꜟ♃כ ≢⁸ ⅛╠ ╩ ≢⅝╕∆⁹ 

Refresh  ╩ꜞⱨ꜠♇◦ꜙ⇔╕∆⁹ 

Add Keys to device כ◙כꜚ╩  ≢│⌂ↄ⁸♦Ᵽ▬☻⌐ ≢⅝╕∆⁹ 

Add users to device ⌐☻▬fi♩♦Ᵽ▪▬ꜝ◒╩כ◙כꜚ  ≢⅝╕∆⁹ 

Assign device profile to 

devices  

SES ≢⁸ ⇔√ ─ⱪ꜡ⱨ□▬ꜟ╩♦Ᵽ▬☻⌐ ∆╢ ╛⁸ ─ⱪ꜡

ⱨ□▬ꜟ⌐ ∆╢↓≤⅜≢⅝╕∆⁹ 

◒ꜞ♇◒ 
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Assign folder encryption 

policy to device  

ⱨ◊ꜟ♄ ─ⱳꜞ◦כ╩ ⇔╕∆⁹ 

⁸ꜝ▬☿fi☻⅜ ≢∆⁹ 

Member of groups ─┼ⱪכꜟ◓  ╩ ≢⅝╕∆⁹ 

Create emergency disk  ◒ꜝ▬▪fi♩♦Ᵽ▬☻─ⱪꜞⱩכ♩ ⱪ꜡◓ꜝⱶ⌐ ⅜ ⇔√ ─ ⌐

⌂◄ⱴכ☺▼fi◦כ♦▫☻◒╩ ≢⅝╕∆⁹ 

Export escrowed key  ⁹♩כⱳ☻◒◄─כ◐כ꜡◒☻◄ 

│ ≢⅝╕∑╪⁹ 

Mark as parent device  │ ⇔╕∑╪⁹ 

parent ≤ child device ─ ╩ ≈♦Ᵽ▬☻─ ⁸parent device ≤⇔≡ⱴכ◒

⇔╕∆⁹ 

Active auto -boo t  ⇔√ ה ╩♩כⱩ♩כ○⁸╖─ ⌐≢⅝╕∆⁹ 

Reboot device  ◒ꜝ▬▪fi♩♦Ᵽ▬☻╩ ⇔╕∆⁹ 

Lock device  ◒ꜝ▬▪fi♩♦Ᵽ▬☻─Windows OS  fi꜡♇◒⇔╕∆⁹כꜞ◒☻╩

Crypto -erase device(s)  ♦▫☻◒─ ⌐ ⌂ ≢♩כ⸗ꜞ╩ ⇔╕∆⁹ 

↕╣╢♃▬Ⱶfi◓│⁸◒ꜝ▬▪fi♩⅜ SDConnex ≤ ⇔ ╩ ↑ ∫√

≢⁸ ╩ │♃כ♦◙כꜚ⁸≢≥↓╢╣↕ ↕╣√─≤ ≢∆⁹ 

↓─◖ⱴfi♪╩ ↑ ∫√♦Ᵽ▬☻│⁸ⱪꜞⱩכ♩ ⱪ꜡◓ꜝⱶ╙ ⌐ ⇔⌂

ↄ⌂╡╕∆⁹ 

Setup Port Control  ⱳכ♩◖fi♩꜡כꜟ─ ה ╩ ≢⅝╕∆⁹ 

Prevent Login to Device(s)  ♦Ᵽ▬☻┼─꜡◓▬fi╩ ⇔╕∆⁹ 

∆╢√╘⌐│♅ꜗ꜠fi☺꜠☻ⱳfi☻⌐╟╢ꜞ◌Ᵽꜞ⅜ ≢∆⁹ 

Show commands  SES⅛╠─ ⇔√◖ⱴfi♪─ ╩ ≢⅝╕∆⁹ 

Cancel all active comman ds ▪◒♥▫Ⱪ⌂◖ⱴfi♪╩ ≡◐ꜗfi☿ꜟ⇔╕∆⁹ 

Save to files  ♦Ᵽ▬☻─ ╩♥◐☻♩ ≢ ⅝ ∑╕∆⁹ 

Check PBConnex Access  PBConnex ─ ⌂♦Ᵽ▬☻╩ ≢⅝╕∆⁹ 
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4.3.  ♦Ᵽ▬☻⌐ ─┼כ◙כꜚ╢™≡╣↕ ⱷ♬ꜙכ 

₈Devices ₉♃Ⱪ≢⁸♦Ᵽ▬☻╩ ┬≤⁸ ─ⱤⱠꜟ⌐│♦Ᵽ▬☻⌐ IDכ◙כꜚ╢™≡╣↕ ⅜ ↕╣╕∆⁹ 

IDכ◙כꜚ─⧵ ╩ ◒ꜞ♇◒⇔≡ ↕╣╢◖fi♥◐☻♩ⱷ♬ꜙכ─ │⁸ ╩ꜟⱩכ♥─ ⇔≡ↄ∞↕™⁹ 

 

 

    

Remove user from device  ♦Ᵽ▬☻⅛╠ꜚכ◙כ╩ ⇔╕∆⁹ 

Access rights  ▪◒☿☻ ╩ ⇔╕∆⁹ 

Set Filter  ⱨ▫ꜟ♃כ ≢⁸ ⅛╠ ╩ ≢⅝╕∆⁹ 

Refresh  ╩ꜞⱨ꜠♇◦ꜙ⇔╕∆⁹ 

Modify User ╩כ◙כꜚ  ≢⅝╕∆⁹ 

Create Key File  ╛ ─ ╩ꜟ▬□ⱨכ◐─כ◙כꜚ⁸≤⌂ ≢⅝╕∆⁹ 

◒ꜝ▬▪fi♩│ SDConnex ≢⁸ ╩ꜟ▬□ⱨכ◐™⇔ ↑ ╡⁸ ─ⱪꜞⱩ

♩כ ⌐│  ⱨ□▬ꜟ≢꜡◓▬fi∆╢↓≤⌐⌂╡╕∆⁹כ◐™⇔

Challenge Response ♪כⱤ☻꞉─כ◙כꜚ  ╣ ⌐⁸16 ─╛╡≤╡≢⁸ ∞↑꜡◓▬fi╩ ⇔

⁸Windows│כ◙כꜚ⁹∆╕ ◘▬fi▬fi ⌐⁸ ⌐╟╢ ⇔™Ɽ☻꞉כ♪ ╩

╘╠╣╕∆⁹ 

Remove key from device  ♦Ᵽ▬☻⅛╠ ╩ ⇔╕∆⁹ 

Set Device Owner  ♦Ᵽ▬☻○כ♫כ╩ ∆╢ ⁸ ╩כ◙כꜚ─ ⇔≡ ⇔╕∆⁹ 

File  Vault  mac ♦Ᵽ▬☻ ↑─ⱷ♬ꜙ⁹∆≢כ 

◒ꜞ ♇◒ 
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5.  ≡™≈⌐ⱪ꜡Ɽ♥▫─♃▬ⱪכ◙כꜚ 

─ⱪ꜡Ɽ♥▫⌐│⁸₈Type₉כ◙כꜚ ⅜№╡╕∆⁹ 

ADSync ╩ ╩כ◙כꜚ≡∫ Active  Directory ⅛╠▬fiⱳכ♩∆╢ ⁸₈Regular ₉⅜ ↕╣≡™╕∆⁹ 

כ◙כꜚ─≢ ⌐│⁸ ⌐№╦∑≡ ⇔╕∆⁹ 

 

 

Regular :      ≥⅔╡ IDכ◙כꜚ─╘√╢∆  

Auto Boot :    ⱪꜞⱩכ♩ ≢⁸ ╩ ≤∑∏⁸ ꜡◓▬fi ♩כⱩ♩כ○ IDכ◙כꜚ╢∆≥ ≢∆⁹ 

IDכ◙כꜚ─↓        ╩◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ∆╢≤⁸ ⌐ Regular ♃▬ⱪ─ꜚכ◙כID ⅜ ↕╣≡ 

⁸≢─╢⌂≥♩כⱩ♩כ○╙≡™        ⅜ ≢∆⁹ 

Temporary :  ⱪ꜡ⱦ☺ꜛ♬fi◓ꜟ₈ꜟכⱤ♃כfi C₉⁸₈Ɽ♃כfi D₉≢ ⇔╕∆⁹ 

⅜כ♫כ○        ∆╢≤⁸Temporary IDכ◙כꜚ─ │♦Ᵽ▬☻⅛╠ ↕╣╕∆⁹ 
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6.  ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ PBConnex  

SecureDoc ◒ꜝ▬▪fi♩│⁸ LAN№╢™│ LAN╩ ∫√Ⱡ♇♩꞉כ◒ ─ PBConnex ╩ ⇔╕

∆⁹ⱪꜞⱩכ♩ ─ ⌐☻▬Ᵽ♦ꜟ◌כ꜡⁸≡™⅔⌐ IDכ◙כꜚ╢™≡╣↕ ╩ ℮─≢│⌂ↄ⁸SES ⌐ ↕╣

IDכ◙כꜚ╢™≡ ╩ ∫≡꜡◓▬fi∆╢ ⅜כ◙כꜚ⁹∆≢╖ ⇔√ ID ⌐☻▬Ᵽ♦ꜟ◌כ꜡⅜ ⇔⌂™ ⁸Ⱪ

fiⱪ꜡◓ꜝⱶ│⁸SDConnex○◓꜡♩כ ╩ ⇔≡ SES⌐ ↕╣≡™╢ ID ┼─ ╩ ╖╕∆⁹ 

PBConnex ╩ ∆╢√╘⌐│⁸ⱪ꜡ⱨ□▬ꜟ─ ≤ ─♦Ᵽ▬☻≤ꜚכ◙כ╩ ∆╢ ⅜№╡╕∆⁹ 

PC כ◙כꜚ─≢ ─  

ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ─ ╩ ℮≤⁸SecurDoc ─◄fi♪ⱳ▬fi♩ꜚכ◙כ│ ─♦Ᵽ▬☻⌐▪◒☿☻≢⅝╢

╟℮⌐⌂╡╕∆⁹ PC⌂≥ ⅜כ◙כꜚ─ ∆╢♦Ᵽ▬☻⌐⅔↑╢ꜚכ◙כ ─ ╩ ∆╢↓≤⅜≢⅝╕

∆⁹ 

≡─ ⌐☻▬Ᵽ♦ꜟ◌כ꜡╩ ⇔⌂™↓≤╙  

⌐ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ╩ ∆╢♦Ᵽ▬☻─ ⌐ꜟ◌כ꜡⁸ ╩ ⇔⌂™ SecueDoc ◒ꜝ▬▪fi

♩─▬fi☻♩כꜟ╙ ≢∆⁹ 

ⱪ꜡ⱦ☺ꜛ♬fi◓ꜟכꜟ─ ≢⁸ 

₈ἧ Do not create end send down deploying user Key File ₉ 

─♅▼♇◒Ⱳ♇◒☻╩○fi⌐⇔√▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ∫≡⁸◒ꜝ▬▪fi♩⌐ SecureDoc ◒ꜝ▬▪fi♩╩

▬fi☻♩כ꜡⁸≥╢∆ꜟכ◌ꜟ♦Ᵽ▬☻⌐◐כⱨ□▬ꜟ│ ⅜ꜟ▬□ⱨכ◐⁹╪∑╕╣↕ ↕╣≡™⌂™√╘⁸

∆╢─⌐ ╩ꜟ▬□ⱨכ◐⌂ ∆╢√╘─ ID/PW ⅜ ⇔╕∑╪⁹ 

 

 

♩כⱩ♩כ○  

PBConnex ♩כⱩ♩כ○⁸│ ╙◘ⱳ⁹∆╕⇔♩כSecureDoc ◒ꜝ▬▪fi♩⅜ SDConnex ≤ ∆╢≤⁸SES≢○

⌐♩כⱩ♩כ ↕╣√♦Ᵽ▬☻│ⱪꜞⱩכ♩≢─ ╩ ≤∑∏⁸ ꜡◓▬fi↕∑╢↓≤⅜ ≢∆⁹ 

SDConnex ⅜ ↕╣√ LAN ⌐♦Ᵽ▬☻⅜ ∟ ↕╣√ ⁸∏╠⌂│≥♩כⱩ♩כ○⁸ ⅜ ≤⌂╡╕∆⁹ 
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6.1.  ⱪ꜡ⱨ□▬ꜟ─  

PBConnex ╩ ∆╢♦Ᵽ▬☻≢│⁸ⱪ꜡ⱨ□▬ꜟ⌐ ─ ⅜ ≢∆⁹ 

ẽEnable machine to communicate with SDConnex at preboot ₈ה  ₉ ╩ ⌐⇔╕∆⁹ 

<General options> -> [Communication]  -> [PBConnex]  

ẽEnable machine to communicate with SDConnex at preboot  

─₈Communication ₉╩↔ ↄ∞↕™⁹ 

 

ה №╢™│ LAN─  

<Boot configuration > -> [Network Access Control]  

─₈Network Access Conteol ₉╩↔ ↄ∞↕™⁹ 
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6.2. ─ⱪכꜟ◓   

All Folders ⌐│⁸ ≢₈All Device Group ₉≤₈All User Group ₉⅜ ╩ⱪכꜟ◓─╠╣↓⁹∆╕™≡╣↕ ∆

╢≤⁸ ≡─♦Ᵽ▬☻≤ ⌐כ◙כꜚ─≡ PBConnex ─ ╩ ∆╢↓≤⅜≢⅝╕∆⁹ 

↓↓≢│⁸PBConnex ╩ ╩☻▬Ᵽ♦≥כ◙כꜚ╢∆ ∆╢ ╩ⱪכꜟ◓─ ⌐ ⇔⁸ ≤∆╢♦Ᵽ▬☻≤ꜚ

╩כ◙כ ∆╢ ╩ ⇔╕∆⁹ 

 

ᵑ SES─ Ɑ▬fi╟╡⁸◓ꜟכⱪ╩ ∆╢ ⱨ◊ꜟ♄ ╩ ⇔╕∆⁹ ⌐⁸ Ɑ▬fi⌐№╢ [Groups]  ♃Ⱪ╩

◒ꜞ♇◒⇔⁸<Add>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

ᵒ ─ ≢⁸ [Group name] ⱪכꜟ◓⌐  ╩⁸ ⌐ ∂≡ [Description]  ⌐ ╩ ⇔╕∆⁹ 
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ᵓ ○כ♩Ⱪכ♩╩ ∆╢ │⁸ 

Ɑ▬fi╟╡⁸[ AutoBoot ]  ▪▬◖fi╩◒ꜞ♇◒⇔⁸[ AutoBoot via PBConnex ]  ─ [Allow]  ⌐♅▼♇◒╩ ╣⁸

⌐№╢ <OK>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

SES⌐ ↕╣≡™╢ ID ╩Ⱡ♇♩꞉כ◒ ≢ ∆╢ │⁸ 

Ɑ▬fi╟╡⁸[PBConnex Access Policies]  ▪▬◖fi╩◒ꜞ♇◒⇔⁸[Get Key File via PBConnex]  ─  

[Allow]  ♅▼♇◒Ⱳ♇◒☻⌐♅▼♇◒╩ ╣⁸ ⌐№╢ <OK>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

    

Get Key File via PBConnex  

 Allow  ∆╢⁹ 

 Save Key File to client machine  ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ⌐ ⇔√ ⁸ ⇔√ ID ⱨכ◐

□▬ꜟ ╩◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ⇔╕∆⁹ 

⌐Ⱡ♇♩꞉כ◒ ╩ ∆╢ │⁸♅▼♇◒⇔╕∑╪⁹ 

 ⁸ ∂ ID ╩ ∫≡꜡◓▬fi╩ │ꜟ▬□ⱨכ◐⁸≥╢╖

◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ↕╣≡™╢ ⁸Ⱡ♇♩꞉כ◒

ꜟ◌כ꜡⁸∏╠⌂≥ ≤⌂╡╕∆⁹ 

 Dey  ∆╢ 
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6.3. כ◙כꜚ─┼ⱪכꜟ◓   

Ⱡ♇♩꞉כ◒ ≢ ⌐ⱪכꜟ◓╩כ◙כꜚ╢∆ ⇔╕∆⁹ 

╩♩כⱩ♩כ○  ∆╢ ⁸↓─ │ ≢∆⁹ 

ᵑ ≢ ╩ⱪכꜟ◓√⇔ ⇔⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ [Add Users to the Group]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵒ ─╟℮⌂ ⅜ ↕╣╕∆⁹ Ɑ▬fi╟╡⁸◓ꜟכⱪ⌐ ⅜כ◙כꜚ™√⇔ ∆╢ⱨ◊ꜟ♄╩ ⇔╕∆⁹

Ɑ▬fi╟╡⁸ꜚכ◙כ╩ ⇔⁸ ⌐№╢ <OK>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 
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6.4. ☻▬ⱪ┼─♦Ᵽכꜟ◓   

Ⱡ♇♩꞉כ◒ ╩ ∆╢♦Ᵽ▬☻╩◓ꜟכⱪ⌐ ⇔╕∆⁹ ⌐ⱪכꜟ◓∂ ⱪכꜟ◓⅜כ◙כꜚ╢∆ ─♦

Ᵽ▬☻⌐▪◒☿☻≢⅝╢╟℮⌐⌂╡╕∆⁹  

ᵑ ⇔√◓ꜟכⱪ╩ ⇔⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ [Add Users to the Group]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵒ ─╟℮⌂ ⅜ ↕╣╕∆⁹ Ɑ▬fi╟╡⁸◓ꜟכⱪ⌐ ⇔√™♦Ᵽ▬☻⅜ ⇔≡™╢ⱨ◊ꜟ♄╩ ⇔╕

∆⁹ Ɑ▬fi╟╡♦Ᵽ▬☻╩ ⇔⁸ ⌐№╢ <OK>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

─ ⌐╟╡⁸ 

⌐ⱪכꜟ◓ ♩כ⁸ⱪꜞⱩ│כ◙כꜚ╢™≡⇔ ⌐Ⱡ♇♩꞉כ◒ ≢ SES⌐ ↕╣≡™╢ ID ╩ ∫

≡꜡◓▬fi≢⅝╢╟℮⌐⌂╡╕∆⁹○כ♩Ⱪכ♩ ─ │⁸SDConnex ≤ ⁸ ꜡◓▬fi≤⌂╡╕∆⁹ 
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6.5.  ꜡◓▬fi ─  

ⱪꜞⱩכ♩Ⱡ♇♩꞉כ◒ ⌐≡⁸ ꜡◓▬fi ⅜⇔⅝™ ╩ ⅎ√ ⁸∕─▪◌►fi♩╩꜡♇◒≢⅝╕∆⁹ 

꜡◓▬fi ─⇔⅝™ ╩ ∆╢ ⌐≈™≡ ⇔╕∆⁹ 

ᵑ SES─ⱷ♬ꜙכⱣ⁸╡╟כ 

[Tools]  ->  [Preboot Network(PBConnex)]  -> [PBConnex Global options]   

╩◒ꜞ♇◒⇔╕∆⁹ 

ᵒ ─♦Ᵽ▬☻⅔╟┘ ─♦Ᵽ▬☻≢⁸ ꜡◓▬fi ╩ ⇔√╠ ID ╩꜡♇◒∆╢ ╩ ⇔╕∆⁹ 

⌐⁸<Save>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

    

Failed PBConnex Login Lock -out Rules:  

ủ Users are allow ed unlimited attempts 

to enter valid credentials using 

PBConnex login (not recommends)  

ID/ Ɽ☻꞉כ♪ ─ ╩ ⌐ ≢⅝╕∆⁹ 

( ⇔╕∑╪)  

Ừ Limit number of failed PBConnex login 

attempts (default)  

꜡◓▬fi ─ ╩ ⇔╕∆⁹ 

(♦ⱨ◊ꜟ♩)  

Lock out user, and notify Admin/Security by email after a maximum of:  

XX consecutive failed PBConnex login 

attempts on any client machine  

─♦Ᵽ▬☻≢ ꜡◓▬fi ╩ ⇔√╠ ID ╩꜡♇

◒∆╢ ╩ ⇔╕∆⁹ 
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XX consecutive failed PBConnex login 

attempts on a single client machine  

♦Ᵽ▬☻≢ ꜡◓▬fi ╩ ⇔√╠ ID ╩꜡♇◒

∆╢ ╩ ⇔╕∆⁹ 

Windows AD Authentication  

Authenticate use against Active Directory  ♦ⱨ◊ꜟ♩ ─○ⱨ≢│⁸ꜚכ◙כ─ ID/ Ɽ☻꞉כ♪│ SES 

⌐╟∫≡─╖♅▼♇◒↕╣╕∆⁹ 

↓─○ⱪ◦ꜛfi╩ ─כ◙כꜚ⁸≥╢∆⌐ ID/ Ɽ☻꞉כ♪

│⁸SES≤ Active Directory ─ ≢♅▼♇◒↕╣╕∆⁹ 

─כ◙כꜚ ID │ SES♦כ♃ⱬכ☻⌐ ↕╣≡™╢∞↑≢⌂

ↄ⁸Windows ♪ⱷ▬fi≢╙ ≢№╢ ⅜№╡╕∆⁹ 

Access for Computer Users  

Allow PBConnex access for users assigned 

to device  

↓─○ⱪ◦ꜛfi╩ ∆╢≤⁸AutoBoot ─ⱪכꜟ◓│ ≢

│⌂ↄ⁸ꜚכ◙כ/♦Ᵽ▬☻─ ⌐ ≠ↄ↓≤⅜≢⅝╕∆⁹ 
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6.6.  ꜚ ◒♇꜡─כ◙כ  

ᵑ SES─ⱷ♬ꜙכⱣ⁸╡╟כ 

[Tools]  ->  [Preboot Network(PBConnex)]  -> [ Reset User ΐs Failed Login ]   

╩◒ꜞ♇◒⇔╕∆⁹ 

ᵒ ─╟℮⌂ ⅜ ↕╣╕∆⁹ Ɑ▬fi╟╡⁸꜡♇◒↕╣√ꜚכ◙כ⅜ ↕╣≡™╢ⱨ◊ꜟ♄╩ ⇔⁸

╩כ◙כꜚ ⇔╕∆⁹ Ɑ▬fi⌐♦Ᵽ▬☻ ≤꜡◓▬fi ⅜ ↕╣╕∆⁹ ─♦Ᵽ▬☻≢꜡♇◒↕╣√

⁸ ⌐№╢ <Reset>  Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ID ─꜡♇◒⅜ ↕╣╕∆⁹ 

 

꜡♇◒ ⌐≈™≡│⁸ ╩ꜟⱩכ♥─ ⇔≡ↄ∞↕™⁹ 

    

<Reset> Reset the selected user ΐs failed 

login on selected computer  

─♦Ᵽ▬☻≢⁸ fi▬◓꜡─כ◙כꜚ√⇔ ╩ꜞ

☿♇♩⇔⁸꜡♇◒╩ ⇔╕∆⁹ 

<Reset User> Reset the selected user ΐs 

failed login on all computer  

∆═≡─♦Ᵽ▬☻≢⁸ fi▬◓꜡─כ◙כꜚ√⇔ ╩

ꜞ☿♇♩⇔⁸꜡♇◒╩ ⇔╕∆⁹ 

<Reset All User> Reset all user ΐs failed 

login  

fi▬◓꜡─כ◙כꜚ─≡═∆ ╩ꜞ☿♇♩⇔⁸꜡♇◒╩

⇔╕∆ 

 

ᵓ [Confirm: Reset failed login number on the selected computer to zero for the selected user?]  ≤™℮♄▬

▪꜡◓⅜ ↕╣╕∆─≢⁸<│™>  ╩◒ꜞ♇◒⇔╕∆⁹ 

ᵔ Ɑ▬fi⌐ ↕╣≡™√♦Ᵽ▬☻ ⅜◒ꜞ▪↕╣╕∆⁹ ⅜◒♇꜡─כ◙כꜚ ↕╣≡™╢─≢⁸ ⇔™Ɽ☻

꞉כ♪≢꜡◓▬fi≢⅝╢⅛ ⇔╕∆⁹ 
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7.  ╟ↄ№╢ ≤ SES  

7.1.  ꜚ  ♩כⱳ◘כ◙כ

Â ꜚכ◙כ─Ɽ☻꞉כ♪ ╣┼─ ♅ꜗ꜠fi☺꜠☻ⱳfi☻  

╩♪כⱤ☻꞉⅜כ◙כꜚ ⇔≡⇔╕∫√ ⁸♅ꜗ꜠fi☺ ꜠☻ⱳfi☻ ⌐╟∫≡⁸ꜞ◌Ᵽꜞ⅜ ≢∆⁹ 

♦Ᵽ▬☻⅜Ⱡ♇♩꞉כ◒⌐ ↕╣≡™╢ │⌂ↄ⁸ ⌐╟╢Ɽ☻꞉כ♪ꜞ◌Ᵽꜞ─◘ⱳכ♩⅜ ≢∆⁹ 

ᵑ ꜚ⁸⌐כ◙כⱪꜞⱩכ♩ ≢⁸ [Ɽ☻꞉כ♪╩ ╣√ ]  ╩◒ꜞ♇◒∆╢╟℮⌐ ⅎ╕∆⁹ 

 

 

 

 

 

 

 

 

 

ᵒ ↑≡<♅ꜗ꜠fi☺꜠☻ⱳfi☻>  Ⱳ♃fi╩◒ꜞ♇◒⇔≡╙╠™⁸♅ꜗ꜠fi☺ ╩ ↕∑╕∆⁹ 

 

ᵓ SES ⁸╠⅛כ◙כꜚ⁸│ ⌐ ╩ID₉כ◙כꜚ₈╢™≡╣↕ ⅝⁸SES◖fi♁כꜟ─ [Users] ♃Ⱪ

≢⁸∕─ ID ╩ ⇔╕∆⁹ 

ᵔ ꜚכ◙כ╩ ◒ꜞ♇◒⇔⁸[Challenge response]  ╩◒ꜞ♇◒⇔╕∆⁹ 
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ᵕ ♅ꜗ꜠fi☺&꜠☻ⱳfi☻ ⅜ ↕╣╕∆⁹ᵒ≢ ↕╣≡™╢♅ꜗ꜠fi☺ ⌐כ◙כꜚ╩ ╖ →≡╙╠™

[Challenge]  ⌐ ⇔╕∆⁹ 

 

ᵖ ↑≡⁸<Get Response>  Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸[Response]  ⌐꜠☻ⱳfi☻ ⅜ ↕╣╕∆⁹ 

 

ᵗ ꜚכ◙כ⌐꜠☻ⱳfi☻ ╩ ⅎ⁸ ⌐ <꜡◓▬fi>  ╩◒ꜞ♇◒⇔≡╙╠™╕∆⁹ 
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ᵘ Windows ⌐◘▬fi▬fi∆╢≤⁸Ɽ☻꞉כ♪№╢™│ PIN ─ ╩ ∆♄▬▪꜡◓⅜ ↕╣╕∆⁹ 

<OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵙ Ɽ☻꞉כ♪№╢™│ PIN ╩ ∆╢√╘─ ⅜ ↕╣╕∆⁹ 

כ◙כꜚ ⌐╟∫≡⁸ ⇔™Ɽ☻꞉כ♪№╢™│ PIN ╩ ⇔⁸<OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 

╢╟⌐כ◙כꜚ ≢№╡⁸ │ ⇔╕∑╪⁹ 

 

 ↕╣≡™╢ ⌐╟∫≡⁸ ↕╣╢ ⅜ ⌂╡╕∆⁹ 

ᵚ Ɽ☻꞉כ♪⅜ ↕╣√≤™℮♄▬▪꜡◓ⱷ♇☿כ☺⅜ ↕╣╕∆─≢⁸<OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 

꜡◓▬fi ╟╡⁸ ⇔™Ɽ☻꞉כ♪╩ ⇔╕∆⁹ 

 

 ↕╣≡™╢ ⌐╟∫≡⁸ ↕╣╢ ⅜ ⌂╢ ⅜№╡╕∆ 
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Â Ɽ☻꞉כ♪─ ╩ ╡ ⇔⁸꜡♇◒↕╣≡⇔╕™╕⇔√ 

╩♪כⱤ☻꞉⅜כ◙כꜚ ⇔≡⇔╕∫√ ≤ ∂₈♅ꜗ꜠fi☺ ꜠☻ⱳfi☻ ₉╩ ℮↓≤≢⁸ꜞ◌Ᵽꜞ⅜

≢∆⁹Ɽ☻꞉כ♪─ ≤⁸ ⇔™ ⌐ ⇔≡ↄ∞↕™⁹ 

 

Â UEFI/BIOS ─ ∏╣⅜ ≢⁸꜡♇◒↕╣≡⇔╕™╕⇔√ 

╩ ⅎ≡ ⌐ ⅜∏╣╢≤⁸SecureDoc │ ⌂ IDכ◙כꜚ⁸≡⇔⌂╖≥ ╩꜡♇◒⇔╕∆⁹ 

∏╣⌐╟╢꜡♇◒─ ╩♪כⱤ☻꞉⅜כ◙כꜚ⁸ ⇔≡⇔╕∫√ ≤ ∂₈♅ꜗ꜠fi☺ ꜠☻ⱳfi☻ ₉

╩ ℮↓≤≢⁸ꜞ◌Ᵽꜞ⅜ ≢∆⁹Ɽ☻꞉כ♪─ ≤⁸ ⇔™ ⌐ ⇔≡ↄ∞↕™⁹ 
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7.2.  SecureDoc ◒ꜝ▬▪fi♩♦Ᵽ▬☻─  

Â ♦Ᵽ▬☻⌐ ↕╣≡™╢ⱪ꜡ⱨ□▬ꜟ╩ ⇔√™ 

SES◖fi♁⁸│≢ꜟכ∕╣∙╣─◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ↕╣≡™╢ⱪ꜡ⱨ□▬ꜟ╩ ≢⅝╕∆⁹ 

SES≢ ⱪ꜡ⱨ□▬ꜟ─ ╩ ⇔√ ⁸∕╣∙╣─◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ↕╣≡™╢ⱪ꜡ⱨ□▬ꜟ⅜

─╙─⅛⁸ ─╙─⅛╙ SES◖fi♁כꜟ≢ ≢⅝╕∆⁹ 

 

SES─ [Devices] ♃Ⱪ≢⁸ ⇔√™♦Ᵽ▬☻╩ ⇔╕∆⁹ 

 

 

[Profile] ─♃Ⱪ⌐ ↕╣≡ⱪ꜡ⱨ□▬ꜟ ⅜ ◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ↕╣≡™╢ⱪ꜡ⱨ□▬ꜟ≢∆⁹ 

[Modified Profile] ─♃Ⱪ⌐ ↕╣╢ ⌐≈™≡│⁸ ─≤⅔╡≢∆⁹ 

₈Up to Date ₉ :   SES⌐№╢ⱪ꜡ⱨ□▬ꜟ≤ ∂ ─╙─⅜ ↕╣≡™╕∆⁹ 

₈Out of Date ₉:   SES⌐№╢ⱪ꜡ⱨ□▬ꜟ╟╡╙ ™ⱪ꜡ⱨ□▬ꜟ⅜∕─♦Ᵽ▬☻⌐│ ↕╣≡™╕∆⁹ 

         SES ≢ⱪ꜡ⱨ□▬ꜟ╩ ⇔√⅜⁸∕╣⅜◒ꜝ▬▪fi♩⌐ ↕╣≡™⌂™ ≢∆⁹ 

         ⱪ꜡ⱨ□▬ꜟ─ ╩ ╙ ⇔≡™⌂™ ≢╙⁸ⱪ꜡ⱨ□▬ꜟ≢ <Save> ╩◒ꜞ♇◒∆╢≤⁸ 

         ◒ꜝ▬▪fi♩⌐ ↕╣≡™╢ⱪ꜡ⱨ□▬ꜟ≤│ ⅜ ⌂╢─≢₈Out of Date ₉⌂╡╕∆⁹ 
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Â ♦Ᵽ▬☻⌐ ⇔≡™╢ⱪ꜡ⱨ□▬ꜟ╩ ⇔√™ ⱨ◊ꜟ♄  

ⱨ◊ꜟ♄⌐ ⇔≡™╢♦Ᵽ▬☻ ≡⌐⁸ ─ⱪ꜡ⱨ□▬ꜟ─ ╛⁸ ⇔√ ─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢  

 ⱨ◊ꜟ♄ ≢⁸∕↓⌐ ⇔≡™╢♦Ᵽ▬☻│ ≡ ∂ⱪ꜡ⱨ□▬ꜟ ╩ ∆╢ ─ ≢∆⁹ 

ᵑ SES─ Ɑ▬fi╟╡⁸ⱪ꜡ⱨ□▬ꜟ╩ ⇔√™♦Ᵽ▬☻⅜ ∆╢ⱨ◊ꜟ♄╩ ⁸ⱴ►☻─◖fi♥◐☻♩ⱷ

[Assign device profile to devices]⁸╠⅛כꜙ♬  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵒ ⱪ꜡ⱨ□▬ꜟ ⅜ ↕╣╕∆⁹ ⇔√™ⱪ꜡ⱨ□▬ꜟ╩ ⇔⁸<OK>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵓ ⱨ◊ꜟ♄ ─ SecureDoc ◒ꜝ▬▪fi♩│⁸ ⁸SDConnex ≤─ ⌐ⱪ꜡ⱨ□▬ꜟ╩ ↑ ╡╕∆⁹ 
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Â ♦Ᵽ▬☻⌐ ⇔≡™╢ⱪ꜡ⱨ□▬ꜟ╩ ⇔√™ ♦Ᵽ▬☻  

♦Ᵽ▬☻ ≢⁸ ─ⱪ꜡ⱨ□▬ꜟ╩ ⇔√╡⁸ ⇔√ ─ⱪ꜡ⱨ□▬ꜟ╩ ⇔√╡∆╢  

ᵑ SES─ [ Devices ] ♃Ⱪ≢⁸ⱪ꜡ⱨ□▬ꜟ╩ ⇔√™♦Ᵽ▬☻╩ ⁸ⱴ►☻─◖fi♥◐☻♩ⱷ♬ꜙ⁸╠⅛כ

[Assign device profile to devices]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵒ ⱪ꜡ⱨ□▬ꜟ ⅜ ↕╣╕∆⁹ ⇔√™ⱪ꜡ⱨ□▬ꜟ╩ ⇔⁸<OK>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵓ SecureDoc ◒ꜝ▬▪fi♩│⁸ ⁸SDConnex ≤─ ⌐ⱪ꜡ⱨ□▬ꜟ╩ ↑ ╡╕∆⁹ 
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Â ♦Ᵽ▬☻⌐ ⇔≡™╢ⱪ꜡ⱨ□▬ꜟ╩ ≢ ⇔√™ ♦Ᵽ▬☻  

◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ⱪ꜡ⱨ□▬ꜟ╩ SES≢ ⇔√ ⁸ ∆╢ ◒ꜝ▬▪fi♩♦Ᵽ▬☻─ⱪ꜡ⱨ

□▬ꜟ╩ ≢ ↕∑╢  

 ∆╢ ─ⱪ꜡ⱨ□▬ꜟ⅜ ↕╣≡™╢ ≡─♦Ᵽ▬☻⌐ ⅜№╢─≢⁸ ⌂ ⅜ ≢∆⁹ 

ᵑ ─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢ ⌐⁸ ─ ╩⅔↓⌂™╕∆⁹ 

SES─ⱷ♬ꜙכⱣ⁸╠⅛כ[Tools] -> [Options] ╩ ⇔╕∆⁹ 

 

 

ᵒ [General]  ╩ ⅝╕∆⁹ 

₈ẽ Automatically update device ΐs profile settings when profile are modified ₉⌐♅▼♇◒╩ ╣⁸

<OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 

  

  



 

  

SecureDoc Enterprise Server  Version 9.2  ꜞⱨ□꜠fi☻ⱴ♬ꜙ▪ꜟ   

© 2025  WinMagic Inc. All R ights Reserved.  

P.  86  

 

ᵓ ─ⱪ꜡ⱨ□▬ꜟ╩ ⇔√╠⁸<Save> ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵔ ↓─ⱪ꜡ⱨ□▬ꜟ│⁸ ⌐◄fi♪ꜚכ◙כ─♦Ᵽ▬☻≢ ╦╣≡™╢─≢⁸ ─╟℮⌐ ♩כꜝ▪─ ⅜

↕╣╕∆⁹ 

<│™>╩◒ꜞ♇◒⇔╕∆⁹ 

 

 ₈ẽ Automatically update device ΐs profile settings when profile are modified ₉⌐♅▼♇◒╩ ╣≡

™⌂™♦ⱨ◊ꜟ♩─ ≢│⁸ⱪ꜡ⱨ□▬ꜟ─ ╩ ⇔≡<Save> │♩כꜝ▪─↓╙≡⇔◒♇ꜞ◒╩

↕╣∏⁸◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ↕╣≡™╢ⱪ꜡ⱨ□▬ꜟ│ ≢ ↕╣╕∑╪⁹ 

ᵕ SecureDoc ◒ꜝ▬▪fi♩│⁸ ⁸SDConnex ≤ ⇔√ ⌐ ↕╣√ⱪ꜡ⱨ□▬ꜟ╩ ↑ ╡╕∆⁹ 
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Â SES ≢◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐⅔↓⌂∫√ ─ ╩ ⇔√™ 

⅜ SES◖fi♁⁸≢ꜟכ◒ꜝ▬▪fi♩♦Ᵽ▬☻─ⱪ꜡ⱨ□▬ꜟ ╩כ◙כꜚ⁸╛ ⇔√ ⌂≥⁸◒ꜝ▬▪

fi♩♦Ᵽ▬☻⌐ ⇔≡⅔↓⌂∫√ ─ ╩ ∆╢↓≤⅜≢⅝╕∆⁹ 

ᵑ SES─ [ Devices ] ♃Ⱪ≢⁸ ⇔√™♦Ᵽ▬☻╩ ⇔╕∆⁹ 

 

ᵒ ⱴ►☻─ ◒ꜞ♇◒⌐╟╢◖fi♥◐☻♩ⱷ♬ꜙ⁸╠⅛כ[Show commands]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵓ ◖ⱴfi♪ ⅜ ↕╣╕∆⁹[Command]  ⌐◒ꜝ▬▪fi♩┼─◖ⱴfi♪⅜ ↕╣╕∆⁹ 

 

ᵔ ◒ꜝ▬▪fi♩♦Ᵽ▬☻⅜◖ⱴfi♪╩ ↑ ╡ ↕╣╢≤⁸[Status]  ⅜₈Execut ed₉≤ ↕╣⁸∕─◖ⱴfi

♪─ ⅜ ∆╢≤⁸[Execution status]  ⌐₈OK₉≤ ↕╣╕∆⁹ 

ᵕ ►▫fi♪►╩ ∂╢⌐│⁸<Close>  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

  

◖ⱴfi♪ 

 

 

 ☻♃כ♥☻

 ☻♃כ♥☻
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Â SES ⌐ ╩☻▬ↄ│♦Ᵽ⇔╙כ◙כꜚ╢™≡╣↕ ⇔√™ 

[Search]  ≢⁸SES⌐ ╩☻▬Ᵽ♦╛כ◙כꜚ╢™≡╣↕ ≢⅝╕∆⁹ 

ᵑ SES─ⱷ♬ꜙכⱣ⁸╠⅛כ[Tools]  ->  [Search]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

ᵒ ⱷ♬ꜙכ⅜ ↕╣╕∆⁹ 

 

ᵓ [Search By]  ≢⁸ ╩ [Users] ⁸₈Devices ₉⁸₈Keys₉⅛╠ ⇔╕∆⁹ 

ᵔ [Search For]  ⌐ ⇔√™ ╩ ⇔╕∆⁹ 

ᵕ ╕√│ ╩ ⇔⁸<Search>  ╩◒ꜞ♇◒⇔╕∆⁹ 

₃ Match values exactly ההה   

₃ Match values containing   ההה 

ᵖ ─╟℮⌐⁸ ⅜ ↕╣╕∆⁹ 

 

ᵗ ↕╣√⁸ ⅎ┌ꜚכ◙כ╩♄Ⱪꜟ◒ꜞ♇◒∆╢≤⁸SES─ Ɑ▬fi⌐ ⅜ ↕╣╕∆⁹ 

[x]  Ⱳ♃fi╩◒ꜞ♇◒⇔≡⁸ Ⱳ♇◒☻╩ ∂╕∆⁹ 

☻▬or ♦Ᵽ כ◙כꜚ or  

 

 or  

ⱨ▫כꜟ♪ 
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Â ◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ╩כ◙כꜚ ⇔√™ 

ᵑ ⌐ ╩כ◙כꜚ ⇔╕∆⁹ 

Ɑ▬fi≢ ∆╢ⱨ◊ꜟ♄╩ ╪∞ ⁸ Ɑ▬fi─ ≢ⱴ►☻─ ◒ꜞ♇◒≢◖fi♥◐☻♩ⱷ♬ꜙכ╩ ⇔⁸

[Add User]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

ᵒ Type │⁸₈Regular ₉╩ ┘⁸User ID ≤ Password ╩ ⇔╕∆⁹ 

₈ẽUser must change password at next logon ₉│⁸Ɽ☻꞉כ♪─ ≢∆⁹ 

╩ ╕⌂™ │♅▼♇◒╩ ⇔╕∆⁹ 

≢⁸₈Admin Rights ₉╩ ┘╕∆⁹ 
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♦Ᵽ▬☻ ≢⁸ ╩כ◙כꜚ ∆╢  

ᵑ [ Devices ] ♃Ⱪ⅛╠⁸ ♦Ᵽ▬☻╩ ◒ꜞ♇◒⇔╕∆⁹ 

◖fi♥◐☻♩ⱷ♬ꜙ⁸╠⅛כ[Add users to device]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

ᵒ ꜚכ◙כ─ ⅜ ↕╣╕∆⁹ ╩כ◙כꜚ ⇔⁸<OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

─♦Ᵽ▬☻⌐⁸ ╩כ◙כꜚ ∆╢  

₈SecureDoc Enterprise Server Version x.x ◒▬♇◒▬fi☻♩₉♪▬●ꜟכ 

₈12.8. ⱨ◊ꜟ♄─ ╩ ∫≡ ID ─ ╛ ─ ₉╩↔ ↄ∞↕™⁹ 
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Â ⁸ ⇔≡™⌂™♦Ᵽ▬☻╩ ⇔√™ 

⇔√ ⌐⁸♦Ᵽ▬☻⅜ SDConnex ≤ ╙ ↕╣⌂™ ⁸♦Ᵽ▬☻⌐ ⇔≡™⌂™ⱨꜝ◓╩ ≡⁸

SES ◖fi♁כꜟ─ [Purged Devices] ⌐ ⇔╕∆⁹ 

↓─ ⌐╟╡⁸ ⁸ ⁸╕√│ ⱨ◊כⱴ♇♩↕╣√ ─№╢♦Ᵽ▬☻╩ ≢⅝╕∆⁹ 

[ Purged Devices ] ─♦Ᵽ▬☻│⁸SecureDoc ꜝ▬☿fi☻╩ ⇔≡™⌂™≤ ⌂↕╣⁸ ─♦Ᵽ▬☻─√╘⌐∕╣

╠─ꜝ▬☿fi☻╩ ⇔╕∆⁹ 

ᵑ SES─ⱷ♬ꜙכⱣ⁸╡╟כ[Tools]  -> [Purge Devices]  ╩◒ꜞ♇◒⇔╕∆⁹ 

Purge Devices ─ ⅜ ↕╣╕∆⁹ 

 

ᵒ ─♥כⱩꜟ╩ ⇔≡ ⇔≡ↄ∞↕™⁹ 

    

Scheduled purge  

Run automatically on SES exit X day(s)  SES◖fi♁כꜟ─ ⁸ XX ⌐Ɽכ☺╩ ∆╢╟℮⌐

 ⁹∆╕⇔ꜟכꜙ☺◔☻

Purging rules  

Purge devices that haven ΐt 

communicated for more the X day (s)  

X X ⇔≡™⌂™♦Ᵽ▬☻╩ Purge Device ⱨ◊ꜟ♄┼

⇔╕∆⁹ 

<Start> Ⱳ♃fi ⇔╕∆⁹ 

 

 ♦Ᵽ▬☻⅜ Purge Device ≤⇔≡ ↕╣√⅜⁸∕─ ⅜⌂™ ⁸∕─♦Ᵽ▬☻╩ ≢⅝╕∆⁹ 

[ Purge Devices ] ⅛╠♦Ᵽ▬☻╩ ◒ꜞ♇◒⇔⁸[Restore selected device(s)]  ╩◒ꜞ♇◒⇔╕∆⁹ 

↕╣√♦Ᵽ▬☻│⁸ꜝ▬☿fi☻─ ╩ ⇔╕∆⁹ 
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Â SES ⅛╠ ╩ ⇔√™ 

SES╟╡⁸ꜚכ◙כ╛♦Ᵽ▬☻ ⌂≥─ ╩ ∆╢↓≤⅜≢⅝╕∆⁹ 

ᵑ SES─ Ɑ▬fi╟╡⁸ ⇔√™ ⅜ ╕╣╢ⱨ◊ꜟ♄╩◒ꜞ♇◒⇔╕∆⁹ ⌐⁸ ⇔√™ ⅜ ╕╣╢

♃Ⱪ ↓↓≢│⁸[ Devices ]  ♃Ⱪ ╩◒ꜞ♇◒⇔╕∆⁹ ⇔√™ ╩ ⇔╕∆⁹ 

 

ᵒ ⇔√™ ╩ ⇔√ ≢⁸ ◒ꜞ♇◒⇔≡⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ [Save to file]  ╩◒ꜞ♇◒⇔╕

∆⁹ 

 

ᵓ ≤ ┘⁸ⱨ□▬ ╩ ⇔≡ <OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 
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Â ꜡◓╩ ⇔√™ 

SES Ɑ▬fi─ [Audit Log]  ≢│⁸◒ꜝ▬▪fi♩ ┘ SES─ ꜡◓⅜ ↕╣╕∆⁹ 

ᵑ SES─ Ɑ▬fi╟╡⁸[Audit Log]  ▪▬◖fi╩◒ꜞ♇◒⇔╕∆⁹ Ɑ▬fi⌐꜡◓⅜ ↕╣╕∆⁹ 

 

ᵒ ─ⱷ♬ꜙכⱣ⁸╡╟כ<Filter>  ╩ ∆╢≤⁸꜡◓╩ ∆╢↓≤⅜≢⅝╕∆⁹ 

 

ᵓ [Application]  ⅛╠₈SecureDoc Control Centre ₉╩ ⇔√ ⁸₈ ₉╛₈꜡◓○fi ₉≤™

∫√▬ⱬfi♩⅜ ↕╣╕∆⁹ 

 

 <Clear Filter> ╩◒ꜞ♇◒∆╢╕≢⁸SES◖fi♁כꜟ─ │ⱨ▫ꜟ♃כ ⌐╟∫≡ ⅜ ↕╣√╕╕⌐

⌂∫≡™╢↓≤⌐ ⇔≡ↄ∞↕™⁹ 
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Â SES ID ╩ ⇔√™ Ɽ☻꞉כ♪ꜞ◌Ᵽꜞ─╖─  

≤∆╢ SES ⌐⁸ ─ ╩ ∆╢↓≤⅜≢⅝╕∆⁹ 

Ɽ☻꞉כ♪ꜞ◌Ᵽꜞ─╖╩ ≢⅝╢ ⁸ ─ⱨ◊ꜟ♄─╖─ ⌂≥╩ ∆╢↓≤⅜≢⅝╕∆⁹ 

 ≤⇔≡⁸SES▬fi☻♩כꜟ ─⁸ ─ ╩ꜟ▬□ⱨכ◐ ∆╢ ⌐⁸ 

₈ἧ Allow user to add other SES administrator s₉⌐♅▼♇◒╩ ╣≡⅔╡⁸ ─ SES ─ ╩

∫≡™╢ ⅜№╡╕∆⁹↓─ ⅜↕╣≡™⌂™ ⁸ ─ SES ╩ ∆╢↓≤⅜≢⅝╕∑╪⁹ 

 

 

ᵑ SES─ Ɑ▬fi╟╡⁸[SES Administrators]  ⱨ◊ꜟ♄╩ ⇔╕∆⁹ 

[Users]  ♃Ⱪ≢⁸♠כꜟⱣכ─ [Add]  ╩◒ꜞ♇◒⇔≡⁸ ╩כ◙כꜚ⌐ ⇔╕∆⁹ 

ᵒ ꜚכ◙כ─ⱪ꜡Ɽ♥▫ ⅜ ↕╣╕∆⁹ 

[ Type ] │⁸Regular ╩ ⇔⁸[User ID]  ≤ [Password]  ╩ ⇔╕∆⁹ 

[Following keys are associated with user]  ≢⁸<Add>  ╩◒ꜞ♇◒⇔╕∆⁹ 
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ᵓ [SES Administrators]  ⱨ◊ꜟ♄⌐№╢ SES─ ╩ ⇔≡⁸<OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 
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ᵔ ⅜ ↕╣√↓≤╩ ⇔≡⁸<Create>  Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵕ ⇔√ꜚכ◙כ╩ ◒ꜞ♇◒⇔≡⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ [Create Key File]  ╩◒ꜞ♇◒⇔╕∆⁹ 

<Browse> Ⱳ♃fi╩◒ꜞ♇◒⇔≡◐כⱨ□▬ꜟ─ ╩ ⇔╕∆⁹Ɽ☻꞉כ♪│ DB ⌐ ─╙─╩∕─

╕╕ ∆╢√╘⌐⁸₈ẽ Apply use password from database ₉╩♅▼♇◒⇔⁸<OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵖ ₈Key File successfully created. ⅜ꜟ▬□ⱨכ◐ ↕╣√ ≤™℮♄▬▪꜡◓⅜ ↕╣╕∆─≢⁸

<OK >  ╩◒ꜞ♇◒⇔╕∆⁹ 



 

  

SecureDoc Enterprise Server  Version 9.2  ꜞⱨ□꜠fi☻ⱴ♬ꜙ▪ꜟ   

© 2025  WinMagic Inc. All R ights Reserved.  

P.  97  

 

ᵗ SES─ⱷ♬ꜙכⱣ⁸╡╟כ[Database]  -> [Access rights]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵘ <Add> Ⱳ♃fi╩◒ꜞ♇◒⇔⁸ ⌐ ╩ꜟ▬□ⱨכ◐√⇔ ⇔╕∆⁹ 

 

ᵙ [Key file password]  ⌐Ɽ☻꞉כ♪╩ ⇔≡⁸<Login>  ╩◒ꜞ♇◒⇔╕∆⁹ 

⌐ ∂≡ ╩ ⇔√ ⁸<Save>  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

─ ⌐≈™≡│⁸ ╩ꜟⱩכ♥─ ⇔≡ↄ∞↕™⁹ 



 

  

SecureDoc Enterprise Server  Version 9.2  ꜞⱨ□꜠fi☻ⱴ♬ꜙ▪ꜟ   

© 2025  WinMagic Inc. All R ights Reserved.  

P.  98  

 

    

Access rights  

Ừ Only allow access to the ΓPassword 

recovery Δ feature  

Ɽ☻꞉כ♪ꜞ◌Ᵽꜞ ┼─▪◒☿☻─╖  

<Access to Folders>  ▪◒☿☻ ≤∆╢ⱨ◊ꜟ♄╩ ⇔╕∆⁹ 

ẽ Prevent access to the Audit Log  [Audit Log] ┼─▪◒☿☻╩  

ẽ Prevent user of remote control ╩ꜟכ꜡♩fi◖♩כ⸗ꜞ   

ẽ Prevent access to Self -Help answers  ₈☿ꜟⱨⱫꜟⱪ─ ₉┼─▪◒☿☻╩  

≢│⁸↔ ™√∞↑╕∑╪ 

ẽ Allow user to add other SES administrators  ─ SES ╩ ה ≢⅝╢╟℮⌐⇔╕∆⁹ 

ἧ Access to global SES settings ꜟⱣכ꜡◓  SES ┼─▪◒☿☻ 

ἧ Access to SD profiles  [Profiles] ┼─▪◒☿☻ 

ἧ Access to installation packages  [Installation packages] ┼─▪◒☿☻ 

ἧ Allow deletion on encryption keys  ─ ╩  

 

<Access to Folders> ─ ⌐≈™≡ 

  

    

ủ Hide selected folders  ⇔√ⱨ◊ꜟ♄╩◖fi♁כꜟ⌐ ⇔╕∑╪⁹ 

▪◒☿☻ ≤∆╢ⱨ◊ꜟ♄╩ ⇔╕∆⁹ 

ủ Show selected folders only  ⇔√ⱨ◊ꜟ♄─╖ ⇔⁸▪◒☿☻  

ẽ Show  object s under Folder s Root and 

Recycle Bin  

ⱨ◊ꜟ♄─ꜟכ♩≤ Recycle Bin ─ ⌐№╢○Ⱪ☺▼◒♩╩

⇔╕∆⁹ 

 

Ɽ☻꞉כ♪ꜞ◌Ᵽꜞ─╖ ─◐כⱨ□▬ꜟ╩ ⇔√  

ᵑ <Browse> ╩◒ꜞ♇◒⇔≡⁸ ⌐ ╩ꜟ▬□ⱨכ◐√⇔ ⇔╕∆⁹ 
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ᵒ ─ ⅜ ↕╣√╠⁸Ɽ☻꞉כ♪╩ ⇔⁸<Login Key File> ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵓ <Login> ╩◒ꜞ♇◒⇔╕∆⁹ 
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ᵔ SES ◖fi♁⁸│ꜟכ♅ꜗ꜠fi☺&꜠☻ⱳfi☻ ─◖fi♁⁹∆╕╡⌂≥ꜟכ 

 

 

Â ⌂ꜝ▬☿fi☻╩ ⇔√™ 

SecueDoc ╩▪fi▬fi☻♩⁸⌐∏∑ꜟכOS╩ꜞ◌Ᵽꜞ⇔√ ⁸SES ⌐ OSꜞ◌Ᵽꜞ ─♦Ᵽ▬☻ ⅜

╡⁸ꜝ▬☿fi☻⅜ ↕╣√╕╕─ ≢∆⁹SES─ [Device]   ♃Ⱪ⅛╠ ™♦Ᵽ▬☻╩ ∆╢≤ꜝ▬☿fi☻⅜

↕╣╕∆⁹ 

ᵑ SES─ [ Devices ]  ♃Ⱪ⅛╠ ─♦Ᵽ▬☻╩ ┘⁸ ◒ꜞ♇◒⇔╕∆⁹◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ 

[Delete device]  ╩◒ꜞ♇◒⇔≡♦Ᵽ▬☻╩ ⇔╕∆⁹ 

ᵒ ♦Ᵽ▬☻│⁸[ Recycle Bin ] ⌐ ⇔╕∆⁹ 

ꜝ▬☿fi☻⅜ ↕╣╕∆⁹ 
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Â ◒ꜝ▬▪fi♩─ ╩◦fi◓ꜟ◘▬fi○fi─ ⌐⇔√™ 

ᵑ ─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢⅛⁸ ─ⱪ꜡ⱨ□▬ꜟ╩◖Ⱨכ⇔≡ ⇔ↄⱪ꜡ⱨ□▬ꜟ╩ ⇔╕∆⁹ 

ᵒ ⱪ꜡ⱨ□▬ꜟ≢⁸Credential Provider ╩ ⇔╕∆⁹ 

[General options]  -> [ Credential Provider ]   

₈ẽ Automatically log in to Windows with Credentials entered at Boot Logon ₉⌐♅▼♇◒╩ ╣╕∆⁹ 

ᵓ ☻◒ꜞכfi꜡♇◒⅛╠─ ⌐⁸SecueDoc Credential Provider ╩ ℮ │⁸ 

₈ẽ Use SecureDoc Credentials to log into Windows ₉⌐♅▼♇◒╩ ╣╕∆⁹ 

SecueDoc Credential Provider ╩ ─◒♇꜡fiכꜞ◒☻⁸≥╢∆ Windows ┼─◘▬fi▬fi ⌐│⁸

SecureDoc ⱪꜞⱩכ♩ ≢ ⇔≡™╢ⱪꜞⱩכ♩ ≢ ↕╣╢꜡◓▬fi ─ ⅜ ↕╣╕

∆⁹ 

 

 

    

Define whether credentials entered at Boot Logon automate user ΐs logon into Windows  

ἧ Automatically log in to Windows with 

Credentials entered at Boot Logon  

ⱪꜞⱩכ♩ ≢─ ╩ ⇔≡ Windows ⌐ ⌐

◘▬fi▬fi⇔╕∆⁹ 

Define how SecureDoc credentials are used to authenticate ad Windows Logon  

ἧ Use SecureDoc  Credentials to log into 

Windows  

SecureDoc Credentia l Provider ╩ ⇔≡ Windows ⌐◘

▬fi▬fi⇔╕∆⁹ 

 

ⱪ꜡ⱨ□▬ꜟ╩ ⇔╕∆⁹ 

ᵔ [Devices] ♃Ⱪ≢⁸ ─♦Ᵽ▬☻╩ ◒ꜞ♇◒⇔⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ [Assign device profile to 

devices] ╩◒ꜞ♇◒⇔╕∆⁹ⱪ꜡ⱨ□▬ꜟ ⅜ ↕╣╢─≢⁸ ⌐ ⇔√ⱪ꜡ⱨ□▬ꜟ╩ ⇔⁸<OK> 

╩◒ꜞ♇◒⇔╕∆⁹ 

 ⱨ◊ꜟ♄⌐ ⇔≡ⱪ꜡ⱨ□▬ꜟ╩▪◘▬fi∆╢↓≤╙ ≢⁸ⱨ◊ꜟ♄ ─ ≡─♦Ᵽ▬☻⌐ ↕╣╕∆⁹ 

ᵕ ◒ꜝ▬▪fi♩♦Ᵽ▬☻│⁸ ⌂ ≢⁸SDConnex ╩ ⇔≡⁸ⱪ꜡ⱨ□▬ꜟ╩ ↑ ╡╕∆⁹ 
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ᵖ ⁸ⱪꜞⱩכ♩ ╩ ∆╢≤⁸◦fi◓ꜟ◘▬fi○fi─ ⌐╟╡⁸Windows ┼ ≢◘▬fi▬fi≤⌂╡╕

∆⁹ 

ᵗ ₈ẽ Use SecureDoc Credentials to log into Windows ₉⌐♅▼♇◒╩ ╣≡™√ ─◒♇꜡fiכꜞ◒☻⁸

⌐│⁸ ⌐ ID ─ ⅜ ↕╣╕∆ IDכ◙כꜚ─ ⅜ ↕╣≡™╢ ⁹ 

 

ᵘ <OK> ╩◒ꜞ♇◒∆╢≤⁸ ⅜ ╦╡⁸Ɽ☻꞉כ♪╩ ╘╠╣╕∆⁹ 

↓─Ɽ☻꞉כ♪│ SecureDoc ⱪꜞⱩכ♩ ≤ ∂Ɽ☻꞉⁹∆≢♪כ ⇔™Ɽ☻꞉כ♪╩ ⇔≡ <꜡◓▬fi> 

╩◒ꜞ♇◒∆╢≤⁸Windows ┼◘▬fi▬fi≢⅝╕∆⁹ 

 

Â TPM ⌐╟∫≡⁸♦Ᵽ▬☻─☿◐ꜙꜞ♥▫╩ ╘√™ 

TPM╩ ℮≤♦Ᵽ▬☻≤ ☻▬Ᵽ♦╩☺כ꜠♩☻⁸╣╠↑≠ ⅛╠ ⅛╣√ ─☿◐ꜙꜞ♥▫ ⅜ ≢∆⁹ 

ᵑ ─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢⅛⁸ ─ⱪ꜡ⱨ□▬ꜟ╩◖Ⱨכ⇔≡ ⇔ↄⱪ꜡ⱨ□▬ꜟ╩ ⇔╕∆⁹ 

TPM─ ⅜ ╕╣╢ⱪ꜡ⱨ□▬ꜟ╩ ≡─◒ꜝ▬▪fi♩⌐ ⇔√ ⁸UEFI / BIOS ≢ TPM⅜ ⌐⌂∫≡

™⌂™♦Ᵽ▬☻≢│⁸TPM─ │  ⁹╪∑╕╡⌂│≥כꜝ◄⁸╣↕

ᵒ ⱪ꜡ⱨ□▬ꜟ≢⁸TPM─ ╩ ⇔╕∆⁹ 

[General options]  -> [ Hardware Authentication ]   

[TPM Protection for Key Files (for devices with TPM available)] ─ ≢⁸ⱪꜟ♄►fiⱷ♬ꜙכ⅛╠ 

₈Automatically TPM -protect Password -protected Key Files ₉╩ ⇔╕∆⁹ 
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ⱪ꜡ⱨ□▬ꜟ╩ ⇔╕∆⁹ 

 

    

TPM Protection for Key Files (for devices with TPM available)  

Do not use TPMה  

Automatically TPMה -protect 

Password -protected Key Files  

 Create Key files protected by TPMה

and PIN instead of a password  

╩TPMה ⇔╕∑╪⁹ 

≢♪כⱤ☻꞉ה ╩ꜟ▬□ⱨכ◐√╣↕ ≢ TPM ⌐ ╡ ⅎ

╕∆⁹ 

─♪כⱤ☻꞉ה ╦╡⌐ TPM ≤ PIN ≢ ╩ꜟ▬□ⱨ כ◐√╣↕

⇔╕∆⁹ 

 

ᵓ [Devices] ♃Ⱪ≢⁸ ─♦Ᵽ▬☻╩ ◒ꜞ♇◒⇔⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ [Assign device profile to 

devices] ╩◒ꜞ♇◒⇔╕∆⁹ⱪ꜡ⱨ□▬ꜟ ⅜ ↕╣╢─≢⁸ ⌐ ⇔√ⱪ꜡ⱨ□▬ꜟ╩ ⇔⁸<OK> 

╩◒ꜞ♇◒⇔╕∆⁹ 

ᵔ ◒ꜝ▬▪fi♩♦Ᵽ▬☻│⁸ ⌂ ≢⁸SDConnex ╩ ⇔≡⁸ⱪ꜡ⱨ□▬ꜟ╩ ↑ ╡╕∆⁹ 
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ᵕ ⁸ⱪꜞⱩכ♩ ╩ ⇔⁸Windows ◘▬fi▬fi─ │ꜟ▬□ⱨכ◐₈⌐ TPM ⌐ ⌐ ↕╣╕⇔

√₉≤ ↕╣╕∆⁹ 

 

♪כⱨ□▬ꜟ│⁸Ɽ☻꞉כ◐─כ◙כꜚ ⅛╠ TPM ⌐ ╡ ♩כⱪꜞⱩ℮⌂↓⅔⅜כ◙כꜚ⁸⅜√⇔╕╡╦

≢─ ╛ ∆╢Ɽ☻꞉כ♪⌐ ╦╡│№╡╕∑╪⁹ 

ᵖ ◒ꜝ▬▪fi♩≢⁸ⱪꜞⱩכ♩ ╩ PIN ≢ ⇔⁸Windows ⌐◘▬fi▬fi ⁸SDConnex ≤ ∆╢≤⁸◒ꜝ▬

▪fi♩─ ⅜ SES⌐ ╠╣╕∆⁹SES─ [Devices]  ♃Ⱪ╟╡⁸ [KeyFile Protection Type] ─כ◙כꜚ  

╩ ∆╢≤⁸₈Password + TPM ₉≤ ↕╣≡⅔╡⁸TPM≢ ↕╣≡™╢↓≤⅜ ≢⅝╕∆⁹ 

 

 ♦Ᵽ▬☻─ UEFI/BIOS ≢⁸TPM╩ №╢™│◒ꜞ▪∆╢≤⁸ⱪꜞⱩכ♩ ≢ ⇔™ ID/ Ɽ☻꞉כ♪

╩ ⇔≡╙꜡◓▬fi≢⅝⌂ↄ⌂╡╕∆⁹ 

 

Â TPM +PIN ⌐╟∫≡⁸♦Ᵽ▬☻─☿◐ꜙꜞ♥▫╩ ╘√™ 

V9.0 ≢ ↕╣√ ≢∆⁹TPM≤ PIN ╩ ℮≤⁸ ⌐♦Ᵽ▬☻≤ ≠↑╠╣√☿◐ꜙꜞ♥▫ ≤⌂╡

╕∆⁹PIN ╩ ℮↓≤≢⁸ ⌂ ™Ɽ☻꞉כ♪╩ ∆╢ ⅜⌂ↄ⌂╡╕∆⁹ 

ᵑ ─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢⅛⁸ ─ⱪ꜡ⱨ□▬ꜟ╩◖Ⱨכ⇔≡ ⇔ↄⱪ꜡ⱨ□▬ꜟ╩ ⇔╕∆⁹ 

TPM─ ⅜ ╕╣╢ⱪ꜡ⱨ□▬ꜟ╩ ≡─◒ꜝ▬▪fi♩⌐ ⇔√ ⁸UEFI / BIOS ≢ TPM⅜ ⌐⌂∫≡

™⌂™♦Ᵽ▬☻≢│⁸TPM─ │  ⁹╪∑╕╡⌂│≥כꜝ◄⁸╣↕

ᵒ ⱪ꜡ⱨ□▬ꜟ≢⁸TPM─ ╩ ⇔╕∆⁹ 

[General options]  -> [ Hardware Authentication ]   

[TPM Protection for Key Files (for devices with TPM available)] ─ ≢⁸ⱪꜟ♄►fiⱷ♬ꜙכ⅛╠ 

₈Create Key files protected by TPM and PIN instead of a password ₉╩ ⇔╕∆⁹ 
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TPM Protection for Key Files (for devices with TPM available)  

Do not use TPMה  

Automatically TPMה -protect 

Password -protected Key Files  

 Create Key files protected by TPMה

and PIN instead of a password  

╩TPMה ⇔╕∑╪⁹ 

≢♪כⱤ☻꞉ה ╩ꜟ▬□ⱨכ◐√╣↕ ≢ TPM ⌐ ╡ ⅎ

╕∆⁹ 

─♪כⱤ☻꞉ה ╦╡⌐ TPM ≤ PIN ≢ ╩ꜟ▬□ⱨ כ◐√╣↕

⇔╕∆⁹ 

PIN complexity rules:  

ẽ Allow alpha characters in PIN  

Minimum PIN length: X  

 

PIN ⌐ ╩ ⇔╕∆⁹ 

PIN ─ ↕  

 

ᵓ [Devices] ♃Ⱪ≢⁸ ─♦Ᵽ▬☻╩ ◒ꜞ♇◒⇔⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠ [Assign device profile to 

devices] ╩◒ꜞ♇◒⇔╕∆⁹ⱪ꜡ⱨ□▬ꜟ ⅜ ↕╣╢─≢⁸ ⌐ ⇔√ⱪ꜡ⱨ□▬ꜟ╩ ⇔⁸<OK> 

╩◒ꜞ♇◒⇔╕∆⁹ 

ᵔ ◒ꜝ▬▪fi♩♦Ᵽ▬☻│⁸ ⌂ ≢⁸SDConnex ╩ ⇔≡⁸ⱪ꜡ⱨ□▬ꜟ╩ ↑ ╡╕∆⁹ 

ᵕ ⁸ⱪꜞⱩכ♩ ╩ ⇔⁸Windows ◘▬fi▬fi─ ⌐⁸PIN ╩ ∆╢√╘─ⱳ♇ⱪ▪♇ⱪⱷ♬ꜙכ⅜

↕╣╕∆⁹ 

 

♪כⱨ□▬ꜟⱤ☻꞉כ◐] ] ⌐│⁸ⱪꜞⱩכ♩ ≢↓╣╕≢ ⇔≡™√Ɽ☻꞉כ♪╩ ⇔⁸[SecureDoc 

TPM PIN:] ⌐⁸ ⌐ ⌐ ≡∫⧵⌐ꜟכꜟ╢™≡╣↕ PIN ╩ ⇔╕∆⁹[TPM PIN ╩ ⇔╕∆ ]

│⁸ ─√╘─╙─⌂─≢⁸ ∂ PIN ╩ ⇔⁸<OK> ╩◒ꜞ♇◒⇔╕∆⁹ 

ᵖ ⇔ↄ ⅜ ∆╢≤⁸₈SecureDoc ─ꜟ▬□ⱨכ◐ ⅜ TPM + PIN ⌐ ↕╣╕⇔√⁹꜡◓▬fi∆╢≤⅝

│⁸ ⇔™ PIN ╩ ⇔≡ↄ∞↕™⁹₉≤ ↕╣╕∆⁹ 
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Â ♩כ◒fi╩ ⇔≡⁸ ≤∆╢ ⌐⇔√™ ⱪ꜡ⱨ□▬ꜟ≢─  

↔ ⌐⁸SecureDoc ⅜◘ⱳכ♩╢™≡⇔♩כ◒fi≢№╢⅛╩ ⇔≡ↄ∞↕™⁹ 

ᵑ ♩כ◒fi─ ╩ ╘ fi⅜Windows◒כ♩⁸⅝⅔≡∑╕ ≢ ↕╣╢ ⌐ ⇔≡⅔⅝╕∆⁹ 

╩ꜟ▪ꜙ♬fi─ⱴ◒כ♩⁸│ ⇔≡ↄ∞↕™⁹ 

ᵒ ⱪ꜡ⱨ□▬ꜟ─<General options> ≢⁸ ╩fi◒כ♩╢∆ ⇔╕∆⁹ 

 

    

ẽ Ask user to switch from 

password to token  protection  

Token type  

Protection method  

Ɽ☻꞉כ♪≢ ≢fi◒כ♩╩ꜟ▬□ⱨכ◐√╣↕ □ⱨכ◐╢∆

▬ꜟ⌐ ⇔╕∆⁹ 

[Token type]  ≢│⁸ⱪꜟ♄►fiⱷ♬ꜙכ⅛╠ ╩fi◒כ♩╢∆

⇔╕∆⁹ 

[Protection method] fi◒כ♩│  ─ ⌐№╦∑╕∆⁹ 

≡∫╟⌐fi◒כ♩ ≢⅝╢ │ ⌂╡╕∆⁹ 

Use token RSA Keysה  

Token contains PINה  

Use Certificateה  on  toke n - fi◒כ♩   

Use Certificateה  from  windows  store   

     -  Windows ☻♩▪⅛╠─  

 

ᵓ ◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐⁸ ⇔√ⱪ꜡ⱨ□▬ꜟ╩ ⇔╕∆⁹ 

ᵔ ◒ꜝ▬▪fi♩♦Ᵽ▬☻≢⁸♩כ◒fi╩ ⇔╕∆⁹ⱪꜞⱩכ♩ ╩Ɽ☻꞉כ♪≢ ⇔⁸Windows ◘▬fi▬fi

⁸Windows ♦☻◒♩♇ⱪ⌐♩כ◒fi ⌐ ╡ ⅎ╢√╘─ⱳ♇ⱪ▪♇ⱪ⅜ ↕╣╕∆⁹ 
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ᵕ ♩כ◒fi╩ ∆╢≤⁸₈☻꜡♇♩─ ₉⌐ ⅜fi◒כ♩√⇔ ↕╣╕∆⁹ 

╩fi◒כ♩ ⇔≡™⌂™ ⁸<◐ꜗfi☿ꜟ> ╩◒ꜞ♇◒⇔⁸SecureDoc ◖fi♩כꜟ☿fi♃כ╩ ⇔╕∆⁹ 

fi◒כ♩⁸ ⌐ ╡ ⅎ╢√╘─ ⅜ ↕╣╕∆⁹ 

 

₈ ─ ─fi◒כ♩│₉ ⌐ ╦∑╕∆⁹ 

ᵖ ◐כⱨ□▬ꜟ─Ɽ☻꞉כ♩≥♪כ◒fi─Ɽ☻꞉כ♪ PIN ╩ ╣≡⁸<꜡◓▬fi>╩◒ꜞ♇◒⇔╕∆⁹ 

ᵗ ♩כ◒fi─Ɽ☻꞉כ♪ PIN ⅜ ⇔™ ⅜[ꜟⱩ☺▼◒♩ꜝⱬ○♃כ♦]⁸ ↕╣╕∆⁹ 

<OK> כ◐─ꜟ▬□ⱨכ◐⁸₈≥╢∆◒♇ꜞ◒╩ ⌐fi◒כ♩⅜ ⌐ ↕╣╕⇔√₉≤ ↕╣╕∆⁹ 

⁸ⱪꜞⱩכ♩ ♪כfi─Ɽ☻꞉◒כ♩fi≤⁸◒כ♩⌐ PIN ⅜ ⌐⌂╡╕∆⁹ 
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Â ♩כ◒fi╩ ⇔≡⁸ ≤∆╢ ⌐⇔√™ ─≢ꜟ▬□ⱨכ◐  

↔ ⌐⁸SecureDoc ≢◘ⱳכ♩╢™≡⇔♩כ◒fi≢№╢⅛╩ ⇔≡ↄ∞↕™⁹ 

ᵑ ♩כ◒fi─ ╩ ╘ fi⅜Windows◒כ♩⁸⅝⅔≡∑╕ ≢ ↕╣╢ ⌐ ⇔≡⅔⅝╕∆⁹ 

╩ꜟ▪ꜙ♬fi─ⱴ◒כ♩⁸│ ⇔≡ↄ∞↕™⁹ 

ᵒ [Devices] ♃Ⱪ≢⁸♦Ᵽ▬☻⌐ ╩כ◙כꜚ╢™≡╣↕ ⇔⁸ⱴ►☻─ ◒ꜞ♇◒⌐╟╢◖fi♥◐☻♩ⱷ♬ꜙ

 ⁹∆╕⇔◒♇ꜞ◒╩ [Create Key File] ╠⅛כ

 

ᵓ ◐כⱨ□▬ꜟ─ ⅜ ↕╣╕∆⁹ 

[Key File] ≢⁸<Browse> ╩◒ꜞ♇◒⇔⁸ ⌐ ─ꜟ▬□ⱨכ◐╢∆ ╩ ⇔╕∆⁹ 

─┼fi◒כ♩ ╡ ⅎ⅜ ⇔√╠ ∆╢↓≤⅜≢⅝╕∆⁹ 
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ᵔ Ɽ☻꞉כ♪─ │⁸SecureDoc ─ Ɽ☻꞉כ♩╠⅛♪כ◒fi⌐ ╡ ⅎ╢ ⌐ ∆╢╙─≢∆⁹ 

₈ẽ Apply use password from database ₉ 

⌐♅▼♇◒╩ ⌐☻כⱬ♃כ♦⁸≥╢╣ ⅜כ◙כꜚ╢™≡╣↕ ⇔√Ɽ☻꞉כ♪╩ ≢⅝╕∆⁹SES

⅜Ɽ☻꞉כ♪⌐ ∆╢ ⅜№╡╕∑╪⁹ 

ᵕ ₈ẽ ask user to switch from password to token protection ₉⌐♅▼♇◒╩ ╣╕∆⁹ 

[Token type]  ≢ ╩fi◒כ♩─ ⇔⁸ [Protection method] fi◒כ♩│  ─ ⌐№╦∑╕∆⁹ 

ᵖ <OK> ╩◒ꜞ♇◒⇔╕∆⁹◒ꜝ▬▪fi♩♦Ᵽ▬☻│ ⌂ ≢⁸↓─◖ⱴfi♪╩ ↑ ╡╕∆⁹ 

ᵗ ◒ꜝ▬▪fi♩♦Ᵽ▬☻≢⁸ⱪꜞⱩכ♩ ╩ ⇔⁸Windows ⌐◘▬fi▬fi∆╢≤⁸Windows ♦☻◒♩♇ⱪ⌐♩

fi◒כ ⌐ ╡ ⅎ╢√╘─ⱳ♇ⱪ▪♇ⱪ⅜ ╩fi◒כ♩⁸≢─╢╣↕ ⇔╕∆⁹ 
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ᵘ ♩כ◒fi╩ ∆╢≤⁸₈☻꜡♇♩─ ₉⌐ ⅜fi◒כ♩√⇔ ↕╣╕∆⁹ 

╩fi◒כ♩ ⇔≡™⌂™ ⁸<◐ꜗfi☿ꜟ> ╩◒ꜞ♇◒⇔⁸SecureDoc ◖fi♩כꜟ☿fi♃כ╩ ⇔╕∆⁹ 

fi◒כ♩⁸ ⌐ ╡ ⅎ╢√╘─ ⅜ ↕╣╕∆⁹ 

 

₈ ─ ─fi◒כ♩│₉ ⌐ ╦∑╕∆⁹ 

ᵙ ◐כⱨ□▬ꜟ─Ɽ☻꞉כ♩≥♪כ◒fi─Ɽ☻꞉כ♪ PIN ╩ ╣≡⁸<꜡◓▬fi>╩◒ꜞ♇◒⇔╕∆⁹ 

ᵚ ♩כ◒fi─Ɽ☻꞉כ♪ PIN ⅜ ⇔™ ⅜[ꜟⱩ☺▼◒♩ꜝⱬ○♃כ♦]⁸ ↕╣╕∆⁹ 

<OK> כ◐─ꜟ▬□ⱨכ◐⁸₈≥╢∆◒♇ꜞ◒╩ ⌐fi◒כ♩⅜ ⌐ ↕╣╕⇔√₉≤ ↕╣╕∆⁹ 

⁸ⱪꜞⱩכ♩ ♪כfi─Ɽ☻꞉◒כ♩fi≤⁸◒כ♩⌐ PIN ⅜ ⌐⌂╡╕∆⁹ 
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Â ⱪꜞⱩכ♩≢─ ⌐⁸☻ⱴכ♩ⱨ◊fi╩ ™√™ 

 V9.2 ≢│⁸☻ⱴכ♩ⱨ◊fi⌐ MagicEndpoint2 ⅜ ≢∆⁹ 

 

ᵑ SES≢⁸Ⱪכ♩꜡◓○fiⱪ꜡◓ꜝⱶ⌐ PBLU╩ ℮▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ⇔╕∆⁹ 

ⱪ꜡ⱨ□▬ꜟ ─₈UEFI Boot Loader ₉─ ≢⁸PBLU╩ ⇔√ⱪ꜡ⱨ□▬ꜟ╩ ⇔╕∆⁹ 

[General options ]  ->  [ Boot configuration ]  

 

PBLU⌐ ⇔√ⱪ꜡ⱨ□▬ꜟ╩ ⇔≡⁹▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ⇔╕∆⁹ 

ᵒ SecureDoc ╩◒ꜝ▬▪fi♩⌐▬fi☻♩כꜟ⇔ ⇔╕∆⁹ 

ᵓ ◒ꜝ▬▪fi♩♦Ᵽ▬☻─ UEFI/BIOS ┘Windows ≢⁸Bluetooth ⅜ ⌂ ≢№╢↓≤╩ ⇔╕∆⁹ 

ᵔ SES≢⁸ⱪꜞⱩכ♩ ≢☻ⱴכ♩ⱨ◊fi╩ ∆╢√╘─ⱪ꜡ⱨ□▬ꜟ╩ ⇔╕∆⁹ 

▬fi☻♩כꜟ⌐ ⇔√ ─ⱪ꜡ⱨ□▬ꜟ╩ ◒ꜞ♇◒⇔≡⁸[ Copy profile] ─ ╩ ℮≤⁸ ⌂ ─╖

≢⅝╕∆⁹ 

[ General options ]  -> [Hardware Authentication]  

  

ᵕ ₈ἧ Key File supports both Password and Token -bsed protection/authentication ₉─♅▼♇◒Ⱳ♇◒☻╩

○fi⌐∆╢≤⁸☻ⱴכ♩ⱨ◊fi─ ╣⌂≥⁸☻ⱴכ♩ⱨ◊fi╩ ⅎ⌂™ ⁸Ɽ☻꞉כ♪≢ ≢⅝╕∆⁹ 
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ᵖ SES⅛╠ ⇔√ⱪ꜡ⱨ□▬ꜟ╩◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ⇔╕∆⁹ 

ᵗ ◒ꜝ▬▪fi♩♦Ᵽ▬☻≢│⁸ⱪ꜡ⱨ□▬ꜟ ─ ⁸Ɽ☻꞉כ♪ ⅛╠☻ⱴכ♩ⱨ◊fi⌐╟╢ ⌐

╡ ⅎ╢√╘─ⱳ♇ⱪ▪♇ⱪⱷ♇☿כ☺⅜ ↕╣╕∆⁹ 

 

ᵘ ™≡⁸◐כⱨ□▬ꜟ ─ ⅜ ↕╣╕∆⁹ 

 

ᵙ WinMagic Authenticator MagicEndpoint 2 ⅜☻ⱴכ♩ⱨ◊fi⌐▬fi☻♩כꜟ↕╣≡™⌂™ ⁸QR◖כ♪╩

☻◐ꜗfi⇔≡▬fi☻♩⁹∆╕⇔ꜟכv9.2 ≢│⁸MagicEndpoint 2 ⅜ ≢∆⁹ 

MagicEndpoint 2 ╩ ⇔⁸ ⌐ ∫≡ ⇔≡ↄ∞↕™⁹ 

ⅎ┌⁸iPhone ─ ⁸MagicEndpoint 2 ╩ ∆╢≤⁸₈òMagicEndpoint2 ò≢ Bluetooth ♦Ᵽ▬☻╩ ∆↓

≤╩ ⇔╕∆⅛ ₉⁸₈òMagicEndpoint2 ò│ ╩ ⇔╕∆⁹╟╤⇔™≢∆⅛ ₉≤ ↕╣╢─≢⁸ 

< >  ╩◒ꜞ♇◒⇔╕∆⁹ 

ᵚ [◐כⱨ□▬ꜟⱤ☻꞉כ♪: ] ⌐ⱪꜞⱩכ♩ ≢ ⇔≡™╢Ɽ☻꞉כ♪╩ ⇔≡⁸< OK>╩◒ꜞ♇◒⇔╕∆⁹ 

ᵛ ─ ⅜ ↕╣╢─≢⁸☻ⱴכ♩ⱨ◊fi─ MagicEndpoint 2 ≢⁸₈Accounts ₉≢₈SecureDoc ₉╩ ┘

₈+₉╩◒ꜞ♇◒⇔╕∆⁹₈òMagicEndpoint2ò⅜◌ⱷꜝ┼─▪◒☿☻╩ ╘≡™╕∆₉≤ ↕╣╢─≢⁸ 

< >  ╩◒ꜞ♇◒⇔⁸QR◖כ♪╩☻◐ꜗfi⇔╕∆⁹ 
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ᵜ Ɽ☻꞉כ♪ ⅛╠ ⅎ⌐ ∆╢≤⁸ ─ⱷ♇☿כ☺⅜ ↕╣╕∆⁹ 

◒ꜝ▬▪fi♩─ ⁸☻ⱴכ♩ⱨ◊fi⌐╟╢ ⅜ ≤⌂╡╕∆⁹ 

 

ᵝ ⱪꜞⱩכ♩ ≢₈Bluetooth ╩ ⇔√☻ⱴכ♩ⱨ◊fi ₉─ ⅜ ↕╣╕∆⁹ 

☻ⱴכ♩ⱨ◊fi≢ MagicEndpont2 ─ ╩ ⇔≡ↄ∞↕™⁹Bluetooth ⌐ ∆╢≤⁸☻ⱴכ♩ⱨ◊fi⌐

꜡◓▬fi─ ╩ ╘╢ⱷ♇☿כ☺⅜ ↕╣╕∆⁹<Approve > ╩◒ꜞ♇◒⇔╕∆⁹ 

↓─ ⁸ ⁸№╢™│☻ⱴכ♩ⱨ◊fi─Ɽ☻꞉כ♪╩ ⇔≡ ╩⅔↓⌂∫≡ↄ∞↕™⁹ 

 

ᵞ ⱪꜞⱩכ♩ ≢₈Bluetooth ╩ ⇔√☻ⱴכ♩ⱨ◊fi ₉─ ⅜ ↕╣╕∆⁹ 

☻ⱴכ♩ⱨ◊fi≢ MagicEndpont2 ─ ╩ ⇔≡ↄ∞↕™⁹Bluetooth ⌐ ∆╢≤⁸☻ⱴכ♩ⱨ◊fi⌐
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꜡◓▬fi─ ╩ ╘╢ⱷ♇☿כ☺⅜ ↕╣╕∆⁹<Approve> ╩◒ꜞ♇◒⇔╕∆⁹ 

↓─ ⁸ ⁸№╢™│☻ⱴכ♩ⱨ◊fi─Ɽ☻꞉כ♪╩ ⇔≡ ╩⅔↓⌂∫≡ↄ∞↕™⁹ 

 

╩ⱨ◊fi♩כⱴ☻⅜כ◙כꜚ  ≢⅝⌂™ ⁸ ⌐╟╡ Ɽ☻꞉כ♪≢꜡◓▬fi∆╢↓≤⅜≢⅝╕∆⁹ 

╩♪כⱤ☻꞉⅜כ◙כꜚ ⇔≡™╢ ⁸♅ꜗ꜠fi☺꜠☻ⱳfi☻⌐╟∫≡Ɽ☻꞉כ♪ꜞ◌Ᵽꜞ⅜ ≢∆⁹ 

⇔≡™╢☻ⱴכ♩ⱨ◊fi─ ⌂≥≢⁸ ≢⅝⌂ↄ⌂∫√ ⁸Ɽ☻꞉כ♪⌐╟╢ ⌐ ⇔⁸ⱪ꜡ⱨ□▬ꜟ

─ ╙☻ⱴכ♩ⱨ◊fi⌐╟╢ ╩ ⌐⇔√ⱪ꜡ⱨ□▬ꜟ╩◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ∆╢ ⅜№╡╕∆⁹ 
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Â ⌐ ⇔≡™╢☻ⱴכ♩ⱨ◊fi╩ ─☻ⱴכ♩ⱨ◊fi⌐ ⇔√™ 

 ☻ⱴכ♩ⱨ◊fi⌐ MagicEndpoint2 ⅜ ≢∆ 

ᵑ ◒ꜝ▬▪fi♩≢⁸SecureDoc ◖fi♩כꜟ☿fi♃כ╩ ⇔⁸꜡◓▬fi⇔╕∆⁹ 

[ Ɑ⁸≢ [☺כò♩כ◒fi ò ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵒ ─ ⅜ ↕╣╕∆⁹☻ⱴכ♩ⱨ◊fi≢ MagicEndpont2 ╩ ⅝╕∆⁹ 

 

ᵓ ☻ⱴכ♩ⱨ◊fi─ MagicEndpont2 ⌐⁸꜡◓▬fi─ ╩ ╘╢ⱷ♇☿כ☺⅜ ↕╣╕∆⁹ 

<Approve> ╩◒ꜞ♇◒∆╢≤⁸♩כ◒fi ⌐ ╡ ⅎ╢ ⅜ ↕╣╕∆⁹ 
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ᵔ ₈QR◖כ♪⅛╠▪ⱪꜞ╩♄►fi꜡⁸⇔◒♇ꜞ◒╩₉♪כ↓╣⅛╠ ∆╢☻ⱴכ♩ⱨ◊fi⌐ MagicEndpoint2 ╩

▬fi☻♩⁹₈∆╕⇔ꜟכòMagicEndpoint2 ò≢ Bluetooth ♦Ᵽ▬☻╩ ∆↓≤╩ ⇔╕∆⅛ ₉⁸

₈òMagicEndpoint2 ò│ ╩ ⇔╕∆⁹╟╤⇔™≢∆⅛ ₉≤ ↕╣√╠⁸< > ╩◒ꜞ♇◒⇔╕∆⁹ 

ᵕ MagicEndpoint2 ─₈Accounts ₉≢₈SecureDoc ₉╩ ┘₈+₉╩◒ꜞ♇◒⇔╕∆⁹ 

₈òMagicEndpoint2ò⅜◌ⱷꜝ┼─▪◒☿☻╩ ╘≡™╕∆₉≤ ↕╣√╠⁸< >  ╩◒ꜞ♇◒⇔⁸QR◖כ

♪╩☻◐ꜗfi⇔╕∆⁹ 

ᵖ ⅎ⌐ ∆╢≤⁸ ─ⱷ♇☿כ☺⅜ ↕╣╕∆⁹ 

◒ꜝ▬▪fi♩─ ⁸ ⇔™☻ⱴכ♩ⱨ◊fi⌐╟╢ ⅜ ≤⌂╡╕∆⁹
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Â ⁸ ↕╣≡™╢☻ⱴכ♩ⱨ◊fi⌐╟╢ ⅛╠Ɽ☻꞉כ♪⌐╟╢ ┼ ∆╢  

╩ꜟ▬□ⱨכ◐ ⇔╕∆⁹ 

ᵑ ☻ⱴכ♩ⱨ◊fi╩ ⇔⌂™ⱪ꜡ⱨ□▬ꜟ╩◒ꜝ▬▪fi♩♦Ᵽ▬☻⌐ ⇔╕∆⁹ 

ᵒ SES─[D evices] ♃Ⱪ≢⁸ꜚכ◙כ─♦Ᵽ▬☻╩ ┘⁸ ⌐ ↕╣╢ ╩כ◙כꜚ─ ◒ꜞ♇◒⇔╕∆⁹

[ Modify User] ╩ ⇔╕∆⁹ 

⌐№╢₈ἧ User Key File(s )  will be protected by token )₉─♅▼♇◒Ⱳ♇◒☻╩○ⱨ⌐⇔⁸< Save> ╩

◒ꜞ♇◒⇔╕∆⁹ 

 

ᵓ ⁸ꜚכ◙כ╩ ◒ꜞ♇◒⇔⁸◖fi♥◐☻♩ⱷ♬ꜙכ⅛╠[ Create Key File] ╩ ⇔╕∆⁹ 
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ᵔ < Browse >Ⱳ♃fi╩◒ꜞ♇◒⇔≡◐כⱨ□▬ꜟ─ ╩ ⇔╕∆⁹ 

ᵕ ₈ẽ Apply use password from database ₉─♅▼♇◒Ⱳ♇◒☻╩○fi⌐∆╢≤⁸ⱪꜞⱩכ♩ ⅜כ◙כꜚ≢

⇔≡™√Ɽ☻꞉⁸≢♪כ ≢⅝╕∆⁹ │ SES◖fi♁כꜟ╩ ╩♪כⱤ☻꞉─כ◙כꜚ≡∫ ╢↓

♪כⱤ☻꞉─כ◙כꜚ⁸⅜╪∑╕⅝≢│≥ │ SES─ DB⌐ ↕╣≡™╕∆⁹  

ᵖ ꜚכ◙כ⅜Ɽ☻꞉כ♪╩ ⇔≡™╢ │⁸[Password] ⱨ▫כꜟ♪⌐Ɽ☻꞉כ♪╩ ⇔⁸₈ἧ Change 

user password ₉─♅▼♇◒Ⱳ♇◒☻╩○fi⌐⇔╕∆⁹ꜚכ◙כ⌐Ɽ☻꞉כ♪─ ╩ ⇔╕∆⁹ 

ᵗ <OK>  ╩◒ꜞ♇◒⇔╕∆⁹ 

ᵘ ₈Key File successfully created. ₉≤™℮♄▬▪꜡◓⅜ ↕╣╕∆─≢⁸<OK >╩◒ꜞ♇◒⇔╕∆⁹ 

ᵙ ◒ꜝ▬▪fi♩♦Ᵽ▬☻│⁸SDConnex ≤─ ≢ ╩ꜟ▬□ⱨכ◐™⇔ ↑ ╡╕∆⁹ 

│⁸Ɽ☻꞉כ♪⌐╟╢ ≤⌂╡╕∆⁹ 

ᵚ ⅜ ⇔√╠⁸ᵔ≢ ⇔√ ⌐ ꜟ▬□ⱨכ◐╢™≡╣↕ *.dbk │ ≢⅝╕∆⁹ 
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7.3.  SecureDoc ◒ꜝ▬▪fi♩─▬fi☻♩כꜟ ה ⌐≈™≡ 

Â SecureDoc ◒ꜝ▬▪fi♩─▬fi☻♩הꜟכ ╩ ⌐⇔√™ 

ⱪ꜡ⱦ☺ꜛ♬fi◓ꜟכꜟ╩ ∆╢≤⁸╒╓◘▬꜠fi♩▬fi☻♩כꜟ⅜ ≢∆⅜⁸ ⌐◄fi♪ꜚכ◙כ⅜ ⇔≡™

╢♦Ᵽ▬☻⌐ SecureDoc ◒ꜝ▬▪fi♩╩ ∆╢ ꜟכ♩☻fi▬╢╟⌐כ◙כꜚ⁸│ ⅜ ⌐⌂╡╕∆⁹ 

⌐כ◙כꜚ ╩⅛↑∏⌐⁸SecureDoc ◒ꜝ▬▪fi♩╩▬fi☻♩כꜟ∆╢ ≤⇔≡│⁸Active Directory ⱪכꜟ◓─

ⱳꜞ◦כ╩ ⇔≡♁ⱨ♩►▼▪╩ꜞ⸗כ♩≢▬fi☻♩כꜟ∆╢ ⅜№╡╕∆⁹∕─ ⁸Windows ▬fi☻♩כꜝכⱤ♇◔

₈SecureDoc_64.msi☺כ ₉╩ ⇔╕∆⁹ 

⇔ↄ│ⱴ▬◒꜡♁ⱨ♩ ─◘▬♩╩↔ ↄ∞↕™⁹ 

Microsoft ♪◐ꜙⱷfi♩₈◓ꜟכⱪ ⱳꜞ◦כ╩ ⇔≡♁ⱨ♩►▼▪╩ꜞ⸗כ♩≢▬fi☻♩₉╢∆ꜟכ 

https://learn.microsoft.com/ja - jp/troubleshoot/windows -server/group -policy/use -group -policy - to - install -software  

 

Â ID ╩Windows ◘▬fi▬fi▪◌►fi♩ ≢ ⇔√™ 

↓╣╕≢►▫fiⱴ☺♇◒│⁸ ↄ─⅔ ⅛╠─ⱨ▫כ♪Ᵽ♇◒╩™√∞⅝⁸ⱪ꜡ⱦ☺ꜛ♬fi◓ꜟכꜟ⌐╟╢ ID ─

╩ ⇔≡⅝╕⇔√⁹ⱪ꜡ⱦ☺ꜛ♬fi◓ꜟ⁸≡∫╟⌐ꜟכWindows ◘▬fi▬fi▪◌►fi♩ ⅛╠ SecureDoc ─

IDכ◙כꜚ ╩ ≢ ∆╢↓≤⅜≢⅝⁸▬fi☻♩כꜟ ┘ ╩ ⌐ ╕∑╢↓≤⅜≢⅝╕∆⁹SecureDoc ─Ⱪכ

♩꜡◓○fiⱪ꜡◓ꜝⱶ│⁸Windows OS ≢│⌂™√╘⁸Windows ◘▬fi▬fi▪◌►fi♩ IDכ◙כꜚ╩ ≤Ɽ☻꞉כ♪

⌐ ⇔≡╙⁸Windows ─Ɽ☻꞉כ♪◒ꜝ♇◒⌂≥─ ≤│⌂╡╕∑╪⁹↓╣╠─ ⌐╟╡⁸Windows ◘▬

fi▬fi▪◌►fi♩ ╩ SecureDoc IDכ◙כꜚ─ ≤⇔≡ ∆╢╟℮⌐♦◙▬fi↕╣≡™╕∆⁹ 

↓↓≢│⁸ ⱳꜞ◦כ⌐╟∫≡Windows ◘▬fi▬fi▪◌►fi♩ IDכ◙כꜚ─ ╩ ∆╢ ⅜№╢ ─

▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺─ ╩ ⇔╕∆⁹ 

 

⌐ I D ╩ ⇔⁸SES ⌐▬fiⱳ⁹∆╕⇔♩כ 

ᵑ Excel ╩ ∫≡⁸SecureDoc ≡⇔≥כ◙כꜚ─ ℮ ID ╩ ⇔╕∆⁹ 

∏⁸Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹▬♬◦ꜗꜟⱤ☻꞉כ♪≤⇔≡ ⇔╕∆⁹ 

◒ꜝ▬▪fi♩≢ ∆╢Windows ─◘▬fi ID ╙ ∏ ╘≡ↄ∞↕™⁹↓╣⌐│Ɽ☻꞉כ♪╩ ∆╢ │№╡

╕∑╪⁹◄fi♪ꜚכ◙כ ─ IT ╛◐♇♥▫fi◓ ⅜▬fi☻♩כꜟ∆╢ ≢⁸ ─Windows ID ╩

∫≡Windows ⌐◘▬fi▬fi∆╢ │⁸∕─Windows ID ∞↑╩ ╘≡ↄ∞↕™⁹ 

  

https://learn.microsoft.com/ja-jp/troubleshoot/windows-server/group-policy/use-group-policy-to-install-software
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─╟℮⌐♃▬♩ꜟ ≤Ɽ☻꞉כ♪╩ ╘╕∆⁹ 

г˔Ѓ˔ID ϱИЄаиОІм˔Ж Ⱬ  Ю˔иϯЖйІ 

PC-11 12345678       

PC-12 12345678       

PC-13 12345678       

PC-14 12345678       

PC-14 12345678       

User01         

User02         

Uesr03         

User04         

User04         

 

CSV CSV UTF-8 ◖fiⱴ ╡ ≢ ⇔╕∆⁹ 

ᵒ SES⌐⁸ ╩♄ꜟ◊ⱨ╢∆♩כfiⱳ▬╩כ◙כꜚ⁸⌐ ⇔≡⅔⅝╕∆⁹ 

ᵓ SES─ⱷ♬ꜙכⱣ⁸╠⅛כ 

[Tools] -  > [Import from Ν] -> [Import users into from CSV file]  ╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

ᵔ SES DB ─ⱨ▫כꜟ♪≤ ↕∑╢√╘─ ⅜ ↕╣╕∆⁹

 

  

SecureDoc ─

I D ≤⇔≡  

Windows ─ I D 
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ᵕ CSV file ╩◒ꜞ♇◒⇔⁸ ⌐ ⇔√ CSVⱨ□▬ꜟ╩ ╖ ╖╕∆⁹ 

 

ᵖ ⌐ ↕╣≡™╢ ≤ ╖ ╪∞ⱨ□▬ꜟ─♃▬♩ꜟ╩ ┘ <Set>  ╩◒ꜞ♇◒⇔╕∆⁹  

 

User ID ≤ PWD │ ∏ ⇔╕∆⁹ ↕∑╢╙─╩ ╡ ⇔⁸ ⅜ ╪∞╠⁸<Next> ╩◒ꜞ♇◒⇔╕

∆⁹ 
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ᵗ ─ ≢⁸<Select folder> ≢▬fiⱳכ♩ ⱨ◊ꜟ♄╩ ⇔⁸ ⌐⁸<Finish> ╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵘ ╩ ╘╠╣╢─≢⁸<OK> ╩◒ꜞ♇◒⇔╕∆⁹ 

ᵙ SES─ⱨ◊ꜟ♄⌐⁸ꜚכ◙כID ⅜▬fiⱳכ♩↕╣≡™╢↓≤╩ ⇔╕∆⁹  

 

SDConnex ─ ╩ ⇔╕∆⁹ 

ᵑ SDConnex ─ [Communication] ♃Ⱪ╩ ⅝╕∆⁹ 
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ᵒ ₈ ἧ User existence is required ₉⌐♅▼♇◒╩ ╣╕∆⁹ 

 ↓─ ⌐╟∫≡⁸ ⌐▬fiⱳכ◙כꜚ√⇔♩כID ─ ID ╩ ∫≡ ∆╢↓≤╩ →╕∆⁹ 

ᵓ ─ ⱤⱠꜟ≢⁸[Stop] ╩◒ꜞ♇◒⇔ ↕∑⁸[Start] ╩◒ꜞ♇◒⇔≡ ⇔≡ↄ∞↕™⁹ 

─ ≢∆─≢⁸ ─◒ꜝ▬▪fi♩⌐ ⅜№╢↓≤│╒≤╪≥№╡╕∑╪⁹ 

 

▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺─  

ᵑ ₈SecureDoc Enterprise Server v 9.2  ◒▬♇◒▬fi☻♩₉♪▬●ꜟכ╩ ⇔≡⁸ⱪ꜡ⱦ☺ꜛ♬fi◓ꜟכꜟ─

₈Ɽ♃כfi A₉ ≢⁸▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ⇔╕∆⁹ 

ᵒ ⇔√▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩♄Ⱪꜟ◒ꜞ♇◒⇔≡⁸ ╩ ⅝╕∆⁹ 

[General] ▪▬◖fi≢⁸ ─ ╩ ⇔╕∆⁹ 

─ ⌐♅▼♇◒╩ ╣≡⁸<OK> ╩◒ꜞ♇◒⇔╕∆⁹ 

ἧ Ask user to verify data before starting encryption  

 ἧ Default Use ID is empty   

  

ᵓ <OK> ╩◒ꜞ♇◒⇔╕∆⁹ 
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ᵔ ⇔√▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ◒ꜞ♇◒⇔⁸[Create package files] ╩◒ꜞ♇◒⇔╕∆⁹ 

 

◒ꜝ▬▪fi♩┼─▬fi☻♩כꜟ 

ᵑ ⇔√▬fi☻♩꜠כ◦ꜛfiⱤ♇◔כ☺╩ ∫≡⁸▬fi☻♩⁹∆╕⇔ꜟכ 

ᵒ ⅜ ∆╢ ⌐⁸₈SecureDoc ─ ⱨ◊כⱶ₉⅜ ↕╣╕∆⁹ 

 

ᵕ ₈ꜚכ◙כID₉ ⌐⁸ ⌐ SES⌐ IDכ◙כꜚ─ ╩ ⇔≡⁸<OK> ╩◒ꜞ♇◒⇔╕∆⁹ 

⌐⅔↓⌂∫√ SDConnex ─ ⌐╟╡⁸SES⌐ ↕╣≡™⌂™ ID ╩ ∫≡▬fi☻♩כꜟ╩ ∆╢↓

≤│≢⅝╕∑╪⁹ 

≤⇔≡⁸↓↓≢│⁸₈PC-11₉╩ ⇔╕∆⁹ 

ᵖ SES⌐⁸Deploying User ⅜ID₈PC-11₉כ◙כꜚ⁸≡⇔≥ ↕╣╕∆⁹ 
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ᵗ ◒ꜝ▬▪fi♩│ ≤⌂╡⁸ ⅜ ↕╣╕∆⁹ 

ᵘ ◒ꜝ▬▪fi♩≢│⁸↓─ ⌐Windows ┼◘▬fi▬fi⇔≡™╢Windows ID ≤ ∂ ─ ID ╩ כ♫כ○≢

─ ID ≤⇔≡ ⇔╕∆⁹∕─ ID │⁸SES⌐╙ ↕╣╕∆⁹ 

 

ᵙ ◒ꜝ▬▪fi♩┼─▬fi☻♩הꜟכ ⅜ ∆╢≤⁸₈User01 ₉≤₈PC-11₉⅜ ↕╣≡⅔╡⁸≥∟╠≢╙꜡

◓▬fi∆╢↓≤⅜≢⅝╕∆⁹ 
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ᵚ ₈PC-11₉╩ ∫≡⁸꜡◓▬fi⇔╕∆⁹ 

Ɽ☻꞉כ♪─ ⅜№╢─≢⁸▬♬◦ꜗꜟⱤ☻꞉כ♪≤⇔≡ ─Ɽ☻꞉כ♪╩ [ ™Ɽ☻꞉כ♪] ⌐

⇔⁸ ⇔™Ɽ☻꞉כ♪╩ ⇔╕∆⁹ 

 

⅛╠⁸ⱪꜞⱩכ♩ ≢⁸ ⇔√Ɽ☻꞉כ♪╩ ∫≡꜡◓▬fi≢⅝╕∆⁹ 
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ᵛ ₈User01 ₉⅜ ≢№╣┌⁸ ◒ꜞ♇◒⇔⁸[Remo ve  use from device] ╩◒ꜞ♇◒⇔╕∆⁹ 

◒ꜝ▬▪fi♩│⁸ ⌂ ≢⁸↓─ ╩ ↑ ╡╕∆⁹ 

 

PC-11₉│⁸Deploying User ─╕╕≢∆⅜⁸∕─╕╕ ∆╢↓≤⅜≢⅝╕∆⁹ 

ᵜ ○⁸≡⇔≥כ♫כ ∆╢ │⁸[Set Device Owner] ╩◒ꜞ♇◒⇔╕∆⁹ 

 

 ▬fi☻♩כꜟ ⁸ ≡─Windows ┼─◘▬fi▬fi⌐⁸◐♇♥▫fi◓ ─ ∂ ID ╩ ∫√ │⁸[Users] ♃Ⱪ

≢∕─ ID ╩ ┬≤⁸ ─ⱤⱠꜟ⌐ ↕╣≡™╢♦Ᵽ▬☻ ⅜ ↕╣╕∆⁹ 

─♦Ᵽ▬☻│◦ⱨ♩◐כ╩ ∫≡ ⇔⁸ ◒ꜞ♇◒≢ [Remo use from device] ╩◒ꜞ♇◒⇔╕∆⁹ 

≡─♦Ᵽ▬☻⅛╠⁸∕─ ID │ ↕╣╕∆⁹ 
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8.  Ᵽכ☺ꜛfi⅛╠─ SES ▪♇ⱪ◓꜠כ♪ 

►▫fiⱴ☺♇◒│ SES ┘ SecureDoc ◒ꜝ▬▪fi♩╩ ─Ᵽכ☺ꜛfi⌐▪♇ⱪ◓꜠כ♪⇔≡ ∆╢↓≤╩ ⇔

≡™╕∆⁹SES│ Ᵽכ☺ꜛfi─◒ꜝ▬▪fi♩╙ ⌐ ∆╢↓≤⅜ ≢∆⁹ 

SES─▪♇ⱪ◓꜠⁸│♪כ ─ SES┼ ⅝▬fi☻♩כꜟ⅜ ≢∆⅜⁸▪♇ⱪ◓꜠כ♪ ⌐ ─ ╩ ∏

╪≢⅛╠ ⇔≡ↄ∞↕™⁹ 

 ₈SDConnex Service ₉⁸₈ADSync Service ₉⁸₈Analytics Engine Service ₉╩ SES≤ ≢כⱣכ◘∂ ⇔

≡™╢ ⁸ ⅝▬fi☻♩כꜟ─ ╩☻ⱦכ◘─╣∙╣⧵⌐ ∆╢ ⅜№╡╕∆⁹ 

♩ⱦ☻│⁸ⱴ▬◒꜡♁ⱨכ◘─╣∙╣⧵ ◖fi♁כꜟ Microsoft Management Console ─ ≢ ↕╣≡⅔

╡⁸ ⅝▬fi☻♩⁸╙≡∫⌂↓⅔╩ꜟכ∕╣╕≢ ↕╣≡™√ │ ⅝ ⅜╣∏◒ꜞ▪↕╣╕∆⁹ 

Ɑ▬fi─₈ ₉ⱷ♬ꜙכ⅛╠< Confi gure> ╩◒ꜞ♇◒⇔≡⁸ ─ ╩ⱷ⸗∆╢⁸№╢™│ ◖Ⱨכ⌂

≥╩⅔↓∫≡⁸▪♇ⱪ◓꜠כ♪ ─ ⌐ ≈╟℮⌐⇔≡ↄ∞↕™⁹ 

╕√⁸ ⌐ ∆╢▪◌►fi♩╙ ⌐ ─ ╩ⱷ⸗∆╢⁸№╢™│ ◖Ⱨכ⌂≥╩⅔↓∫≡ↄ∞↕™⁹ 

▪♇ⱪ◓꜠כ♪ ─ ╩☻ⱶכ☼⌐ ∆╢√╘⌐ ∟╕∆⁹ 

 SESWeb ─ ╙◒ꜞ▪↕╣╕∆─≢⁸꜡◓▬fi─ ─ ⅜ ⌐⌂╡╕∆⁹ 

 SQL⌐ ↕╣≡™╢ SES─♦כ♃ⱬ⁸│☻כ▪♇ⱪ◓꜠כ♪ⱪ꜡☿☻ ⌐Ᵽ♇◒▪♇ⱪ╩ ╢↓≤⅜≢⅝╕∆⁹ 

▪♇ⱪ◓꜠כ♪ ╩Ᵽ♇◒▪♇ⱪ─☻כⱬ♃כ♦⁸⌐ ╢⁹ ⌐ ⇔≡™╢ │☻♫♇ⱪ◦ꜛ♇♩╩ ╢

⌂≥⁸ ∑⌠ ⌂≥⌐ ⅎ≡⅛╠ ⇔≡ↄ∞↕™⁹ 

SQL Server Management Studio ╩ ∫≡⁸  Ᵽ♇◒▪♇ⱪ≢⅝╕∆⁹╩☻כⱬ♃כ♦─

⇔ↄ│⁸SQL Server Management Studio ─◘▬♩≢↔ ↄ∞↕™⁹ 

─☻כⱬ♃כ♦ Ᵽ♇◒▪♇ⱪ─  

https://learn.microsoft.com/ja-jp/sql/relational-databases/backup-restore/create-a-full-database-backup-sql-server?view=sql-server-

ver16 

 V8.6  SR1 HF2 ╟╡ ™Ᵽכ☺ꜛfi╛ ⌐ EOL≤⌂∫≡™╢Ᵽכ☺ꜛfi⅛╠⁸ Ᵽכ☺ꜛfi┼─▪♇ⱪ◓꜠כ♪

─ ⁸ ─ ▪♇ⱪ◓꜠כ♪ V8.6  SR1 HF2 ⌐▪♇ⱪ◓꜠כ♪ ⅜ ⌐⌂╢ ⅜№╡╕∆⁹ 

 

SES╩ ⌐כⱣכ◘─ ∆╢ ─ │⁸ ─≤⅔╡≢∆⁹ 

  

https://learn.microsoft.com/ja-jp/sql/relational-databases/backup-restore/create-a-full-database-backup-sql-server?view=sql-server-ver16
https://learn.microsoft.com/ja-jp/sql/relational-databases/backup-restore/create-a-full-database-backup-sql-server?view=sql-server-ver16
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ᵑ [☻♃כ♩] > [ SecureDoc  Enterprise Sever ]  >  [SecureDoc Service Configuration ]  ╩ ⇔╕∆⁹ 

╩☻ⱦכ◘─≡ Ɑ▬fi─₈ ₉ⱷ♬ꜙכ⅛╠< Stop> ╩◒ꜞ♇◒⇔≡ ⇔╕∆⁹ 

 

 

ᵒ ₈SecureDoc Enterprise Server  Version 9.2  ◒▬♇◒▬fi☻♩₉♪▬●ꜟכ╩ ⇔≡⁸▬fi☻♩כꜟ╩

⇔≡ↄ∞↕™⁹ 

ᵓ ▬fi☻♩כꜟⱪ꜡☿☻─ ≢⁸ ─ⱳ♇ⱪ▪♇ⱪⱷ♇☿כ☺⅜ ↕╣╕∆⁹ 

V6.5 ─Ᵽכ☺ꜛfi╩ ⇔≡™╢⅔ │⁸SES─▪♇ⱪ◓꜠כ♪ ⌐ License validation tool ╩ ∫≡⁸

⇔≡™╢ꜝ▬☿fi☻⅜ ⇔ↄ ⅝ ⅜╣╢─⅛╩ ∆╢ ⅜№╡╕⇔√⁹⇔⅛⇔⁸v6.5 │ ⌐ EOL

≤⌂∫≡⅔╡◘ⱳכ♩⅜ ⇔≡™╢√╘⁸ ─Ᵽכ☺ꜛfi≢│↓─ⱷ♇☿כ☺│ ⇔⌂™╟℮⌐ ↕╣╕

∆⁹ 

<OK> ╩◒ꜞ♇◒⇔≡⁸ ╘≡ↄ∞↕™⁹ 
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ᵔ SES⅜ ⇔≡⅔╠∏⁸ ↕╣√╕╕─ ⁸▬fi☻♩כꜟⱪ꜡☿☻ ⌐ ─ⱳ♇ⱪ▪♇ⱪⱷ♇☿כ☺⅜

↕╣╕∆⁹SES─ⱪ꜡◓ꜝⱶ╩ ⇔⁸< OK>╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

 

ᵕ ⌐ ∫≡⁸▬fi☻♩כꜟ╩ ↕∑╕∆⁹ 

│₈SecureDoc Enterprise Server  Version 9.2  ◒▬♇◒▬fi☻♩₉♪▬●ꜟכ╩ ⇔≡ↄ∞↕™⁹ 

ᵖ [☻♃כ♩] > [ SecureDoc Enterprise Server ] > [SecureDoc  Enterprise Server]  ╩ ⇔╕∆⁹ 

ᵗ ꜡◓▬fi ⅜ ↕╣╕∆⁹ 

╩♪כⱨ□▬ꜟ─Ɽ☻꞉כ◐ ⇔⁸<Login Key File> Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵘ ♦כ♃ⱬכ☻─▪♇ⱪ◓꜠כ♪⅜ ≢№╢↓≤╩ ∆ⱷ♇☿כ☺⅜ ↕╣╕∆⁹< OK>╩◒ꜞ♇◒⇔╕∆⁹ 

 

ᵙ ♦כ♃ⱬכ☻─Ᵽ♇◒▪♇ⱪ╩⅔↓⌂℮↓≤─ ╩ ╘╠╣╕∆⁸ ∏⁸<│™>╩◒ꜞ♇◒⇔╕∆⁹ 

 












